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organized by the Spanish National Cybersecurity Institute (INCIBE)

First steps with Volatility

In this lab you will be introduced to malware forensics with Volatility. To do this, you are going
to make use of the virtual machine provided by the instructor along with one of the memory
dumps. All this additional material is available on the web page of this training workshop:
https://webdiis.unizar.es/~ricardo/sbc-2022/malware-memory-forensics/. First, the
laboratory environment that will be used in this course is explained, and finally, an analysis
of a memory dump is carried out as an example to understand the operation of the Volatility
memory dump analysis environment, presenting a series of plugins that come with Volatility and
the results of execution.

1 Laboratory environment

1.1 Deployment of the virtual machine

The virtual machine required for this training workshop, Cybersecurity Summer BootCamp 2022
is provided in OVA format, so you can deploy it in VirtualBox or any other hypervisor software
of your choice.
To deploy it in VirtualBox, go to the menu File Import Appliance... (see Figure 1). In the new

window, select the OVA file that will have been created after decompressing the compressed
file available on the workshop website, by pressing the Continue button in the window. In the
window that appears below you can define other aspects of the virtual machine, such as its default
configuration or the path where the virtual machine will be stored. By default, a minimum of
4GiB of virtual memory has been set for smooth execution of the virtual machine. If you need to
adjust it, you can do it right here (if you have a lot of RAM you can even increase this amount
a bit). Once you have finished the configuration, press the Import button (see Figure 2).

Figure 1: Menu File Import Appliance... in VirtualBox.
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Figure 2: Configuration of the imported virtual machine.
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Figure 3: Settings button for changing imported virtual machine settings.

If you don’t want to use the virtual machine and want to use your own machine for the training
workshop, that is also possible. You simply need to have the following basic software installed:

• Python 2.7 and Python 3.7

• Volatility 2.6 and Volatility 3, available in their GitHub repositories:

– https://github.com/volatilityfoundation/volatility

– https://github.com/volatilityfoundation/volatility3

• Integrated Development Environment of your choice (Visual Studio Code is installed on
the virtual machine).

The rest of the material (basically, software from GitHub repositories) will be installed as
needed during the lab sessions. For the virtual machine user, you can use the user account
alumno (password alumno). The root account (password toor) should only be used when
strictly necessary.

1.2 Shared folder between host machine and virtual machine

The size of a memory dump depends, logically, on the RAM memory of the machine where the
capture was made. In order not to overload the virtual machine’s hard drive, it is recommended
that a folder be shared between the host machine and the virtual machine. To do this, follow
these steps:

1. Select the imported virtual machine settings using the Settings button (see Figure 3).

2. Select the folder you want to share with the virtual machine and press the Ok button (see
Figure 4).

Now, every time you run the virtual machine you will have to execute a command from the
Linux terminal inside the virtual machine:

$ su (contrase~na de root)

# mount -t vboxsf sharedVM /mnt

Notice that the type of files (-t parameter of the mount command) is vboxsf. Next, you have
to indicate the shared folder name given in the shared folder selection window ( Folder Name field,
see Figure 4). After this, if you access the folder /mnt you will see that you have access to the
shared folder from the virtual machine.
Continue the rest of the lab session with the user account of alumno.
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Figure 4: Shared folder selection between virtual machine and host machine.

2 zeus.vmem Dump Analysis

As an example of the use of Volatility (specifically, Volatility version 2.6.1), we are going to
analyze a memory dump of a Windows machine infected with the famous ZeuS banking Tro-
jan. This dump is available on the workshop website (https://webdiis.unizar.es/~ricardo/
sbc-2022/malware-memory-forensics/additional/dumps/zeus.vmem.zip) and comes from
Malware Analyst’s Cookbook.

2.1 Recognizing the origin of the dump

Volatility 2.6 needs to know the operating system the dump to be analyzed in order to know
where the kernel structures of interest are located to accurately analyze the dump. The plugin
for this is called imageinfo. So, in this example we can execute the following command:

$ python2 vol.py -f ~/ volcados/zeus.vmem imageinfo

Volatility Foundation Volatility Framework 2.6.1

INFO : volatility.debug : Determining profile based on KDBG search ...

Suggested Profile(s) : WinXPSP2x86 , WinXPSP3x86 (Instantiated with WinXPSP2x86)

AS Layer1 : IA32PagedMemoryPae (Kernel AS)

AS Layer2 : FileAddressSpace (/Users/ricardo/volcados/zeus.vmem)

PAE type : PAE

DTB : 0x319000L

KDBG : 0x80544ce0L

Number of Processors : 1

Image Type (Service Pack) : 2

KPCR for CPU 0 : 0xffdff000L

KUSER_SHARED_DATA : 0xffdf0000L

Image date and time : 2010 -08 -15 19:17:56 UTC +0000

Image local date and time : 2010 -08 -15 15:17:56 -0400
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As seen in the output provided, the recommended profile is either WinXPSP2x86 or WinXPSP3x86.

2.2 Running processes

The Volatility plugin that allows us to know which processes were running in the analyzed dump
is pslist. This plugin walks through the double linked list pointed to by PsActiveProcessHead

(internal structure of the Windows kernel) and shows for each process its offset, process name,
identifier, parent process identifier, number of threads, number of handles, session identifier, if it
is a WoW64 process (will only appear in dumps from 64-bit machines), and the date and time
the process started and/or finished execution.
Processes that show 0 threads, 0 handles, and/or an end date and time are processes that are

not active. Some processes may not be linked to any session. This is because these processes are
created before the session manager.

Those processes that are hidden or have been unlinked from the process list will not be shown
by the output of this plugin. There is another plugin, however, that does allow you to show these
types of hidden or evasive processes: psscan.

Another plugin of interest related to processes is pstree. This plugin shows a tree of all the
processes captured in the dump, showing the relationships between them.

© CC BY-NC-SA 4.0 Ricardo J. Rodŕıguez (University of Zaragoza, Spain) 5 of 21



First steps with Volatility
Extracting Malware Indicators of Compromise in Memory Forensics

Finally, the plugin psxview also allows detecting possible hidden processes, as it compares the
results of process searches using various techniques (PsActiveProcessHead list, EPROCESS objects,
ETHREAD objects, list PspCidTable and by csrss.exe).

Related to processes, the dlllist plugin allows you to check which function libraries are linked
to each of the processes found in the dump. You can filter for a particular process with the -p
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parameter.

Similarly, the plugin modscan allows you to view the drivers that were running at the time of
the memory dump acquisition.

Finally, the threads plugin allows you to know details about the threads, including the content
of the processor registers of each of them, a small disassembly of their start address and other
fields that may be of interest for a more detailed investigation.
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By default, this command displays information for all threads in the system. If you want
to filter, you can use the -F (or --filter) parameter. One or more filters can be specified,
separated by commas. The possible possible filters can be consulted with the option -L:

2.3 Internet connection

The connscan plugin looks for TCPT OBJECT objects, which represent Internet connection ob-
jects, both open (at memory acquisition time) and recently terminated. The memory address
of the object and the local and remote addresses of the connection are displayed, as well as the
process identifier associated with the connection. This last field may not be retrieved correctly,
so false positives may appear. This command only works for Windows XP and Windows 2003
server versions.
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It can be seen that two connections related to the process with identifier 856 appear. According
to what has been seen before in Section 2.2, this identifier corresponds to a process svchost.exe,
whose parent is the process services.exe (ID 676).
To display only the objects related to the active connections at the time of acquisition, you can

use the connections plugin. Another plugin of interest is sockets, which displays information
about all sockets of any type (TCP, UDP, RAW, etc.). In current versions of Windows this
command may not work properly. This command only works for Windows XP and Windows
2003 Server versions.

In the case of newer versions of Windows (such as Windows 7) you have to use the plugin
netscan. We will see this plugin in operation later.

2.4 Files

To consult the files related to the processes, the plugin handles can be used. This plugin accepts
a -t parameter where we can specify the type of handle we are interested in. For example, if we
are interested in seeing the mutual exclusion objects (mutex) associated with the process from
which we had previously detected some connections (process with identifier 856), we can consult
the objects of type Mutant (in Windows, the mutex objects are called mutants).
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Notice that there is a mutex with the name AVIRA . This mutex name is the standard mutex
created by the Zeus banking Trojan to indicate that it is present on the system. Early versions
of Zeus used the winlogon.exe process as the process to remain on the infected machine.
We are now going to check the mutexes that the process winlogon.exe (identifier 632) has

open, using -t Mutant and filtering using the grep command:

As you can see, there is also an object of type mutex with the name AVIRA . If the files
associated with this process are now searched for winlogon.exe (parameter -t File):

Looking at the output of the command, you can see references to files such as user.ds,
local.ds and the binary file sdra64.exe. The files user.ds and local.ds contain the configu-
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ration and information stolen by the Zeus Trojan, while the binary file sdra64.exe is the Zeus
installer. Finally, also notice that there is a pipe with the same name as the mutex. Named pipes
are used to communicate between processes or to redirect command output to files on disk.

2.5 Windows Registry

The Windows Registry contains both volatile information (dynamically generated on each run)
and static information. During Windows startup, a series of files are loaded from disk to build
the Windows Registry, which is necessary for the operating system to function properly.
To know where the files related to the different parts of the Windows Registry are located,

you can use the hivelist plugin:

Note that the last column shows the information related to the disk files as well as where each
of the Registry keys are located. The file ntuser.dat is the one that makes up the key HKCU of
the Registry.
If you would like to see all the subkeys of a specific key, you can use the hivedump command,

passing it the virtual address of the key you want to query (-o parameter):

Finally, the plugin printkey allows us to query a particular key from the Windows Registry.
Note that it could be the case that the key to be queried was not present in memory at the time
of acquisition and, therefore, it would not be possible to obtain its value. In this case, consider
that you want to see if the machine had Windows Firewall enabled by looking at the registry
key ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile:
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As can be seen, the output of the command shows that the Windows Firewall is not activated.

2.6 Memory artifact dump

2.6.1 procdump plugin

This plugin allows you to dump the process of an executable to disk. It admits the parameter -u
(or --unsafe) to avoid certain checks when parsing the header of an executable. Some malware
samples can modify PE headers so that dump tools fail.
Another parameter of interest is --memory, which is a more accurate view of the content

in memory. With this parameter, the process is dumped as it is in memory, considering all
the additional space for memory alignment added by the operating system when loading the
executable.

2.6.2 dlldump plugin

The dlldump plugin allows you to dump the libraries contained in a memory dump to disk files.
A particular process id can be specified using the -p (or --pid parameter), and requires the
-D (or --dump-dir parameter) to specify the directory where the modules extracted from the
dump will be dumped. You can also dump those libraries that meet a certain regular expression
(--regex=REGEX), ignoring or not case (--ignore-case).

2.6.3 moddump plugin

This plugin is similar to the previous one, but it is used to dump the kernel drivers of the
operating system to disk. You can specify which driver to extract from the dump by using a
regular expression (--regex=REGEX) or by specifying the base address (--base=BASE).

2.7 Command console

2.7.1 cmdscan plugin

The cmdscan plugin searches the memory of the process csrss.exe onWindows XP/2003/Vista/2008
or the process conhost.exe on Windows 7 for commands that may have been entered by attack-
ers through a console (file cmd.exe). This command is useful to find out what an attacker has
been able to do, whether it is opening a console through an RDP session or a reverse console.
The search method carried out by the plugin is based on locating certain structures within the

process under analysis. These structures, unlike other Windows operating system structures, are
not public and were achieved by reverse engineering both the executable file conhost.exe and
the library winsrv.dll (performed by the researcher Michael Light).
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The output of this command shows which console process it belongs to, the name of the
application using the console, where the displayed console history structure is located, how
many times this command has been used, the last time it was added, and displayed and the
process handler. This plugin shows both active and finished console commands.

2.7.2 consoles plugin

This plugin is similar to the previous one, although it looks for command information through
another internal structure. Unlike the previous one, it will not only show information about the
command that was executed, but also the result of said command.
In addition, it provides information about the title of the window, the name and the identifier

of the associated process, if the executed command has some kind of alias, and the screen
coordinates of the console cmd.exe.

2.8 Other indicators of compromise

2.8.1 apihooks plugin

The apihooks plugin lets you know if a process has some type of hook. A hook is defined as an
alteration of the normal flow of execution of the application, diverting its execution to another
place. Querying the process with identifier 856, it is observed that it has two hooks in two
functions of ntdll. Also, this command shows us the first bytes of these hooks:

© CC BY-NC-SA 4.0 Ricardo J. Rodŕıguez (University of Zaragoza, Spain) 13 of 21



First steps with Volatility
Extracting Malware Indicators of Compromise in Memory Forensics
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2.8.2 malfind plugin

One of the most interesting plugins for malware search in memory dumps is malfind. This
plugin looks for hidden or injected binary code in the user memory space, and depending on
the properties of the VAD that contains that memory page and the permissions, it shows it
(specifically, pages with write and execution permissions).
This plugin does not detect code injection by forced loading of DLLs (via CreateRemoteThread

and LoadLibrary, since this type of injection can be found through other methods (such as
through the dlldump plugin, which was discussed before). The malfind plugin also admits a
parameter -D, where you can specify a directory in which to save all the memory pages that it
detects as suspicious:

For each suspicious page, its metadata , a dump of the first bytes and its interpretation in
assembly code are shown. Using the native Linux command file you can check what has been
extracted. In this example it can be seen that two possible executable files have been extracted:
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2.8.3 yarascan plugin

Another plugin of interest is yarascan, which allows you to analyze a memory dump through
YARA rules. This plugin supports the --yara-file parameter, where you can specify a
file with the YARA rules you want to apply. Additionally, it allows searching for a simple
string, byte patterns, or regular expressions via the --yara-rules parameter (for example,
--yara-rules="{eb 90 ff e4 88 32 0d }") or --yara-rules="/my(regular|expression{0,1})/".
By default, the search is performed in user space. If you want to analyze the kernel memory, you
have to add the parameter -K to the invocation command.
Note that this plugin requires a single file .yar against which to parse the contents of the

dump. However, YARA rules are usually specified in separate files, being separated by malware
families or specific malware samples. In this regard, you may find useful the Python script
provided by Andrea Fortuna1. This script will allow you, after downloading the content from
the official YARA repository (https://github.com/Yara-Rules), to obtain a single file .yar

with all the rules in a single file.

2.8.4 svcscan plugin

The svcscan plugin allows you to find out which services are registered in the memory dump. As
a result of the command, information is obtained about the process of each service (whether it
is active or not and whether it belongs to a user process), the original name and the name of the
service that is displayed, as well as the type of the service and the actual state. The executable
file related to each service is also shown:

One parameter of interest for this plugin to detect malicious software that installs itself us-
ing svchost.exe and implements the actual malicious code in a library of DLL functions is

1Available at https://gist.githubusercontent.com/andreafortuna/29c6ea48adf3d45a979a78763cdc7ce9/

raw/4ec711d37f1b428b63bed1f786b26a0654aa2f31/malware_yara_rules.py

© CC BY-NC-SA 4.0 Ricardo J. Rodŕıguez (University of Zaragoza, Spain) 16 of 21

https://github.com/Yara-Rules
https://gist.githubusercontent.com/andreafortuna/29c6ea48adf3d45a979a78763cdc7ce9/raw/4ec711d37f1b428b63bed1f786b26a0654aa2f31/malware_yara_rules.py
https://gist.githubusercontent.com/andreafortuna/29c6ea48adf3d45a979a78763cdc7ce9/raw/4ec711d37f1b428b63bed1f786b26a0654aa2f31/malware_yara_rules.py


First steps with Volatility
Extracting Malware Indicators of Compromise in Memory Forensics

--verbose. With this parameter, the registry key ServiceDLL is verified and the library associ-
ated with said service is reported:

2.8.5 ldrmodules plugin

The ldrmodules plugin can be useful for detecting hidden DLLs. In the event that a module
were to unbind itself from a process’s list of modules, the internal VAD structure that identifies
its base address and full disk file path would still exist. With this plugin, a cross-reference is
made for each executable file mapped in memory, observing whether or not each module exists
in each of the lists of each process.

2.8.6 idt plugin

This plugin allows printing the IDT table (Interrupt Descriptor Table) of the system for each one
of the processors of the machine. It allows to obtain which CPU it refers to, the GDT selector
number, the current address and to whom it belongs (which driver and in which section of the
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executable it is located). Additionally, it supports a -v (or --verbose) parameter to display
more information about each IDT function.

This plugin is useful for finding possible rootkits that modify the IDT entry for
KiSystemService, taking it to a different kernel module.

2.8.7 gdt plugin

This plugin is similar to the previous one, but to query the GDT table (Global Descriptor Table)
of the system. It allows detection of certain rootkits that install a call gate so that user programs
can directly call the system kernel using a CALL FAR instruction.

2.8.8 callbacks plugin

With this plugin you can detect the notification routines and callbacks to the kernel that are reg-
istered in the system from which the memory dump was made. These types of routines are used
by rootkits, antivirus, or other dynamic analysis tools and by the Windows operating system
itself to monitor and/or react to different events. Specifically, the following can be detected:
PsSetCreateProcessNotifyRoutine (process creation), PsSetCreateThreadNotifyRoutine (thread
creation), PsSetImageLoadNotifyRoutine (image load), IoRegisterFsRegistrationChange (file sys-
tem registry), KeRegisterBugCheck, KeRegisterBugCheckReasonCallback, CmRegisterCallback (reg-
istration callbacks on Windows XP), CmRegisterCallbackEx (registration callbacks on Windows
Vista and 7), IoRegisterShutdownNotification (shutdown callbacks), DbgSetDebugPrintCallback
(debug print callbacks on Windows Vista and 7) and DbgkLkmdRegisterCallback (debug callbacks
in Windows 7).
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2.8.9 driverirp plugin

This plugin is used to print the IRP table of a controller. It locates drivers similar to the
driverscan plugin, which is another way of looking for kernel drivers in a memory dump. For
each controller, it scrolls through the table of functions, printing each function’s purpose, address,
and the module that owns the address. This command also checks for hooks in IRP functions.
Optionally, it prints a disassembly of the first statements in the IRP address with the -v option
(or --verbose).

2.8.10 devicetree plugin

This plugin allows knowing the relationship of a controller object with its devices and any other
connected device. It is useful to detect possible rootkits in the system.

2.8.11 timers plugin

This plugin removes the timers that are installed at the kernel level of the system and the
associated DPCs (Deferred procedure calls). Some rootkits often make use of DPCs to register
timers and launch their activity. This type of behavior can be discovered by looking at possible
DPCs that target unknown kernel memory regions.

2.8.12 getsids plugin

The getsids plugin allows you to view the security identifiers (Security Identifiers, SIDs) asso-
ciated with a process. This information is useful for identifying processes that have escalated
privileges and for verifying which user each process belongs to.
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2.8.13 privs plugin

The privs plugin allows you to obtain information about the privilege tokens that each process
has. This plugin supports the --silent parameter to show only those privileges that a process
has enabled (those that are not active by default, but are later enabled). It can also be used
with the --regex parameter to filter on a specific privilege name.

2.8.14 verinfo plugin

This plugin allows to obtain the information of the executable files of the processes contained
in the dump (only of user space and both of the executable modules and of the DLL libraries).
Note that the information provided by this plugin is not reliable, since not all files contain this
metadata and because the information in malicious code files is often false. Additionally, the
--regex=REGEX and --ignore-case parameters can be used to filter on a given name.
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2.8.15 envars plugin

This plugin allows you to view the environment variables for each process. It shows, among
other things, the number of installed processors, the variable Path, the current directory of the
process, the temporary directory, the machine name, user name, etc.
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