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Introduction: The Malware "Industrial Complex”

Malware is no longer just code
Industrialized operation combining engineering, economics, and social dynamics

The Three-Layered Approach

We must move beyond isolated binary analysis:

1. Technical Layer: How we extract and reconstruct evidence from memory
2. Operational Layer: How malware evolves, reuses code, and evades defenses

3. Strategic Layer: Turning artifacts into actionable intelligence (attribution & TTPs)
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Layer 1: The Technical Layer
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The Technical Layer: Why Structure Matters

Memory analysis detects volatile loCs that disk analysis misses
(memory-only malware, injected code)

Current Challenges

e Ad hoc: Lacking standardized "best practices" (memory-focused)

 Fragmented: Low reproducibility between analysts
The Solution: A Formalized Workflow

We propose a 5-Phase Methodology to structure the chaos of raw memory dumps
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The 5-Phase Workflow
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The 5-Phase Workflow

Phase 1 — Preservation and Characterization

e Integrity: md5sum, sha256sum , write-blocking
 |dentify OS and architecture ( imageinfo , banners , info)

o ATT&CK: Initial reconnaissance/preparation

| Basis for coherent interpretation. Establish a baseline.

CybAir Sud. Nov 25, 2025



Malware Operations Under the Microscope: From Binary Artifacts to Strategic Insights (R.J. Rodriguez, Universidad de Zaragoza)

The 5-Phase Workflow

Phase 2 — Raw Data Analysis

» Byte-level inspection: entropy, carving, YARA, binwalk
e Detects encryption, payloads, shellcode, and bundling stubs

e Plugins of interest: yarascan, malfind, strings

Find what the OS "doesn't see", such as obfuscated payloads and hidden buffers
ATT&CK: 71027 (Obfuscated Files), T1055 (Process Injection)
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The 5-Phase Workflow

Phase 3 — File Data Analysis

o Extraction of executables, configurations, or shared libraries
e Tools and plugins: dumpfiles , foremost , scalpel, bulk_extractor
e Validation: SHA-256, VirusTotal, MalwareBazaar

e Detection of forgeries

| ATT&CK: T1105 (Ingress Tool Transfer), T1036 (Masquerading)
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The 5-Phase Workflow

Phase 4 — Volatile Data Analysis

e Analyze processes, threads, sockets, services, and the registry

e We can detect:
o Hidden processes ( psscan, pstree)

o Connections ( netscan, connscan )
o Persistence ( svcscan, modules , printkey )

o Essential for active fileless and memory-only malware

| ATT&CK: 71071 (Application Layer Protocol), T1547 (ASEPS)
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The 5-Phase Workflow

Phase 5 — In-Memory Binary Analysis

e Reconstruction: Ghidra, IDA, BinaryNinja, radare2
e Detect RWX regions, dynamic APIs, reflective injection
e Similarity matching: TLSH, ssdeep, sdhash

o Compare with binaries on disk or in repositories to link fragments to known families

| ATT&CK: 71055.002 (Reflective DLL Injection), T1027 (Obfuscation)
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Layer 2: The Operational Layer
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The Cat and Mouse Game: Operational Evasion

| Malware operations actively exploit forensic limitations

1. Paging & Demand Paging

e The Tactic: Malware fragments itself between RAM & pagefile to break contiguity

e Impact: "Missing" pieces of the puzzle during analysis

2. Runtime Transformations

e The Tactic: Race conditions, page smearing, dynamic code unpacking/mutation
 Impact: The binary in memory # the binary on disk
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Countering Operations: Similarity Analysis

| How do we attribute attacks when the code constantly changes?

Beyond Exact Hashing

e Traditional hashes (MD5/SHA) fail against binary artifacts extracted from memory

o Operational Counter-Measure: Use Similarity Digest Algorithms (SDAs) (e.g.,
TLSH, ssdeep, sdhash)

e Result: identify "Malware Families" and code reuse
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Layer 3: The Strategic Layer
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MITRE ATT&CK

e Maps adversarial behavior in tactics, techniques, and procedures (TTPs)
o Tactic: the adversary's goal (what)

o Technique: what they use (how)
o Procedure: the specific method used by the adversary
e Many techniques leave traces in memory (e.g., processes, sockets, volatile keys)

» Aligning the methodology with ATT&CK allows for tactically contextualizing loCs

|Examp|e: T1055 — Process Injection — detected with malfind , yarascan

CybAir Sud. Nov 25, 2025
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Why MITRE ATT&CK?

| We move from "finding artifacts" to "understanding behaviors"

e Correlation of volatile IoCs (e.g., an injected process) with known adversarial TTPs
e Facilitates communication and Cyber Threat Intelligence

e Allows understanding how malware operates

Example: We don't just find a process hollowed, we map it to Technique T1055: Process
Injection
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Aligning with MITRE ATT&CK

Finding a "weird process" is technical.
However, identifying "Defense Evasion (T1027)" is strategic

e Tactic: The adversary's goal (why?)
e Technique: The method used (how?)

e Artifact: The evidence in memory (what we found).
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Where MITRE ATT&CK Fits in the Workflow

Workflow Phase

1. Evidence Preservation & OS
Characterization

2. Raw Data Analysis

3. File Data Analysis

4. Volatile Data Analysis

5. Binary Data Analysis
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Relevant ATT&CK Tactics (Examples)
Reconnaissance, Initial Access, Discovery

Execution, Defense Evasion

Resource Development, Execution,
Command & Control

Persistence, Privilege Escalation, Lateral
Movement, Command & Control

Execution, Defense Evasion, Discovery,
Credential Access
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Contextualizing the Artifacts

We provide strategic intelligence to decision makers:

Technical Finding
(Artifact)

High entropy memory
region

Unlinked process in PCB

Open socket in netscan
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Operational Context

Payload hidden via
packing

Hiding from Task
Manager

C2 Communication

Strategic Map (MITRE)

T1027 (Obfuscated Files)

T1055 (Process
Injection)

T1071 (App Layer
Protocol)
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Conclusion

Malware analysis in memory forensic is a multi-layered approach:

1. Technical: We standardized memory forensics with a 5-Phase Workflow
2. Operational: Consider evasion (paging, smearing) and evolution (similarity)
3. Strategic: Align every artifact with MITRE ATT&CK to support attribution

Final thought: We must move from analyzing isolated samples to understanding the entire
operation
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Future Work

e Develop benchmarks and public datasets of memory dumps with modern malware
 Integrate and validate within forensic tools (e.g., Volatility plugins, SIEM/SOAR)
e Expand the mapping of memory artifacts to ATT&CK TTPs

| Interested? Let's talk after the session!

Reference: "Toward Structured Memory Forensics: A MITRE ATT&CK-Aligned Workflow for
Malware Investigation" (R.J. Rodriguez, Universidad de Zaragoza). 16th International
Conference on Digital Forensics & Cyber Crime, Miami, FL (USA). Nov 17-19, 2025. URL.:
https://webdiis.unizar.es/~ricardo/files/papers/Rodriguez-ICDF2C-25.pdf
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