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Context and Motivation
Memory (RAM) analysis detects volatile IoCs that disk analysis misses (e.g.,
fileless, memory-only malware, secrets, etc.)

Current Challenges

Investigations are often ad hoc, with low reproducibility
Lack of standardized "best practices"
No memory-specific methodologies
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The Problem: The "Wild West" of Memory Analysis
Lack of consistent methodological frameworks for memory
Difficulty in correlating artifacts in RAM with adversary behavior
Limited reproducibility between analysts and tools
Need for best practices and a tactical structure
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The Problem: The "Wild West" of Memory Analysis
Memory is volatile, inconsistent, and complex

Technical Challenges (Inherent)

Paging and Demand Paging: Is the dump complete?
Evidence can be fragmented between RAM and the disk (page file)

Inconsistencies: Is the dump reliable?
The system state is constantly changing (race conditions) - it is alive!

Binary Transformations: Is the elements within the dump crystal clear?
Modern malware uses runtime obfuscation, packing, and other anti-forensics
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The Problem: The "Wild West" of Memory Analysis

Technical Challenges

Challenge Impact Mitigation

Paging Missing data in RAM Integrate pagefile/swap

Demand Paging Unloaded code Disk Correlation

Smearing Inconsistencies in Dumps Temporal Forensics

Transformations Derelocated Binaries Matching + Derelocation
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Our Proposal: A Structured Workflow
We propose a formalized 5-phase methodology to improve the forensic
robustness of memory analysis, explicitly aligned with MITRE ATT&CK

Goal

Increase reliability and reproducibility of malware investigations in memory
Align with the MITRE ATT&CK framework
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Conceptual Framework

MITRE ATT&CK and Memory Forensics

Maps adversarial behavior in tactics, techniques, and procedures (TTPs)
Tactic: the adversary's goal (what)
Technique: what they use (how)
Procedure: the specific method used by the adversary

Many techniques leave traces in memory (e.g., processes, sockets, volatile keys)
Aligning the methodology with ATT&CK allows for tactically contextualizing IoCs

Example: T1055 – Process Injection  → detected with malfind , yarascan
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Why MITRE ATT&CK?
We move from "finding artifacts" to "understanding behaviors"

Correlation of volatile IoCs (e.g., an injected process) with known adversarial TTPs
Facilitates communication and Cyber Threat Intelligence
Allows understanding how malware operates

Example: We don't just find a process hollowed, we map it to Technique
T1055: Process Injection.

Toward Structured Memory Forensics: A MITRE ATT&CK-Aligned Workflow for Malware Investigation (R.J. Rodríguez, Universidad de Zaragoza)

16th International Conference on Digital Forensics & Cyber Crime, Miami, FL (USA). Nov 17-19, 2025 8



Where MITRE ATT&CK Fits in the Workflow
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Workflow Phase Relevant ATT&CK Tactics (Examples)

1. Evidence Preservation & OS
Characterization

Reconnaissance, Initial Access, Discovery

2. Raw Data Analysis Execution, Defense Evasion

3. File Data Analysis
Resource Development, Execution,
Command & Control

4. Volatile Data Analysis
Persistence, Privilege Escalation, Lateral
Movement, Command & Control

5. Binary Data Analysis
Execution, Defense Evasion, Discovery,
Credential Access
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Current Overview
Tools: Volatility3, Rekall, bulk_extractor, YARA, Ghidra, radare2, ...
Limitations:

Fragmented use, dependent on the analyst
Lack of correlation between tools and tactical models

We inspired in structured approaches (such as NIST SP 800-86, ISO/IEC 27037,
Martini & Choo)
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The 5-Phase Workflow
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The 5-Phase Workflow

Phase 1 — Preservation and Characterization

Integrity: md5sum , sha256sum , write-blocking
Identify OS and architecture ( imageinfo , banners , info )
ATT&CK: Initial reconnaissance/preparation

Basis for coherent interpretation
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The 5-Phase Workflow

Phase 2 — Raw Data Analysis

Byte-level inspection: entropy, carving, YARA, binwalk
Detects encryption, payloads, shellcode, and bundling stubs
Plugins of interest: yarascan , malfind , strings

ATT&CK: T1027 (Obfuscated Files), T1055 (Process Injection)
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The 5-Phase Workflow

Phase 3 — File Data Analysis

Extraction of executables, configurations, or shared libraries
Tools and plugins: dumpfiles , foremost , scalpel , bulk_extractor
Validation: SHA-256, VirusTotal, MalwareBazaar
Detection of forgeries

ATT&CK: T1105 (Ingress Tool Transfer), T1036 (Masquerading)
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The 5-Phase Workflow

Phase 4 — Volatile Data Analysis

Analyze processes, threads, sockets, services, and the registry
We can detect:

Hidden processes ( psscan , pstree )
Connections ( netscan , connscan )
Persistence ( svcscan , modules , printkey )

Essential for active fileless and memory-only malware

ATT&CK: T1071 (Application Layer Protocol), T1547 (ASEPs)
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The 5-Phase Workflow

Phase 5 — In-Memory Binary Analysis

Reconstruction: Ghidra, IDA, BinaryNinja, radare2 
Detect RWX regions, dynamic APIs, reflective injection 
Similarity matching: TLSH, ssdeep, sdhash 
Compare with binaries on disk or in repositories

ATT&CK: T1055.002 (Reflective DLL Injection), T1027 (Obfuscation)
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Conclusions
The methodology structures and unifies disparate practices
Alignment with ATT&CK → coherent tactical analysis
Roadmap for research and tools

Systematizing knowledge is the first step towards reliable automation
Final Goal: Improve forensic robustness and reliability
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Future Work
Develop benchmarks and public datasets of memory dumps with modern malware
Integrate and validate this workflow in forensic tools (e.g., Volatility plugins,
SIEM/SOAR tools)
Expand the mapping of memory artifacts to ATT&CK TTPs

Interested? Let's talk after the session!
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Towards a more rigorous, open, and collaborative memory forensics
Create reproducible benchmarks
Develop and validate new memory analysis tools
Promote standard workflows
Foster academia-industry collaboration

Standardization is a community effort
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