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Abstract

Modern attacks increasingly target user-space memory, leveraging dynamic heap allocations to store payloads, obfuscate runtime
behavior, and evade traditional detection mechanisms. These heap-based techniques complicate memory forensics, as existing tools
typically treat dynamic memory as a flat, unstructured region. To address this gap, in this paper we present a forensic methodology
for the extraction and structural analysis of Windows NT heap entries, implemented in an open-source plugin for the Volatility 3
framework, called HeapList. Our approach supports all major Windows versions, from Vista to Windows 11, on both x86 and
x64 architectures. We reconstruct the backend and frontend heap layers, decode encoded metadata, and enable navigation and
directed extraction of heap entries. We validate our methodology through cross-verification with WinDbg and controlled testing
using the Windows Heap API. Additionally, we discuss how our plugin can facilitate reverse engineering, the identification of
dynamic payloads, heap layout inspection, and memory triage. By providing structured access to user-space heap memory, our
work improves forensic visibility into dynamic memory and enables deeper analysis of heap-centric behavior in modern threat
landscapes. Finally, we demonstrate the applicability of our approach in real-world scenarios by extracting information relevant to
forensic analysis of user-space applications (specifically, from Telegram Desktop) through heap analysis.
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1. Introduction

Digital forensics has evolved from the analysis of static arti-
facts on disk to the capture and interpretation of volatile mem-
ory snapshots to uncover traces of malicious activity (Mitropou-
los et al., 2006; Ligh et al., 2014). One of the richest, yet
underexplored, areas within memory forensics is the (user-
space) heap (Block and Dewald, 2017), a dynamic memory re-
gion allocated by processes at runtime (Bradley, 2011). While
kernel-mode analysis has traditionally been the focus of mem-
ory forensics, modern threats are increasingly exploiting user-
space memory, using it as a platform for payloads, evasion tac-
tics, and command and control beacons (MITRE, 2025; Repel
et al., 2017).

This shift is particularly critical in the Windows operating
system, which remains the most widely deployed desktop plat-
form and, therefore, a prime target for adversaries (Crowd-
Strike, 2024; GlobalStats, 2025). Its complexity, widespread
adoption in enterprise and consumer environments, and legacy
architectural features make it especially attractive to attackers
seeking persistence and stealth. In Windows, the heap plays
a fundamental role in dynamic memory management, and its
misuse has been a frequent vector for vulnerabilities such as
use-after-free, heap spraying, and type confusion (Ding et al.,
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2010; Bouffard et al., 2015; Haller et al., 2016; Gui et al., 2022;
Du et al., 2024). However, the internal structure of the Win-
dows heap, especially that of NT (Yosifovich et al., 2017), re-
mains largely opaque and inconsistently documented, limiting
the forensics community’s ability to rigorously analyze it.

Despite the increasing sophistication of attacks targeting dy-
namic memory, current forensic tools offer limited visibility
into heap structures (Cohen, 2015; Block and Dewald, 2017;
Yun et al., 2020). Many rely on coarse-grained techniques,
such as memory carving or signature comparison, which are
typically ineffective against polymorphic or novel threats. Fur-
thermore, while reverse engineering initiatives have shed light
on the internals of the Windows heap (Yason, 2016; Valasek
and Mandt, 2012), these insights have not yet been fully trans-
lated into accessible and practical tools for incident response
and memory analysis. As a result, security analysts are often
forced to treat the heap as an opaque or flat region, lacking the
granularity required to trace attacker behavior, reconstruct heap
manipulations, or attribute artifacts to specific heap operations.
This gap between threat complexity and forensic capabilities
represents a significant obstacle to detecting and responding to
heap-centric attacks.

To address this gap, we present a forensic approach for the
structurally accurate extraction and analysis of Windows NT
heap entries from user-space memory dumps. Our contribu-
tions are embodied in an open-source plugin, HeapList1, for the

1Available at https://github.com/reverseame/heaplist.
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Volatility 3 framework. The plugin systematically traverses the
backend and frontend layers of the heap, correctly handles hard-
coded attributes, distinguishes committed from uncommitted
memory, and is compatible with a wide range of Windows ver-
sions, from Vista to Windows 11, on both major architectures.
Our methodology allows analysts to interpret heap structures in
user space beyond byte-level searches, facilitating deeper mem-
ory investigations and opening new avenues for behavior-based
memory threat detection.

By focusing on the NT heap (still prevalent in most processes
that do not adopt the segment heap (Yason, 2016)), we offer the
forensics community a detailed roadmap for understanding the
inner workings of the Windows heap, visualizing allocation pat-
terns, and detecting potential anomalous or malicious memory
usage in incident response scenarios.

Contributions. In summary, the contributions of this paper are
four-fold:

(i) We present a forensic methodology for structurally
traversing the Windows NT heap in user-space mem-
ory, enabling accurate reconstruction of both backend and
frontend heap entries in memory dumps;

(ii) We implement this methodology as an open-source plugin,
HeapList, for the Volatility 3 framework, supporting all
major Windows versions, from Vista to Windows 11, on
both x86 and x64 architectures;

(iii) We validate our approach through cross-verification with
WinDbg and controlled experiments using the Windows
Heap API, and discuss its practical utility in advanced
threat detection, heap exploitation analysis, reverse engi-
neering, and forensic triage; and

(iv) We demonstrate the ability of heap analysis to recover
forensic-relevant artifacts from real-world applications, il-
lustrated through a case study on Telegram Desktop.

Outline. The remainder of this paper is organized as follows.
Section 2 provides necessary background on memory manage-
ment in Windows. Section 3 delves into the inner workings
of the Windows NT heap, focusing on the backend and fron-
tend layers, and details the algorithms we used to analyze these
structures. Section 4 presents our implementation and evalua-
tion of the HeapList plugin, including its support for Windows
versions and its validation against benchmark data. Section 5
presents a case study demonstrating the extraction of relevant
forensic artifacts from Telegram Desktop through heap analy-
sis. Section 6 explores the forensic implications of user-space
heap analysis, highlighting both its potential applications in
threat detection and its inherent limitations. Section 7 discusses
related work in heap forensics and memory analysis, differen-
tiating our approach from previous research. Finally, Section 8
concludes the paper and describes future directions of work.

Local/Global API C/C++ Runtime

Heap API

Virtual API File Mapping API

Memory Manager

User Space

Kernel Space

Figure 1: Windows memory management APIs available to user-space applica-
tions (Yosifovich et al., 2017).

2. Background

In this section, we first provide an overview of how mem-
ory is managed in the Windows operating system (Windows,
for short), highlighting the role of user memory and the various
APIs exposed for memory allocation and deallocation. Next,
we focus on the Windows heap manager, responsible for ef-
ficiently managing dynamic memory requests at a granularity
finer than the page level. Understanding these fundamentals is
necessary for analyzing the internal structure of the NT heap,
which underpins our forensic approach to heap traversal and
analysis. Let us remark that the technical details presented in
this section are adapted from the seminal work of Yosifovich
et al. (2017).

2.1. Windows Memory Overview

Memory management in Windows is based on fixed-size
units called pages, with a minimum size of 4 KB on all sup-
ported architectures (x86, x64, and ARM). This page-based de-
sign means that the page is the smallest unit of protection and
allocation managed by Windows (Yosifovich et al., 2017). Fig-
ure 1 provides an overview of the various memory management
APIs that Windows exposes to user-space applications.

The foundation is the kernel-mode memory manager, which
orchestrates physical and virtual memory. User-mode ap-
plications interact with this manager indirectly through sev-
eral APIs. The virtual API enables low-level, page-granular
memory operations (e.g., VirtualAlloc, VirtualFree, or
VirtualProtect), while the file mapping API supports ac-
cess to memory-mapped files and shared memory between
processes (e.g, CreateFileMapping, OpenFileMapping, or
MapViewOfFile). Above these is the heap API, which ab-
stracts and manages memory for small, frequent allocations
more efficiently (e.g., well-known examples are HeapAlloc,
HeapFree, or HeapCreate). It is used internally by the lo-
cal/global API (a legacy interface from 16-bit Windows) and
by the C/C++ runtime environment, which translates standard
memory functions such as malloc and free into heap API
calls. This layered design allows user applications to manage
memory flexibly while maintaining strict boundaries between
user space and the kernel.

It is also worth noting that while the C/C++ language run-
times are not part of the Windows memory manager per se, their
standard dynamic memory functions (such as malloc, free,
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Figure 2: Simplified Windows NT heap architecture. The backend layer man-
ages segment allocation, while the frontend layer (LFH) organizes uniformly
sized allocations within subsegments.

and realloc) ultimately depend on the heap API, which im-
proves portability and integration with the underlying operating
system.

2.2. Heap Manager

While the virtual API is designed for page-level allocations,
using it directly for small allocations is inefficient. To optimize
memory usage and performance, Windows introduced the heap
API, which manages a region of memory (allocated through
the virtual API) and subdivides it into smaller chunks, known
as heap entries. These heap entries are aligned to 8 bytes on
x86 architectures and 16 bytes on x64 architectures (Yosifovich
et al., 2017).

Each process is automatically assigned a default heap at
startup. However, the heap API allows the creation and man-
agement of multiple heaps, providing flexibility in dynamic
memory management by applications. Internally, the Windows
memory management system supports two main heap imple-
mentations: (1) The NT heap, the traditional heap mechanism
used by most applications. (2) The Segment heap, a more re-
cent design introduced in Windows 10, which is enabled by de-
fault for modern Windows applications and some system exe-
cutables (Yason, 2016). In this paper, we focus on the NT heap,
which remains the default and most widespread implementation
for legacy and non-UWP processes (Yason, 2016; Yosifovich
et al., 2017).2

The NT heap is internally divided into two functional lay-
ers: the backend layer, which manages fundamental memory
regions and operations such as allocation, deallocation, and re-
sizing of heap segments; and the frontend layer, which intro-
duces optimization strategies for small and frequently requested
allocations.

2The Universal Windows Platform (UWP) is a Microsoft application devel-
opment framework introduced with Windows 10. A non-UWP process refers
to a Windows application that is not built using the UWP framework.

The only frontend implementation supported by modern ver-
sions of Windows is the Low Fragmentation Heap (LFH) (Yosi-
fovich et al., 2017; Valasek, 2010). When LFH is active, the
frontend manages subsegments within the memory provided by
the backend, grouping allocations of the same size to reduce
fragmentation and improve performance. Figure 2 illustrates
this layered architecture, showing how heap entries are orga-
nized into segments and subsegments.

3. Dissecting the Windows NT Heap Structure

Although Microsoft does not publicly document the inner
workings of the Windows heap, seminal work by Valasek
(2010); Valasek and Mandt (2012) and subsequent research
by Momot (2013) has reverse-engineered key aspects of its
structure and behavior. Building on these efforts, our work
focuses on a practical, forensic analysis of heap structures on
modern Windows systems. Rather than treating the heap as a
flat, contiguous memory region, our methodology allows ana-
lysts to explore its internal structures and extract meaningful,
well-defined data. As mentioned above, we focus on the NT
heap, which remains the predominant heap implementation for
non-UWP processes (Yason, 2016; Yosifovich et al., 2017) and
is supported by all major releases from Windows Vista to Win-
dows 11, with no substantial architectural changes since Win-
dows 8.

In what follows, we detail the two layers that make up the
NT heap (see Section 2.2). First, we describe the backend layer
and present the algorithm implemented to reliably extract its
contents. Next, we examine the frontend layer and explain the
decoding and traversal logic required to retrieve its entries.

3.1. Traversing the Backend Layer

Algorithm 1 describes the traversal logic of the backend layer
of the Windows NT heap, which manages memory segments
and heap entries, and is applicable to systems from Windows
Vista onwards. Each process has at least one heap, accessible
via the ProcessHeaps array in the Process Environment Block
(PEB) (Microsoft Corporation, 2022), an internal data struc-
ture used by Windows to maintain process-level information.
The PEB resides in user space and is created and initialized by
the Windows loader when a process starts. Each heap corre-
sponds to an ntdll! HEAP structure, which contains a list of
memory segments represented by the ntdll! HEAP SEGMENT

symbol. These are organized in a doubly linked list under the
SegmentList attribute.

Each segment consists of several heap entries
(ntdll! HEAP ENTRY), which include metadata such as
size and flags, followed by application data. The granularity
of the heap entries depends on the architecture: 8 bytes on
x86 systems and 16 bytes on x64 systems, as indicated in Sec-
tion 2.2. The Flags field indicates the status of the entry: free
(0x0), busy (0x01), or internally managed (0x08), along with
optional user-defined flags (0x20, 0x40, or 0x80). Although
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the exact semantics of the internal flag are undocumented3, our
analysis suggests that it correlates with entries managed by
LFH integrated into the backend, typically for large blocks.

Some heap memory may be reserved but unallo-
cated. These unallocated regions are described by
the UCRSegmentList attribute, using symbols such as
ntdll! HEAP UCR DESCRIPTOR. Our algorithm identifies and
skips these regions to avoid reading invalid memory. To ensure
proper traversal, we limit traversal to the valid range defined by
the FirstEntry and LastValidEntry pointers. Heap entry
metadata such as Size and Flags may be encoded; when
EncodeFlagMask is set to 0x100000, decoding is required
by XORing each attribute with the corresponding heap-level
Encoding.Size and Encoding.Flag values.

In particular, the traversal logic begins by retrieving the tar-
get process’s PEB (line 2), which contains a list of all active
heaps using the ProcessHeaps attribute (line 3). Each heap is
composed of multiple segments, which are iterated through the
SegmentList (line 4). For each segment, the algorithm initial-
izes a pointer to the first heap entry and collects the unallocated
regions described in the UCR SegmentList (lines 5-6).

The main traversal loop (lines 7-17) processes each entry
from FirstEntry to LastValidEntry. At each step, it checks
whether the current address lies within an unallocated region
(line 8). If not, the algorithm reads the heap entry structure
from memory (line 10). If the heap uses encoded metadata (in-
dicated by the EncodeFlagMask value being set to 0x100000),
the entry’s Size and Flags fields are XORed with the corre-
sponding encoding attributes (lines 12-13). The decoded entry
is appended to the result list (line 14), and the pointer is ad-
vanced by the entry’s size (line 15). If the current address lies
within an uncommitted region, it is skipped by incrementing the
pointer accordingly (line 17). Finally, the compiled list of heap
entries is returned (line 18). This algorithm ensures a complete
and accurate reconstruction of committed heap entries at the
backend layer.

3.2. Frontend Layer
As explained in Section 2.2, the frontend layer (currently im-

plemented as the LFH), is enabled under specific conditions,
typically after 16 allocations of the same size (Valasek and
Mandt, 2012). Once active, the LFH organizes allocations into
subsegments to reduce fragmentation and improve performance
(this behavior can be also observed in the latest version of Win-
dows 11).

The presence of LFH is indicated when the
FrontEndHeapType field of the ntdll! HEAP structure
is set to 2. The heap FrontEndHeap pointer references
an ntdll! LFH HEAP structure, which contains an array of
subsegment zones (SubSegmentZones), each pointing to a
ntdll! LFH BLOCK ZONE. These zones manage application-
oriented heap allocations.

3See Raymond Chen’s discussion: https://stackoverflow.com/

questions/78900630/analyzing-a-crash-dump-on-windows-most-

of-the-memory-is-busy-internal-what-i#comment139141936_

78906881 (accessed on Oct 9, 2025)

Each block zone contains LFH subsegments
(ntdll! HEAP SUBSEGMENT), which in turn reference a
ntdll! HEAP USERDATA HEADER. Starting with Windows
8.1, the design of these user blocks is obfuscated: offsets
are XOR-encoded using a combination of base addresses
and a per-process key stored in ntdll!RtlpLFHKey. This
obfuscation is intended to mitigate exploitation, but must be
reversed to traverse heap entries. Once decoded, the lower bits
of EncodedOffsets.StrideAndOffset provide the offset of
the first entry, while the upper bits represent the block stride
(i.e., the heap entry size).

In earlier versions, such as Windows 8, decoding is simpler
and relies on direct access to specific attributes. However, in
Windows Vista and Windows 7, the offset to the first heap en-
try is located immediately after the block area structure. Once
the stride and starting offset are known, our algorithm iterates
through the subsegment to extract all entries from the LFH until
reaching BlockCount (the total number of LFH entries).

Although the design of the LFH is complex, our traversal
logic simplifies recovery. Each subsegment is pre-split into
fixed-size entries with flags indicating whether an entry is free
or occupied, facilitating systematic extraction for forensic anal-
ysis.

Algorithm 2 describes the procedure for traversing the fron-
tend layer of the Windows NT heap when the LFH is enabled.
This traversal applies to systems starting with Windows 8.1,
where heap structures are obfuscated to prevent exploitation,
requiring decryption logic to access entry-level data. Although
our plugin is fully compatible with the legacy LFH imple-
mentation found in Windows systems from Windows Vista to
Windows 8.1, we focus our description here on the modern
LFH architecture, as it represents the current standard for Win-
dows memory management and involves more complex meta-
data structures.

The algorithm begins by retrieving the PEB and base address
of the loaded ntdll.dll module (lines 2-3, specifically). The
LFH key, used to encode offsets in the heap metadata, is ex-
tracted using the RtlpLFHKey symbol (line 4). The algorithm
then iterates over each heap in the ProcessHeaps list (line 5).
It is only executed if the heap uses the LFH frontend, indicated
by FrontEndHeapType equal to 0x02 (line 6).

On eligible heaps, the FrontEndHeap pointer is derefer-
enced to obtain the LFH heap structure (line 8), from which
an array of block zones is accessed using SubSegmentZones

(line 9). Each block zone contains several LFH subsegments
(data structures that group fixed-size allocations). Their address
range is calculated using known structure sizes and the zone’s
NextIndex field (lines 10-11). The algorithm then iterates over
each LFH subsegment (lines 12-24).

Each LFH subsegment references a UserBlocks structure
(line 14), which contains encoded metadata. To determine the
offset of the first heap entry and the stride (entry size), the
StrideAndOffset value is XOR-encoded with the addresses
of the user block, the LFH heap, and the LFH key (line 15).
The offset is extracted from the lower 16 bits (line 16), and the
stride is decoded from the upper 16 bits using a second XOR
operation with BlockStride (line 17). The pointer to the first
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Algorithm 1: Traversal algorithm for extracting heap entries from the backend layer of the Windows NT heap on systems
from Windows Vista onwards.

Input: A process object P
Output: A list of heap entries

1 heapEntries← ∅
2 peb← getPEB(P)
3 foreach heap ∈ peb.ProcessHeaps do
4 foreach segment ∈ heap.SegmentList do
5 heapEntryPointer ← segment.FirstEntry
6 uncommitedRegions← getUncommitedRegions(segment.UCRS egmentList)
7 while heapEntryPointer < segment.LastValidEntry do
8 uncommittedRegion← findContainingUncommittedRegion(heapEntryPointer, uncommitedRegions)
9 if uncommittedRegion = ∅ then

10 heapEntry← readMemory(heapEntryPointer)
11 if heap.EncodeFlagMask = 0x100000 then
12 heapEntry.S ize← heapEntry.S ize ⊕ heap.Encoding.S ize
13 heapEntry.Flags← heapEntry.Flags ⊕ heap.Encoding.Flags

14 heapEntries = heapEntries ∪ heapEntry
15 heapEntryPointer ← heapEntryPointer + heapEntry.S ize

16 else
17 heapEntryPointer ← heapEntryPointer + uncommittedRegion.S ize

18 return heapEntries

heap entry is calculated by adding the offset to the base of the
user block (line 19).

Finally, a loop iterates over all heap entries in the subsegment
(lines 20-24). Each entry is read from memory and added to the
result list, with the pointer advancing one step at each iteration.
The loop continues until all entries defined by BlockCount

have been collected.
The function concludes by returning the list of heap en-

tries (line 25). This algorithm allows for the accurate extrac-
tion of LFH-managed heap allocations despite their hard-coded
design, supporting detailed analysis of user-space memory in
modern Windows environments.

4. Evaluation and Validation

In this section, we first describe the platform coverage and
compatibility of the HeapList plugin on different Windows ver-
sions and architectures. Next, we detail the validation method-
ology used to confirm the correctness of the heap walk, in-
cluding comparisons with WinDbg output and controlled testing
with custom C/C++ programs. Then, we highlight the plugin’s
usage and output capabilities. Finally, we make our implemen-
tation publicly available to promote transparency, reproducibil-
ity, and community collaboration in memory forensics research.

4.1. Platform Support

We evaluated our plugin on various Windows operating sys-
tems, both legacy and modern. As shown in Table 1, we tested
the plugin on Windows versions ranging from Windows Vista

SP2 to Windows 11 Home 24H2, and verified its compatibility
with x86 and x64 architectures where applicable.

Through these tests, we confirmed that HeapList correctly
traverses and extracts NT heap entries across the various heap
layouts and symbol definitions used in these versions of Win-
dows. This broad coverage demonstrates the practical appli-
cability of the plugin in forensic workflows involving memory
dumps from a wide range of real-world systems.

4.2. Cross-Validation with WinDbg

To validate the correctness of our NT heap traversal algo-
rithms, we performed cross-validation with WinDbg, the official
Microsoft Windows debugger (Microsoft, 2025). We used the
!heap extension with the -hl option, which provides a detailed
listing of heap entries in the backend and frontend layers.

We ran HeapList with memory dumps from each platform
listed in Table 1 and compared the output with the correspond-
ing WinDbg results. In each case, we confirmed that the
heap entries extracted by our plugin matched those reported by
WinDbg in terms of entry address, size, and status (e.g., busy or
free). This consistency validated the robustness of our symbol
traversal logic, metadata decoding, and offset calculations for
both heap layers.

By aligning our plugin’s output with a reliable field-checking
tool, we demonstrated that HeapList provides reliable and
debugger-consistent visibility into NT heap internals, even with
coding or structural variations between Windows versions. Let
us remark, however, that WinDbg and HeapList have fundamen-
tally different purposes and operational contexts. WinDbg is a
general-purpose debugger designed for use in live environments
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Algorithm 2: Traversal algorithm for extracting heap entries from the frontend layer (LFH) of the Windows NT heap on
systems from Windows 8.1 onwards.

Input: A process object P
Output: A list of heap entries

1 heapEntries← ∅
2 peb← getPEB(P)
3 ntdll← getNtdll(P)
// The key value is set to ntdll!RtlpLFHKey symbol at load time

4 l f hKey← getL f hKey(ntdll)
5 foreach heap ∈ peb.ProcessHeaps do
6 if heap.FrontEndHeapType = 0x02 then
7 l f hHeap← heap.FrontEndHeap
8 foreach blockZonePointer ∈ lfhHeap.SubSegmentZones do
9 blockZone← readBlockZone(blockZonePointer)

10 subsegmentAddr = blockZonePointer + ( HEAP ENTRY.size ∗ 2)
11 endBlockZone = subsegmentAddr + ( HEAP S UBS EGMENT.size ∗ blockZone.NextIndex)
12 while subsegmentAddr < endBlockZone do
13 l f hS ubsegment ← readS ubsegment(subsegmentAddr)
14 userBlocks← l f hS ubsegment.UserBlocks
15 encodings← userBlocks.EncodedO f f sets.S trideAndO f f set ⊕ userBlocks ⊕ l f hHeap ⊕ l f hKey
16 f irstEntryO f f set ← encodings & 0xFFFF
17 blockS tride← ((encodings ⊕ userBlocks.EncodedO f f sets.BlockS tride) ≫ 16) & 0xFFFF
18 i← 0
19 heapEntryPointer ← userBlocks + f irstEntryO f f set
20 while i < l f hS ubsegment.BlockCount do
21 heapEntry← readMemory(heapEntryPointer)
22 heapEntries = heapEntries ∪ heapEntry
23 heapEntryPointer ← heapEntryPointer + blockS tride
24 i← i + 1

25 return heapEntries

Table 1: Windows operating systems for the Intel CPU family tested for the
HeapList plugin.

Operating System Build Number Architecture

Windows 11 Home 24H2 10.0.26100.1742 x64
Windows 10 Education 22H2 10.0.19045.2965 x86, x64
Windows 8.1 Core 6.3.9600 x86, x64
Windows 7 Professional SP1 6.1.7601 x86, x64
Windows Vista Business SP2 6.0.6002 x86, x64

controlled by developers or systems engineers, while HeapList
is designed to operate offline as a forensic analysis tool to help
investigators extract and examine heap structures from mem-
ory dumps as part of post-mortem investigations. Consequently,
our plugin is not comparable with WinDbg, as it does not com-
pete with it, but rather extends heap introspection capabilities
to forensic workflows.

4.3. Controlled Functional Testing

In addition to debugger-based validation, we performed con-
trolled experiments with manually created C/C++ programs
that used the standard Windows heap API (e.g., HeapCreate,

HeapAlloc, HeapFree). We designed the allocation patterns
to activate the frontend and backend layers, taking into account
that the latter is normally activated after 16 allocations of the
same size (see Section 3.2). These programs were run in vir-
tualized environments using VMware Workstation 17.0.2

Pro (build number 21581411), following clean installations of
Windows with WinDbg preinstalled. Memory snapshots were
captured after execution, and heap entries were retrieved using
HeapList. We then compared the extracted entries to the ex-
pected runtime behavior observed in WinDbg, confirming the
accuracy of metadata retrieval, memory alignment, and alloca-
tion content.

4.4. Usage and Output Capabilities

HeapList supports flexible usage scenarios tailored for foren-
sic analysis. It allows filtering by process ID, selective dump-
ing of entries by base address, and complete extraction of a
process’s heap memory. A representative example of our plu-
gin’s output is shown in Listing 1, where it is used to extract
all heap entries from a specific process. The output includes
entry metadata (addresses, size, flags), memory layer classifi-
cation (backend or LFH), and a preview of the stored content.
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In a typical investigation, the workflow involves dumping these
entries to disk for offline analysis. Analysts can then leverage
prior knowledge to analyze application-specific data structures
or use the granular view to uncover previously unknown details.

4.5. Availability and Licensing
To ensure transparency, reproducibility, and community

adoption, we have released the source code for the HeapList
plugin under the GNU/GPLv3. The full source code, including
documentation and usage examples, is publicly available at:

https://github.com/reverseame/heaplist

We welcome contributions, issue reports, and feedback from
the digital forensics and reverse engineering communities to
improve functionality, expand platform support, and explore
new forensic use cases – especially since future versions of
Windows continue to rely on undocumented internal compo-
nents.

5. Case Study: Telegram Desktop

To demonstrate the applicability of the proposed method-
ology in a realistic forensic scenario, we analyzed Telegram
Desktop using information extracted with HeapList. The
case study focuses on the 64-bit version of Telegram Desk-
top (v6.1.4), installed on Windows 11 Home 24H2 x64 (build
10.0.26100.1742, 8GB of RAM) in a virtualized environment
running on VMware Workstation 17 Pro (version 17.0.0 build-
20800274). This configuration allowed us to generate full
memory dumps of the guest operating system after each of the
experiments described below.

As described in Section 2, the heap stores dynamically al-
located memory, meaning that only data actively used dur-
ing a session, such as user interactions in Telegram Desktop,
resides in memory. The LFH efficiently manages uniformly
sized memory blocks, which, in the context of instant messag-
ing applications, may include message-related data structures
among other dynamically allocated objects. This behavior fa-
cilitates the identification of forensic artifacts, as relevant evi-
dence typically resides in discrete heap entries rather than scat-
tered across different memory regions. Consequently, HeapList
allows forensic examiners to selectively extract such artifacts
once identified, thus reducing the need for extensive reverse en-
gineering during forensic investigations.

This heap-based approach complements other analytical
techniques previously employed in similar studies, such as
those presented by Fernández-Álvarez and Rodrı́guez (2022),
by providing a structured, memory-centric perspective on user
activity within applications.

5.1. Description of Experiments
We designed nine experiments that simulate a forensic sce-

nario in which a suspect recently used Telegram Desktop be-
fore their arrest, adopting the scenario proposed by Fernández-
Álvarez and Rodrı́guez (2022). Throughout these experiments,
Telegram remains active on the seized device, but is secured

by a local password unknown to the investigators, preventing
direct interactive inspection.

The primary goal is to recover all artifacts related to the
user’s Telegram activity. This includes recently started or ac-
cessed conversations and exchanged media (e.g., images, docu-
ments, locations, and contacts). Other items of interest include
previous versions of edited or deleted messages, conversation
history, and contact metadata such as names and phone num-
bers. Given the constraints of the scenario, we also evaluated
whether locally stored authentication material (the password or
related secrets) can be recovered and what residual information
persists if the user logs out before the seizure.

5.2. Experimental Results

Table 2 summarizes the results of our experiments. Using
HeapList, we were able to extract user messages even from
conversations that had not been accessed recently. While the
conversation title (i.e., the name of the other user, group, or
channel) was retrievable, it could not be reliably linked to in-
dividual messages. This limitation arises because heap entries
store dynamic data structures, such as strings, without high-
level relational context. Consequently, multiple messages could
be retrieved, but they could not be associated with specific con-
versations, and this lack of linking also affects other types of
extracted artifacts.

Regarding media files shared through the app, images were
fully retrievable because they are automatically downloaded
and cached locally by default. The same behavior was observed
for shared locations and contact information. In contrast, docu-
ments are not automatically downloaded; therefore, their recov-
ery is only possible when the user explicitly downloads them
before the memory seizure.

Both the original and modified versions of the edited mes-
sages were recoverable, although we were unable to establish
correlations between them. This finding highlights a key advan-
tage of our approach over the approach of Fernández-Álvarez
and Rodrı́guez (2022), as it allows access to message content
even after edits. Similarly, deleted messages and conversations
remained accessible in memory, indicating that their data per-
sisted in the heap after the deletion actions.

In the case of contact information, many phone numbers
were discovered in the user’s address book, including entries
not associated with previous interactions. Interestingly, the lo-
cal unlock password was found in plaintext within a heap entry.
When the seized device remains powered on, the presence of
this password in memory allows investigators to directly access
the Telegram Desktop application and perform a live analysis
of its contents.

Finally, in a complementary experiment in which the user
logged out before the system seizure, only a minimal num-
ber of messages could be recovered. This observation suggests
that heap-resident data associated with active sessions is freed
or overwritten upon session closure, reducing recoverable evi-
dence.

Future work is required to correlate retrieved messages
and associate them with their corresponding conversations.
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Listing 1: Example output from the HeapList plugin, showing the heap entries extracted for a given process. Each row includes the entry’s address, size, status (e.g.,
busy or free), memory layer (backend or LFH), and a preview of the contents. The dumped entries are written to individual output files for later forensic analysis.

1 $ vol3.py -f /path/to/windows -memory -image.raw windows.anonymizedplugin --pid 11956 --dump -all
2 Volatility 3 Framework 2.11.0
3 Progress: 100.00 PDB scanning finished
4 PID Name Heap Segment Entry Size Flags State Layer Data File Output
5
6 11956 cmd.exe 0x22225b30000 0x22225b30000 0x22225b30740 0x20 [01] busy

backend PUBLIC=C:\Users\ 11956. heap .22225 b30740.dmp
7 11956 cmd.exe 0x22225b30000 0x22225b30000 0x22225b30760 0x20 [01] busy

backend SESSIONNAME=Cons 11956. heap .22225 b30760.dmp
8 11956 cmd.exe 0x22225b30000 0x22225b30000 0x22225b30780 0x20 [01] busy

backend SystemDrive=C:.. 11956. heap .22225 b30780.dmp
9 11956 cmd.exe 0x22225b30000 0x22225b30000 0x22225b307a0 0x20 [01] busy

backend SystemRoot=C:\Wi 11956. heap .22225 b307a0.dmp
10 11956 cmd.exe 0x22225b30000 0x22225b30000 0x22225b307c0 0x40 [01] busy

backend USERDOMAIN_ROAMINGPROFILE=DESKTOP -H23BTC 11956. heap .22225 b307c0.dmp
11 11956 cmd.exe 0x22225b30000 0x22225b30000 0x22225b30800 0x20 [01] busy

backend USERNAME=User ... 11956. heap .22225 b30800.dmp
12 [... redacted ...]
13 11956 cmd.exe 0x22225b30000 0x22225b30000 0x22225b414c0 0x310 [01] busy

backend AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 11956. heap .22225 b414c0.dmp
14 11956 cmd.exe 0x22225b30000 0x22225b30000 0x22225b417d0 0x2010 [09] busy internal

backend ...%"......%"........... ,............... 11956. heap .22225 b417d0.dmp
15 11956 cmd.exe 0x22225b30000 0x22225b30000 0x22225b41820 0x310 [80] free lfh

........................................ 11956. heap .22225 b41820.dmp
16 11956 cmd.exe 0x22225b30000 0x22225b30000 0x22225b41b30 0x310 [90] busy lfh

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 11956. heap .22225 b41b30.dmp
17 11956 cmd.exe 0x22225b30000 0x22225b30000 0x22225b41e40 0x310 [90] busy lfh

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 11956. heap .22225 b41e40.dmp
18 [... redacted ...]
19 11956 cmd.exe 0x22225b30000 0x22225b30000 0x22225b437e0 0x4010 [01] busy backend ????

Unavailable
20 [... redacted ...]

This task would involve extending the current capabilities of
HeapList and performing application-specific analysis, since
the relationships between retrieved heap structures depend on
each program’s internal data models. Approaches similar to
those proposed by Fernández-Álvarez and Rodrı́guez (2022)
and Oliveri et al. (2023) could support this direction, provid-
ing a basis for reconstructing high-level semantic relationships
from low-level memory artifacts.

6. Potential Applications and Limitations

In this section, we discuss the potential applications of user
heap analysis in memory forensics and highlight its limitations.

6.1. Potential Applications

Support for Reverse Engineering and Targeted Memory Anal-
ysis. One of the most immediate applications of HeapList is
to assist forensic analysts in reverse engineering, enabling the
precise inspection of structures residing within the heap. This
capability aligns with and extends methodologies used in previ-
ous works such as Cohen (2015) and Block and Dewald (2017).
Specifically, HeapList complements the research of Fernández-
Álvarez and Rodrı́guez (2022) by focusing the analysis on spe-
cific data artifacts stored in the heap. By dividing the heap into
individual entries rather than treating it as a contiguous block
of memory, this targeted approach reduces noise and improves
clarity, offering a more granular alternative to broader analysis
techniques based on virtual address descriptors (Dolan-Gavitt,
2007).

Visibility into Dynamic Payloads. Advanced adversaries and
red team implants often rely on dynamic memory allocation to
store payloads, obfuscate command and control activity, and
evade traditional detection mechanisms (Cheng et al., 2012;
Selmanaj, 2024; Hembree et al., 2025). However, most foren-
sic tools lack the structural granularity necessary to reconstruct
heap behavior or attribute memory artifacts to specific actions.
As a result, dynamic memory is often treated as an opaque re-
gion, limiting the effectiveness of incident response and threat
attribution. HeapList addresses this deficiency by reconstruct-
ing the internal structure of the NT heap. This offers analysts
the visibility required to manually inspect and recover payloads
that reside in dynamic memory, providing a granular view that
complements signature-based detection.

Heap Layout Inspection. Attackers typically exploit heap vul-
nerabilities such as use-after-free, double-free, out-of-bounds
access, and type confusion by carefully crafting the heap lay-
out (Ding et al., 2010; Bouffard et al., 2015; Haller et al., 2016;
Gui et al., 2022; Du et al., 2024). Due to the random behavior
of the LFH frontend, which non-deterministically distributes al-
locations across subsegments, successful exploitation requires
precise heap manipulation. Techniques such as NOP sledding,
heap spraying, and heap maintenance (also known as heap feng
shui, heap shaping, or heap massaging) are used to make heap
allocations more predictable. While traditional memory foren-
sics treats the heap as a flat region, HeapList allows analysts to
visualize the resulting memory distribution and inspect the frag-
mentation. This structural information facilitates post-mortem
analysis of failed exploits or anomalous heap states, enabling
investigators to validate hypotheses about heap manipulation
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Table 2: Summary of experimental results obtained from heap analysis of Telegram Desktop using HeapList.

Experiment Recoverability Result Summary

Access to all conversations Partial Messages from unaccessed chats retrievable but unlinked.
Recently accessed conversations Full Includes older messages beyond the current chat view.
Media shared Full / Conditional Images, locations, and contacts retrievable; documents only if

downloaded.
Edited messages Full Original and edited versions retrievable but not correlated.
Deleted messages Full Contents remain accessible after deletion.
Deleted conversation Full Contents remain accessible after deletion.
Contact list Partial Contacts retrievable even without prior interaction.
Unlock password Full Password recovered in plaintext.
Log out Minimal Very limited remnant data after logout.

techniques during forensic reconstruction.

Memory Triage and Evidence Prioritization. In large-scale in-
vestigations or urgent incident response scenarios, analysts of-
ten need to prioritize memory regions most likely to generate
actionable evidence (Casey, 2011; Ligh et al., 2014). HeapList
facilitates this process by offering structured access to dynamic
memory allocations and facilitating heap navigation, allowing
analysts to selectively explore specific heap entries or subre-
gions based on process ID, address range, or allocation meta-
data (Carvey, 2014). This targeted approach allows investiga-
tors to focus on regions containing volatile data, such as cre-
dentials, decrypted payloads, or user activity, without needing
to scan the entire memory image. As a result, our plugin stream-
lines memory triage workflows, reduces the burden of extensive
analysis, and accelerates evidence acquisition during live and
post-mortem investigations.

6.2. Limitations
All information related to a process’s heap resides in user

space, rather than in the non-paged kernel-mode pool. As a re-
sult, memory analysis of heap structures is susceptible to paging
and swapping (Silberschatz et al., 2021). Even when heap data
is present in memory, extracting it at a granular level requires
traversing a chain of user-space structures, from the PEB to
heap segment-specific metadata. Each of these traversal points
introduces potential failure modes, making it difficult to ana-
lyze the heap as a coherent memory region. Furthermore, we
acknowledge that partial data loss or malformed structures may
affect the accuracy of heap entry recovery, potentially leading to
incomplete results or misleading artifacts (Rzepka et al., 2024).
This remains a practical challenge for memory forensic robust-
ness (Rzepka et al., 2025).

At the backend layer, heap entries can vary in size, requiring
reading the size of each entry to advance the traversal. This re-
quires access to the metadata of the heap entries preceding the
application data, data that may be partially missing or paged
out. Although a scanner could, in theory, recover heap entries
by identifying potential structure boundaries, the fixed size of
the metadata fields (8 bytes on x86 and 16 bytes on x64), fol-
lowed by variable or random data, provides limited entropy for
signature-based recovery. This issue does not affect the LFH

frontend, where all entries in a subsegment are of a uniform
size. In these cases, the lack of heap metadata can be addressed
by using known-block stepping to reconstruct the allocation se-
quence.

Our current implementation focuses on the NT heap, as pro-
vided by the Windows heap API (see Section 2.2). Therefore, it
does not support custom allocators or application-specific heap
implementations, such as those used by modern browsers or
runtimes. These allocators are typically based on proprietary
structures and algorithms, requiring specialized reverse engi-
neering to reconstruct their internal memory organization. Sim-
ilarly, we do not yet support the Segment Heap, introduced in
Windows 10 and used by default in modern UWP apps. How-
ever, based on previous reverse engineering work by Yason
(2016), adding Segment Heap support is viable and remains a
goal for future development. It’s worth noting that this would
only affect systems running Windows 10 and later, simplifying
integration.

Similarly, the accuracy of our extraction depends on the in-
tegrity of the heap metadata structures maintained by the op-
erating system. Since HeapList parses these structures (e.g.,
segment headers and fragment tags) to traverse the heap, it is
susceptible to anti-forensic techniques that deliberately corrupt
or alter this metadata. For instance, if an attacker modifies
fields such as encoding masks or segment signatures, or if se-
vere heap corruption occurs during an exploit, the plugin might
fail to parse the affected regions or completely omit the dam-
aged structures. Therefore, at the present, our tool is best used
to inspect structurally valid heaps or to identify inconsistencies
where parsing fails. Developing capabilities to resiliently han-
dle such anti-forensic tampering and severe corruption remains
an open challenge that requires further research.

Finally, while HeapList enables the extraction of rich ap-
plication data from user-space memory, reconstructing high-
level semantic relationships (such as correlating retrieved mes-
sages with specific conversations, as discussed in Section 5.2)
requires further investigation. Such extensions would likely
involve application-specific reverse engineering to understand
how heap-resident structures interrelate, as suggested by ap-
proaches such as those of Fernández-Álvarez and Rodrı́guez
(2022) and Oliveri et al. (2023).
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7. Related Work

In this section, we review the major efforts in heap analysis,
their application to forensics, and contrast them with our ap-
proach. We also highlight how our approach advances the state
of the art.

The seminal works by Valasek (2010) and Valasek and Mandt
(2012) provide fundamental insights into the internal design of
the Windows NT heap, detailing the main structures and alloca-
tion algorithms for both the backend and frontend of the LFH.
In the context of memory forensics, Cohen (2015) extended
this knowledge to analyze the NT heap in the Rekall mem-
ory forensics framework (Google, 2017) for Windows 7 x64
systems. Our work differs from these previous efforts in sev-
eral important ways. First, it generalizes support for all major
Windows versions, from Vista to Windows 11, spanning both
x86 and x64 architectures, thus accommodating the evolution
of heap internals over time. Second, our plugin is integrated
with Volatility 3, a modern and widely adopted memory
analysis framework, allowing for modularity, plugin reuse, and
ongoing community support. Unlike previous work that fo-
cused on static heap snapshots or specific OS versions, we offer
a reusable, open-source platform for structurally accurate NT
heap exploration and forensic data extraction.

On the Linux side, Block and Dewald (2017) demonstrated
how heap memory can be analyzed structurally, rather than as a
raw byte stream, by reconstructing heap layouts to extract sen-
sitive data such as command-line histories and passwords. This
approach underscored the forensic value of interpreting alloca-
tor structures. Industry research and exploit development have
focused extensively on the Windows heap, which remains a ma-
jor target in real-world attacks. These efforts have explored
the heap as an attack vector for memory corruption vulnera-
bilities, heap cleanup, and post-exploitation persistence tech-
niques. This continued focus underscores the need for detailed,
forensic-grade visibility into heap internals, both to understand
attacker behavior and to facilitate effective incident response
and threat attribution. In parallel, research on Linux heap ex-
ploitation has gained momentum in recent years (Yun et al.,
2020; Zeng et al., 2022; Zhang et al., 2023), with a focus on
improving exploit reliability through fine-grained manipulation
of heap allocators.

8. Conclusions and Future Work

In this work, we have presented HeapList, a Volatility 3 plu-
gin that enables forensic analysis of the Windows NT heap on
all major releases from Windows Vista to Windows 11, sup-
porting both x86 and x64 architectures. By reconstructing the
internal structures of the backend and frontend layers, we have
enabled analysts to extract and examine heap entries with struc-
tural accuracy and navigation.

Our plugin enables the investigation of heap-based behav-
iors in a wide range of processes, making it a valuable tool for
memory forensics and incident response. Its effectiveness was
demonstrated through a practical case study on Telegram Desk-
top, where HeapList allowed the recovery of message content,

multimedia artifacts, contact data, and even the local unlock
password directly from the user-space heap memory. This ex-
periment illustrates the practical applicability of our tool for
extracting high-value forensic artifacts from real-world appli-
cations.

As part of our ongoing work, we are exploring the integration
of behavioral signatures to detect previously unknown threats
exploiting heap memory, seeking to improve detection relia-
bility and facilitate proactive threat hunting in modern foren-
sic workflows. We also plan to explore the integration of
lightweight heuristics and behavioral signatures to help auto-
matically identify suspicious patterns or anomalous heap usage.
Additionally, we are looking to extend HeapList with segment
heap support, which will allow full coverage of both modern
heap implementations in the Windows memory management
system.
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