Toward Structured Memory Forensics:
A MITRE ATT&CK-Aligned Workflow for
Malware Investigation

Ricardo J. Rodriguezl [0000—0001—7982—0359]

Dpto. de Informética e Ingenieria de Sistemas, Universidad de Zaragoza
ricardoQunizar.es

Abstract. Memory forensics is emerging as an essential technique for
detecting malware-related volatile indicators of compromise (IoCs) that
traditional disk analysis may miss. However, the lack of standardized best
practices for analyzing memory-resident malware evidence continues to
limit the effectiveness and reproducibility of forensic investigations. In
this work, we propose a structured five-phase workflow that formalizes
best practices for the extraction and analysis of malware-related IoCs,
from initial evidence preservation to binary program investigation. Our
methodology is explicitly aligned with the MITRE ATT&CK framework,
allowing analysts to correlate volatile memory artifacts with known ad-
versarial tactics and techniques. Additionally, we examine technical chal-
lenges (such as paging, on-demand paging, memory inconsistencies, and
runtime binary transformations) that threaten the integrity and reliabil-
ity of memory evidence. We further propose practical recommendations
and outline future research directions for addressing these challenges,
with the goal of improving the reliability, consistency, and forensic ro-
bustness of memory-based malware analysis.
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1 Introduction

For cybercriminals, discovering a system with vulnerable software is akin to
striking gold. Exploiting these vulnerabilities often allows for the deployment
of malware with minimal resistance. In today’s threat landscape, early malware
detection, particularly through indicators of compromise (IoCs), plays an im-
portant role for effective incident response and forensic investigation [13,40].

Memory forensics offers a powerful means of uncovering such volatile malware-
related evidence that are often invisible to disk-based techniques [12,27]; how-
ever, the field lacks standardized best practices for the systematic extraction and
analysis of memory-resident IoCs. Existing guidelines emphasize the importance
of detection and analysis [10-12,20,26,46] but offer limited workflows specifically
tailored to memory evidence.
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To address this gap, in this paper we propose a five-phase methodology
designed to guide analysts through the process of identifying and validating
malware-related IoCs in volatile memory. Inspired by established forensic work-
flows [8,28] and enhanced with lessons learned from practical experience, the
methodology provides structured guidance from initial evidence preservation to
comprehensive binary program analysis [56,58]. The proposed methodology is
aligned with the MITRE ATT&CK framework [35], which organizes adversary
behaviors into tactics and techniques throughout the lifecycle of a cyberattack,
to ensure that each phase of the forensic process focuses on detecting specific
adversary tactics. In addition, we identify and analyze technical challenges, such
as paging, smearing, on-demand paging, and runtime binary transformations,
that compromise the integrity and completeness of in-memory evidence.

The contributions of this paper are threefold: (1) We present a five-phase
methodology, formalized as a set of best practices, to guide the systematic
extraction and analysis of malware-related IoCs from volatile memory. This
methodology aligns with the MITRE ATT&CK framework to ensure that the
identification of IoCs correlates with known attack methods, facilitating a more
tactical incident response. By framing the methodology as a set of best prac-
tices, our goal is to support incident responders and investigators in conducting
more consistent, effective, and forensically sound memory-based malware anal-
ysis; (2) we identify and examine the main technical challenges that affect the
integrity and completeness of memory forensics data, specifically paging, demand
paging, memory inconsistencies, and the dynamic characteristics of binary pro-
grams during execution. These issues can lead to biased or misleading evidence,
which in turn can hamper malware detection, behavioral program analysis, and
threat attribution. Understanding these limitations is necessary for both tool
development and research accuracy; and (3) we propose practical recommenda-
tions and outline future research directions to mitigate these challenges, with the
goal of improving the reliability and reproducibility of memory-based malware
analysis. These include, among others, suggestions for enhancing analysis tools,
leveraging complementary disk-based artifacts, and integrating similarity-based
techniques to support robust analysis in the presence of incomplete or obfuscated
data.

Let us note that this work does not aim to propose a new detection algorithm
or forensic tool. Instead, it provides a structured synthesis of widely adopted,
yet often fragmented, practices in memory-based malware investigations. By or-
ganizing these techniques into a phased methodology and aligning them with
adversarial behavior models such as MITRE ATT&CK, we seek to operational-
ize existing knowledge and promote reproducible, tactics-based analysis. This
contribution should be therefore considered as a step toward the systematiza-
tion of knowledge in memory forensics. Our goal is to bridge the gap between
technical capabilities and consistent investigation workflows, while highlighting
outstanding challenges that continue to hinder progress in this field.

The rest of this paper is structured as follows. Section 2 describes the back-
ground necessary for this paper (specifically, the MITRE ATT&CK framework
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and program binary analysis). Section 3 reviews the existing literature and
methodologies related to IoC analysis and memory forensics. Section 4 presents
the proposed methodology for the extraction and analysis of malware-related
IoCs in volatile memory. Section 5 discusses the technical challenges that affect
the quality and integrity of memory evidence. Finally, Section 6 concludes this
work describing recommendations for future research to address these challenges
and strengthen the methodology.

2 Background

In this section, we contextualize the relationship between malware behavior,
adversarial techniques, and memory-resident evidence. First, we describe the
MITRE ATT&CK framework. Next, we summarize the role of program binaries
in malware analysis, emphasizing their behavior once loaded into memory.

2.1 The MITRE ATT&CK Framework

Malware operations typically follow a structured lifecycle that includes initial
access, execution, persistence, privilege escalation, and command and control
(C2). The MITRE ATT&CK framework [35] complements this perspective by
organizing adversarial actions into tactics (targets) and techniques (methods).
For instance, initial access can involve exploitation for client execution (T12031),
execution via a command and script interpreter (T10592), and persistence via
registry /startup folder execution keys (T1547.0013).

Many techniques leave primary traces in volatile memory, making memory
forensics critical for uncovering injected code, decrypted payloads, runtime mod-
ifications, and active C2 sessions. Artifacts such as threads, modules, in-memory
registry hives [14], and sockets provide insight into malicious behavior. Corre-
lating them with ATT&CK techniques supports tactical incident response and
strategic threat analysis.

2.2 Malware Analysis

Program binaries represent compiled software, which encapsulates executable
code, metadata, and resources in formats such as Portable Executable for Win-
dows, Executable and Linkable Format for Unix-like systems, and Mach-O for
macOS. At runtime, operating systems load these binaries into memory, allo-
cating code sections, resolving imports, and applying relocations. This dynamic
handling enables static (disk-based) and dynamic (memory-based) analysis to
uncover indicators of potential behavior.

! https://attack.mitre.org/techniques/T1203/
2 https://attack.mitre.org/techniques/T1059/
3 https://attack.mitre.org/techniques/T1547/001/
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In malware analysis, binaries are the primary artifacts of interest. Malware
authors often embed payloads in standalone executables, inject code into be-
nign processes, or load modular components at runtime [26]. Techniques such
as bundling, obfuscation, and code injection are commonly used to hinder static
analysis by altering binary structures or encrypting payloads [42]. Consequently,
static inspection alone [58] may be insufficient to reveal malware’s capabilities,
and memory forensics provides a complementary view of binaries in their un-
packed or executed forms.

When loaded into memory, binaries may reveal anomalies such as non-standard
permissions, injected sections, hidden modules, or network communications. Anal-
ysis of memory-resident representations allows investigators to reconstruct bi-
nary behavior and correlate runtime artifacts with known adversarial techniques,
such as process injection or reflective DLL injection cataloged in MITRE ATT&CK.

Systematic binary analysis typically combines multiple layers of inspection [56],
including string extraction, entropy analysis to detect packing, control flow graph
reconstruction, and observation of dynamic behavior through sandboxing or
memory emulation [18,54]. Many indicators, such as API calls, embedded shell-
code, or hardcoded encrypted strings, only become fully observable when the
binary is present in memory.

3 Related Work

This section reviews previous work on incident response methodologies, memory
forensics, and structured approaches in digital forensics, highlighting the gap in
systematic memory-based IoC analysis.

3.1 Incident Response Methodologies

Numerous standards and guidelines [10,12,20] define the general steps of incident
response but offer limited guidance tailored to memory forensics. Beyond insti-
tutional guidelines, Mitropoulos et al. [36] proposed a comprehensive framework
that integrates forensic techniques [55], while Ab Rahman et al. [1] examined
the challenges of incident response in Cloud environments.

Other works have also addressed organizational aspects: Ahmad et al. [2]
highlighted the imbalance between technical response and strategic planning, and
Spring and Illari [47] examined inconsistencies in decision-making across stan-
dards. However, these works do not specifically address challenges in memory-
centric incident workflows.

3.2 Memory Forensics and (Malware-Related) IoC Extraction

The literature on memory forensics and IoC analysis is extensive but fragmented.
A recent survey [21] describes the available tools and challenges, but most ap-
proaches remain tool-specific and lack systematic workflows.
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Several works have expanded technical capabilities: Case et al. [9] proposed
Volatility plugins for keylogger detection; Thomas et al. [49] analyzed USB-
based artifacts; Block [4] focused on malicious modifications to memory-mapped
images; and Caballero et al. [7] introduced a voting-based evaluation method for
IoC extraction tools.

While these advances improve memory analysis, they focus on specific ar-
tifacts or heuristics. None offer a comprehensive, unified methodology for the
extraction and comprehensive analysis of malware-related IoCs, emphasizing the
need for structured best practices.

Similarly, while tools such as Volatility and its add-ons have been widely used
in academic and professional contexts, most analyses remain ad hoc and lack a
unified methodology linking tool results to structured threat models. This work
offers a recontextualization of known capabilities into a tactical and repeatable
process, aligned with adversary behavior frameworks like MITRE ATT&CK,
and complements technical application with an interpretive layer geared toward
consistency and forensic robustness.

3.3 Structured Methodologies in Other Areas of Digital Forensics

Unlike memory forensics, other areas of digital forensics have established struc-
tured methodologies to ensure consistency and reproducibility [55]. Disk forensics
benefits from frameworks such as NIST SP 800-86 [22] and ISO/IEC 27037 [19],
supported by practical tools such as The Sleuth Kit and Autopsy, to name a
few. Mobile forensics has also developed platform-specific strategies, with refined
procedures for Android and iOS analysis [15,24]. In Cloud forensics, Martini and
Choo proposed an integrated framework [29], while Ab Rahman et al. [1] pro-
posed a layered model for artifact collection in SaaS, PaaS, and IaaS. These
examples underscore how structured approaches drive forensic practices.

Despite the importance of memory forensics in addressing threats such as
fileless malware, it still lacks a comprehensive and standardized methodology.
Existing work primarily focuses on isolated tools and heuristics, leading to in-
consistent analysis and limited reproducibility. This shortcoming motivates the
structured approach proposed in this work.

4 Best Practices for Malware-Related IoC Extraction
and Analysis

This section details the five-phase methodology we propose for extracting and
analyzing malware-related IoCs in memory forensics. Figure 1 illustrates the
workflow, which begins with evidence preservation and proceeds through multi-
ple layers of memory analysis based on the type of data recovered.

The ordering of the phases follows a scaling model: from structural preser-
vation and low-level entropy or byte pattern inspection to semantically rich re-
construction of the process and binary behavior. This ordering is intentional, as
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each successive phase builds on the findings of the previous phase, offering op-
portunities to refine hypotheses and reduce the risk of misattribution in earlier,
noisier stages.

Let us also note that while the proposed five-phase methodology is based on
well-established forensic techniques, it is designed not merely as a recapitulation
of existing tools, but as an effort to formalize and unify fragmented practices
into a coherent, operational process. Each phase, detailed below, reflects decision
points based on trade-offs observed in real-world investigations, such as when
to prioritize entropy-based analysis over semantic analysis, or how the choice of
plugins affects artifact reliability across different operating system versions.

4.1 Evidence Preservation and OS Characterization

This phase protects the original memory dump and characterizes the underlying
operating system. A memory dump captures volatile system data, including
processes and state information. Evidence must be preserved using write-locking
and cryptographic hashing techniques (e.g., MD5, SHA-1, or SHA-256) to ensure
integrity.

System profiling determines the operating system version, architecture, and
memory layout using Volatility plugins such as imageinfo (Volatility 2) or ban-
ners and info (Volatility 3). Proper characterization facilitates accurate inter-
pretation of artifacts related to adversarial techniques in subsequent analysis
phases.

4.2 Raw Data Analysis

This phase examines the memory dump at the byte level, regardless of operating
system abstractions, and allows for identifying early indicators that might not
yet be reflected in process structures or loaded modules. Analysts should employ
entropy analysis, pattern matching, and binary carving to discover embedded
payloads, encrypted data regions, or residual shellcode. Tools such as binwalk,
bulk_extractor, and YARA rules allow low-level inspection of raw memory for
patterns associated with obfuscation, cryptographic materials, or known mal-
ware signatures. Entropy-based heuristics help locate suspicious sections, while
custom YARA rules can focus on unpacking stubs, encrypted payload headers,
or command and control string templates.

Volatility’s yarascan, malfind, and strings plugins are particularly effec-
tive in this phase: yarascan applies YARA rules directly to memory pages,
identifying matches even within injected or unallocated regions; malfind lo-
cates memory areas with suspicious protection attributes (e.g., RWX) and mini-
mal structure, indicating code injection or memory unpacking; and strings can
reveal latent indicators, such as attacker commands or embedded configuration
strings.

This phase is especially important for uncovering techniques such as obfus-
cated files or information (T1027), process injection (T1055), and pre-execution
of payloads. By obviating the dependency on kernel-level metadata, it provides
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Fig.1: Proposed 5-step methodology for malware-related IoC extraction and
analysis in memory forensics.

resilience against rootkits or malware that manipulate system structures to hide
their presence.

4.3 File Data Analysis

This phase focuses on extracting file-level artifacts [39,41], including deleted
executables, configuration files, and embedded payloads. In addition to dump
files, analysts are encouraged to employ tools such as bulk_extractor, fore-
most, scalpel, or binwalk to uncover structured data, file fragments, and com-
pressed content within memory regions. Extracted files should be validated using
a hash-based comparison (e.g., SHA-256) with threat intelligence sources such
as VirusTotal or MalwareBazaar to identify known malware or benign system
components.

Extracted files can also be examined using string extraction tools to retrieve
encoded indicators such as domains, file paths, or mutexes. High-entropy regions
may indicate the use of custom packers or obfuscation layers, requiring unpacking
or emulation before further analysis. Analysts should also investigate evidence
of masking, such as discrepancies between file extensions and magic bytes, or
falsified metadata designed to evade detection (e.g., modified PE timestamps or
altered import tables).
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Finally, correlation with volatile artifacts improves context: open file handles
can reveal which processes interact with suspicious files, and registry keys related
to auto-start extensibility points (ASEPSs) can confirm persistence mechanisms.
Attributes such as anomalous file types, hidden metadata, or evidence of pack-
aging enable the detection of techniques such as ingress tool transfer (T1105)
and masquerading (T1036).

4.4 Volatile Data Analysis

This phase analyzes dynamic runtime structures in memory (such as processes,
threads, sockets, registry hives, and drivers) to detect behavioral artifacts related
to malware execution [3,17,37]. It relies on OS-based analysis and leverages
semantic relationships between volatile objects to provide contextual findings.

Volatility plugins such as pslist, psscan, and pstree help identify active
or terminated processes, including those using stealth techniques such as direct
kernel object manipulation. Hidden or injected threads can be identified through
discrepancies between the scanning and listing plugins. The presence of unsigned
drivers or anomalous service configurations (svcscan, modules) often indicates
persistence tactics or privilege escalation.

Network-related artifacts, such as socket status, active connections, and open
ports, can be extracted with netscan, netstat, and connscan. These indicators
are relevant for uncovering active command and control channels (e.g., applica-
tion layer C2 — T1071.001) and lateral movement attempts. Registry analysis
tools can identify ASEPs [43, 53], which are frequently used to achieve persis-
tence (e.g., T1547.001) [14,50]. Plugins such as printkey, hivelist, and in-
memory hive analyzers can detect volatile registry modifications not present in
disk images. This phase is also key for detecting fileless malware [5,48]: malicious
software that reside entirely in memory and do not download executable files to
disk.

Analysts are encouraged to correlate findings across plugins using heuristics
(e.g., suspicious parent-child process chains, anomalous privileges, inconsistent
timestamps) to strengthen attribution. Volatile data analysis is particularly ef-
fective in identifying active implants, unauthorized network eavesdropping, and
runtime behavior that evades static detection.

4.5 Binary Program Data Analysis

Suspicious binaries identified in previous phases undergo further inspection to
reconstruct their behavior and assess their forensic relevance. Disassemblers and
reverse engineering frameworks such as Ghidra, IDA Pro, or Radare2 allow an-
alysts to explore control flow graphs, identify injected code, and detect opaque
predicates or anti-analysis techniques. Behavior reconstruction is further en-
riched by detecting abnormal runtime features, such as RWX memory regions,
dynamic API resolution, or reflective DLL injection, commonly associated with
stealth execution techniques.
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To complement static inspection, analysts can leverage runtime indicators
and memory-specific anomalies. This includes observing loaded modules (1dr-
modules), payloads decompressed in memory (malfind, yarascan), and active
network activity (netscan, connscan) linked to C2 communications. When dis-
assembled, binaries often reveal hardcoded IP addresses, URLs, or encryption
keys that facilitate campaign tracking and attribution.

Notably, memory-resident binaries may lack symbol tables, relocation data,
or digital signatures due to runtime transformations. In such cases, similarity
digest algorithms (SDAs), such as TLSH, ssdeep, or sdhash, and comparison
with disk-resident binaries can facilitate the recovery of missing metadata or
classification. Emerging tools that support derelocation and feature identification
(e.g., Diaphora, Bindiff) can further improve binary attribution and malware
family identification.

The recovered IoCs in this phase include malware signatures, C2 indica-
tors, encryption keys, and exploit payloads. The indicators align with ATT&CK
techniques such as reflective DLL injection (T1055.002), ezecution in memory
(T1055.012), and file obfuscation (T1027).

5 Challenges and Future Directions

This section identifies and analyzes key challenges affecting the integrity and
reliability of in-memory forensic data, as well as potential lines of research to
address them. These challenges can directly affect the integrity and completeness
of extracted IoCs. We focus on challenges specific to memory-resident data and
discuss opportunities to mitigate their effects.

While the challenges discussed here (e.g., paging, demand paging, smearing,
and binary transformations) have already been acknowledged, we revisit them
from an integrative, tool-centric perspective. Rather than rehashing them, our
goal is to map their forensic implications across all phases of analysis and identify
underexplored areas, such as the lack of tools for paging file integration, the
need for inconsistency scoring in memory snapshots, and emerging methods for
derelocation and behavioral attribution.

Challenge 1: Paging. Paging is a memory management technique in which an
operating system divides physical memory into fixed-size blocks (called frames)
and virtual memory into corresponding pages [33,57]. When physical memory is
full, pages are moved to disk (e.g., pagefile or swap). This optimization means
that some memory regions may not be present in RAM during acquisition.

Data such as code fragments, socket data, or file headers, may be paged out
before memory acquisition. This results in incomplete extractions and compro-
mises the integrity of the byte-level content. Additionally, page alignment and
padding can introduce misleading artifacts, reducing the reliability of signature-
based analysis or byte-level comparisons.

While malicious code can be intentionally paged to evade detection, it must
eventually be loaded to execute, highlighting the classic rootkit paradoz [23]. Page
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files can be used to recover paged data, but current memory forensics tools, such
as Volatility [52], do not allow analysis of these files. Further research is needed
to reverse engineer the structure of page files and integrate their contents with
memory dumps.

Furthermore, detection of zero-byte padding and page alignment noise us-
ing disk forensics-assisted analysis or approximate matching algorithms could
improve content integrity. In this regard, SDAs [6,25,31] show promise for de-
tecting relationships between partial memory data and known malware samples.

Challenge 2: Demand Paging. Demand paging is a lazy loading mechanism in
which pages are only loaded into memory when a process explicitly accesses
them [57]. Pages that are never referenced remain on disk and are neither in
memory nor in the paging file.

Important binary code, including library functions and lazy content, may
never appear in memory, especially in short-lived or low-resource processes. This
leads to partial binaries, inconsistencies between processes using shared libraries,
and gaps in IoC extraction workflows.

Since on-demand paged content may never be loaded into RAM or paging
files, it can only be recovered through disk forensics. Tools that integrate disk-
resident binaries with memory-mined data are needed. A system-level extraction
approach (aggregating shared pages between processes) can improve coverage,
as shown in [16], although further improvements are needed to avoid mixing
modified shared regions. SDAs can also help detect suspicious shared pages that
differ subtly from the expected content [4].

Challenge 8: Smearing. Page smearing occurs when memory dumps are acquired
from live systems, leading to inconsistencies due to memory volatility. Without
hypervisor support or system pause, race conditions can cause changes to data
structures during the dump [38].

The resulting dump may contain inconsistent or outdated pointers, scattered
memory regions, or partially recompiled structures, especially when a process
terminates or deallocates memory during the acquisition. This affects the re-
liability of the tool’s analysis and corrupts high-level representations, such as
process trees or loaded modules.

This challenge primarily affects live memory acquisition. Sophisticated mal-
ware may attempt to manipulate memory structures or induce inconsistencies
during dumping. The concept of temporal forensics [38] introduces a temporal
dimension to memory analysis. Future forensic tools should incorporate times-
tamp tracking of memory regions and report potential inconsistencies to ana-
lysts [44,45].

Challenge 4: Particular Characteristics of Binary Programs. Dynamically linked
binaries resolve external functions at runtime using the operating system’s bi-
nary loader [57]. During this process, relocations, symbol resolution, and signa-
ture stripping modify the binary structure in memory [32,34,51,57]. Extracted
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binaries may be incomplete, differ between processes, or lack original digital sig-
natures and relocation data. This limits the effectiveness of static analysis and
makes behavioral attribution difficult.

To reconstruct more complete executable images, improved symbol recovery
and derelocation techniques are needed. Combining extracted memory binaries
with disk-resident equivalents can enable symbol table regeneration or binary
integrity verification. In this sense, the work in [30] proposes derelocation and
similarity-based validation approaches, but these are still in their early stages.
Additional engineering is required to develop reliable tools in this area.

6 Conclusions and Recommendations

In this paper, we proposed a structured, five-phase methodology for the extrac-
tion and analysis of malware-related IoCs from volatile memory. Each phase re-
lies on specific tools, specifically Volatility plugins and forensic techniques, and is
designed to align the recovered evidence with the adversary behaviors described
in the MITRE ATT&CK framework. By organizing memory forensics into re-
peatable best practices, the proposed methodology improves both investigative
rigor and analytical reproducibility.

However, despite its structured nature, memory forensics is still hampered
by several inherent limitations. Challenges such as paging, on-demand paging,
memory smearing, and runtime transformation of binary programs impact the
integrity and reliability of the extracted evidence. These limitations were ana-
lyzed in detail, and their forensic implications were discussed in the context of
each phase of the methodology.

To improve the forensic robustness of memory-based IoC analysis, future
work should prioritize several complementary directions that directly address
the limitations uncovered in this work. First, the integration of memory and
disk forensics remains fundamental for managing artifacts lost during paging
and on-demand paging. Tools and workflows that jointly analyze RAM and pag-
ing files, while correlating their contents with disk-resident binaries, can signifi-
cantly improve extraction integrity. Furthermore, the development of acquisition
tools capable of tracing the origin and temporal properties of memory regions
could mitigate the effects of smearing, helping analysts detect and discard incon-
sistent or obsolete structures. Similarly, addressing the runtime transformation
of binary programs requires engineering efforts focused on reconstructing exe-
cutable structures in memory. These efforts may include derelocation techniques,
similarity-based validation, and symbol inference by correlating behavior with
known binaries. A promising avenue to achieve these goals is the integration of
approximate matching techniques (e.g., TLSH, sdhash, or ssdeep), which can link
partial or incomplete binaries to their canonical forms. In parallel, the commu-
nity would benefit from reproducible benchmarks and standardized evaluation
metrics that assess the reliability of memory forensics tools under volatile condi-
tions. Overcoming these technical shortcomings will enable more comprehensive,
reliable, and repeatable analysis of memory-resident malware.
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