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Abstract

Malware continues to be a major cybersecurity concern, with increasing volume and sophistication
making effective detection methods essential. Behavior-based approaches rely on high-quality
execution trace data to analyze how malicious software interacts with systems during runtime. Publicly
available datasets often lack sufficient detail, contain limited family diversity, or provide only simplified
API call sequences. In this paper, we present a dataset that addresses this gap by offering a large
collection of richly detailed Windows malware execution traces generated in controlled environments.
It has been generated through automated dynamic analysis, executing the malware samples in a
controlled virtualized environment, specifically, in the CAPEv2 Sandbox on Windows 10 virtual
machines. The raw sandbox analysis reports have been then processed using the MALVADA
framework, a modular Python-based pipeline that filters, structures, labels, and standardizes
execution traces. The resulting dataset consists of 31,844 JSON execution trace files where each trace
contains static metadata, dynamic behavioral information, and labelling fields. The dataset is suitable
for reuse in multiple research contexts, including the development and benchmarking of malware
detection methods, behavioral clustering, dynamic analysis of malicious software, and automated
labelling studies. Its standardized JSON structure facilitates integration with existing data analysis and
machine learning pipelines, as well as combination with other datasets for extended studies.
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area
Type of data JSON format

Data collection

The dataset was generated executing malware samples in a virtualized controlled
environment and monitoring the exhibited activity. Specifically, KVM was used to
deploy several virtual machines (VMs) running Windows 10 x64, and the CAPEv2
sandbox to automate sample submission, execution and activity report generation.
Each of these reports contain key events occurred during the sample execution:
created processes, sequence of APl invocations, used system resources, network
communications, etc. Subsequently, the MALVADA tool was used to curate, filter
and label these malware reports. The labelling was based on the functionality of
the AVClass tool.

Data source
location

The analyzed malware samples were obtained from several publicly available
malware repositories like VX-underground, Malware Bazaar, VirusShare, theZoo,
and MalShare.

Data accessibility

Repository name: WinMET (Windows Malware Execution Traces) Dataset{
Data identification number: [10.5281/zenodo.1264755ﬂ

Direct URL to data: https://doi.org/10.5281/zenodo.12647SSSI
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https://doi.org/10.1016/j.s0ftx.2025.102082. [1]

VALUE OF THE DATA

The Windows operating system is one of the main targets for malware [2], as it is the most used
OS worldwide [3]. This dataset contains comprehensive behavioral information of approximately
32,000 execution traces of Windows malware samples. Each trace includes detailed contextual
data such as API call sequences with arguments and return values, process trees representing
spawned processes, accessed files and registry keys, synchronization objects, and network
communications. This level of detail goes beyond simplified datasets that are available for the
scientific community which typically only provide APl names or identifiers.

This dataset has been generated using a reproducible process which is based on an ecosystem of
open source and publicly available tools. The process is structured as a modular pipeline with
clearly defined steps, including malware execution, report generation, incorrect report detection,
duplicate filtering, sensitive data anonymization, trace generation in JSON format, malware family
labeling, and statistical reporting. The reproducibility of this pipeline facilitates the replication of
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the dataset creation process by other researchers, allowing the execution of new malware samples
and the generation of additional execution traces to enrich and update the dataset.

e Traces of the dataset have been labelled with metadata describing their corresponding malware
family. CAPE [4] and AVClass [5] have been used in the labelling procedure. These labelled traces
are particularly suitable for malware recognition and detection based on Artificial Intelligence (Al)
techniques. The dataset’s scale (approx. 32,000 samples) and diversity of families and behaviors
support a variety of data-driven research tasks, including feature extraction, supervised and
unsupervised learning, and benchmarking of classification models. Additionally, JSON formatting
simplifies preprocessing for sequence modeling, graph-based learning, and statistical analysis.

e The dataset can be used by researchers in cybersecurity, data science, and software engineering.
Its detailed traces allow dynamic malware analysis, APl sequence mining, labeling standardization,
and visualization of malware behavior. The standardized JSON format facilitates integration into
analytical pipelines, visualization tools, and machine learning workflows without requiring
complex conversions. The dataset includes both behavioral data and metadata, enabling its use in
multiple research contexts such as behavioral clustering, anomaly detection, attack
reconstruction, and tool development. The open and structured nature of the dataset supports
collaboration between different research areas and institutions.

BACKGROUND

The growing sophistication and frequency of cyberattacks have intensified the need for advanced
mechanisms able to prevent intrusions and accurately detect the type of malware responsible for
them. The development and evaluation of such mechanisms strongly depend on the availability of
high-quality datasets. However, existing malware execution datasets are often limited in size and the
type of contextual information that include. Consequently, there is a clear need for new datasets that
capture detailed behavioral traces of malware and are openly available to the research community.
Furthermore, the maintainability and extensibility of these datasets should be guaranteed over time
to support the continuous research progress and more robust and reliable detection strategies capable
of effectively responding malware evolution.

The theoretical background of this work is grounded in behavior-based malware analysis, which
examines sequences of API calls and system interactions to characterize and differentiate malicious
programs. Methodologically, malware samples are executed in a controlled sandbox environment to
monitor and capture their execution behavior. This behavior is subsequently structured in traces that
include metadata related to the characterization and typology of malware. These resulting traces are
the starting point to understand, interpret and analyze malware execution behavior.

DATA DESCRIPTION

The dataset is hosted on Zenodo [6], an open-access and multi-disciplinary online repository. It
comprises execution trace data in JSON format and files containing malware family labels. The traces
are compressed into several archive volumes. Table 1 describes the organization of the dataset and
the supplemental files.
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Table 1. Organization of the dataset.

File / Volume Type / Format Contents / Purpose

WIinMET _volume | 7-zip archives
1.7z.. (password Each volume contains a subset of the execution trace
WinMET volume | protected: JSON files (total across volumes: 31,844 JSON traces).
5.7z “infected”)
avclass_report_to

-rep L Mapping of each execution trace to the label assigned
_label_mapping.j | JSON

by AVClass.
son
cape_report_to | . . .
T Mapping of each execution trace to the label assigned

abel_mapping.jso | JSON . i
" by the CAPE sandbox labeling algorithm.
reports_consensu ISON For each execution trace, provides both its CAPE and
s_label.json AVClass labels.

The traces are split into 5 volumes, each containing approximately 6,369 JSON files (except the final
one with 6,368). Compressed size per volume is about 2.5 GB, uncompressed size per volume is about
154 GB. Total compressed size: =13 GB; total uncompressed size: =750 GB for all volumes combined.
Each JSON file in the volumes is an execution trace. A trace contains (among other keys) metadata
about the executed sample (identification hashes, imported DLL or information about the executable
structure), the dynamic execution behavior (processes, sequence of API calls, parameters and results
of those API invocations, accessed resources, etc.), and labeling information (results returned by
vendors and the malware family labels determined from those results). Table 2 lists the most relevant
JSON entries for each execution trace.

Table 2. Most important JSON keys of an execution trace.

JSON Key Description
. Array containing antivirus detection results and related metadata, derived
detections , .
from sandbox analysis and VirusTotal.
Object containing metadata about the analyzed malware file, including
target cryptographic hashes, PE structure, imported functions, strings, and VirusTotal

scan results.

target.file.md5 /
sha256 / ssdeep

Cryptographic hashes (MD5, SHA-256, SSDEEP) used to uniquely identify the
malware sample and detect duplicates.
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target.file.impor
ts

List of imported libraries (DLLs) and their functions, including addresses and
names, extracted from the PE header.

target.file.pe

Information about the Portable Executable (PE) structure, including resources
and sections.

target.file.string
s

Strings extracted from the binary, which can provide indicators of functionality
or obfuscation.

target.file.virust
otal

Object containing VirusTotal scan information, including scan ID, number of
positives, total engines used, and vendor signature results.

dropped Array of files or artifacts dropped or created by the malware during execution.
Object containing detailed dynamic analysis data gathered during execution,
behavior including processes, API calls, process trees, and summaries of accessed

resources.

behavior.proces
ses

Array of processes spawned during execution. Each process entry includes a
unique ID, parent ID, and a list of API calls invoked.

behavior.proces
ses.process_id

Numerical identifier of the process analyzed within the trace.

behavior.proces
ses.calls

List of individual API calls made by a process during execution, including
categories, names, arguments, and return values.

behavior.proces
ses.calls.categor

y

Broad category of the API call (e.g., filesystem, network, registry,
synchronization).

behavior.proces
ses.calls.api

Name of the specific APl function invoked.

behavior.proces
ses.calls.argume
nts

Array of argument name—value pairs passed to the API function during
execution.

behavior.proces
ses.calls.return

Return value from the API call, captured at runtime.

behavior.proces
stree

Hierarchical structure showing parent—child relationships among processes
spawned during execution.
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behavior.summa | Aggregated summary of system resources accessed by the sample, including
ry files, registry keys, mutexes, executed commands, and other artifacts.

avclass_detectio | Malware family label assigned by the AVClass tool, derived from VirusTotal
n vendor signatures.

Depending on the sandbox configuration, additional metadata may be
included, such as network activity, synchronization primitives, or extended
analysis artifacts.

Additional fields
(...)

The dataset includes a large and diverse set of malware families, as identified by both the AVClass and
CAPE labeling algorithms. Figure 1 and Figure 2 show the top 15 malware family labels assigned by
AVClass and CAPE, respectively, ranked by the number of samples associated with each family. The
percentages shown in the figures are calculated relative to the total number of labeled samples,
excluding those assigned the “(n/a)” label, which is assigned samples that could not be identified as
any malware family by some of the algorithms. These unlabeled samples are part of the dataset but
are not represented in the figures.

A comparison of both figures shows discrepancies in the families recognized by both labelling
algorithms. AVClass infers malware families from the consensus of multiple antivirus engines, while
CAPE identifies them based on dynamic behavior analysis. Therefore, these approaches apply different
methodologies that often lead to variation in labelling. Nevertheless, these variations highlight the
value of combining both perspectives, integrating a static (based on antivirus) and dynamic (on
execution behavior) labelling. The result is reliable characterization of malware samples.
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111 Figure 1. Distribution of AVClass labels (percent w.r.t. total amount of execution traces).
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115 Figure 2. Distribution of CAPE labels (percent w.r.t. total amount of execution traces).

116 EXPERIMENTAL DESIGN, MATERIALS AND METHODS

117  The dataset was acquired by executing Windows malware samples in a controlled virtualized
118  environment and collecting their execution traces. Those samples were obtained from several publicly
119 available malware repositories such as VX-underground, Malware Bazaar, VirusShare, theZoo, and
120 MalShare.

121  The process of execution trace generation consisted of three main stages that are represented in Figure
122 3: (1) sandbox execution of malware samples using an enhanced version of the CAPEv2 Sandbox
123  platform, (2) collection and preprocessing of dynamic analysis reports generated by CAPE, and (3)
124  automatic processing and labeling of reports using the MALVADA framework to produce standardized
125  JSON execution traces and associated family labels.
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Figure 3. Data acquisition process.

Environment for the execution of malware samples

A controlled malware analysis environment was deployed on a dedicated Ubuntu 22.04 LTS host using
KVM virtualization. Samples were executed within Windows 10 x64 virtual machines (VMs). Although
Windows 10 was used at data-collection time, the setup is fully portable to Windows 11 VMs,
facilitating future dataset updates and methodological continuity. While minor differences in system
internals and APl implementations exist between Windows 10 and Windows 11, these do not
substantially affect the structure of the collected execution traces, as the CAPEv2 monitoring hooks
target stable Windows API layers. Each VM was instrumented with a modified version of CAPEv2
Sandbox to monitor and log system activity generated by malware during runtime. We used the CAPE
Hook Generator [7] tool to generate C-language hook skeletons, which were then inserted into CAPE’s
monitoring module (capemon) and recompiled. These hooks targeted additional APIs related to file
and registry operations, network communications, memory usage and process injection,
synchronization objects (e.g., mutexes, semaphores). These API invocations are necessary for
understanding the execution behavior of malware, specifically, those related to the use of system
resources and shared objects. The virtual machines executed samples in isolation to prevent network
interference or contamination between analyses. Incorrect executions due to crashes or connectivity
errors were discarded automatically.

The result of sample executions was a collection of CAPE reports. These reports were stored in an
internal data server to be preprocessed. This preprocessing mainly consisted of applying a set of filters
to guarantee that the samples were executed correctly. Execution suspected of exhibiting evasion
behaviors were discarded from the repository of reports.

Trace generation with MALVADA

The MALVADA tool was used to process CAPE reports in order to extract key data for understanding
the malware execution behavior. This tool generates a detailed execution trace for each report which
includes: the process tree, the API call sequence of each process, the parameters and results of those
calls, accessed operating system resources, network communications, and used synchronization
objects, among others. Besides, two labels are assigned to each trace for determining the malware



155
156

157
158
159
160
161
162

163
164
165

166

167
168
169
170

171
172
173

174
175
176

177
178
179

180
181
182
183

184

185
186
187
188
189
190

- Data in Brief Article template

Open access

family of the corresponding sample, generated by the labelling algorithms of CAPE and AVClass,
respectively.

Internally, MALVADA was designed as a modular pipeline able to process efficiently large-scale
collections of execution reports. The stages of the pipeline provide functionality to filter incorrect or
duplicated reports, to transform reports into execution traces (in JSON format) by extracting and
structuring relevant data about the execution behavior and context, to anonymize sensitive
information, and to generate the malware family labels. Besides, the tool generates different statistics
about the processing of the reports and the composition of the final dataset of traces.

MALVADA was programmed in Python. It works with minimal user intervention and offers a variety of
configuration parameters related to its deployment and the report processing (a detailed description
of these parameters can be found in [1]).

LIMITATIONS

The dataset is limited to execution traces generated in a controlled sandbox environment using a
specific configuration of CAPEv2 Sandbox on Windows 10 virtual machines. As a result, those behaviors
that rely on a certain type of user interaction besides the default mouse movement, system-specific
configurations, or evasion techniques targeting sandboxes may not be fully captured.

Although the dataset contains over 30,000 traces, it does not cover the complete spectrum of existing
malware families and variants, and the distribution of samples across families is uneven. Some families
are represented by many samples, while others are less frequent.

The labelling of samples depends on CAPE and AVClass algorithms, which are based on vendors
integrated into VirusTotal. These labels may contain inconsistencies or inaccuracies due to differences
in vendor naming conventions and detection capabilities.

Finally, the dataset focuses exclusively on Windows malware and does not include benign software
traces or malware targeting other platforms, which limits its representativeness for cross-platform
behavioral studies.
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