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Abstract. Computer systems are potentially targeted by cybercrimi-
nals by means of specially crafted malicious software called Advanced
Persistent Threats (APTs). As a consequence, any security attribute of
the computer system may be compromised: disruption of service (avail-
ability), unauthorized data modification (integrity), or exfiltration of
sensitive data (confidentiality). An APT starts with the exploitation of
software vulnerability within the system. Thus, vulnerability mitigation
strategies must be designed and deployed in a timely manner to reduce
the window of exposure of vulnerable systems. In this paper, we evalu-
ate the survivability of a computer system under an APT attack using a
Markov model. Generation and solution of the Markov model are facili-
tated by means of a high-level formalism based on stochastic Petri nets.
Survivability metrics are defined to quantify security attributes of the
system from the public announcement of a software vulnerability and
during the system recovery. The proposed model and metrics not only
enable us to quantitatively assess the system survivability in terms of se-
curity attributes but also provide insights on the cost/revenue trade-offs
of investment efforts in system recovery such as vulnerability mitigation
strategies. Sensitivity analysis through numerical experiments is carried
out to study the impact of key parameters on system secure survivability.

Keywords: APT, Cyberattacks, Markov chains, Stochastic reward
nets, Security metrics, Survivability, Transient analysis

1 Introduction

The number of incidents related to cyberattacks is increasing rapidly, according
to numerous reports [1H3]. These cyberattacks have a cost of downtime and
cleaning up of compromised systems, besides loss of customer confidence and
of other possible long-term consequences due to loss and theft of information.
This situation becomes specially critical when cybercriminals attempt to attack
infrastructures that provide essential services to the society, such as financial
services, power distribution, or water treatment plants [4]. In these systems, an
intentional malfunction causing a discontinuity of service may lead to fatalities or
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injuries. Unfortunately, the number and sophistication of cyberattacks targeting
these systems demonstrate an increasing trend [54(6].

Malicious software (malware) are pieces of software specially crafted by cy-
bercriminals to achieve their malicious goals [7]. There exist different types of
malware depending on their behavior, such as viruses, worms, botnets, or keylog-
gers, among others [§8]. When malware are designed to target a specific system,
they are known as Advanced Persistent Threats (APTs) [|9]. The term “ad-
vanced” means the target requires a sophisticated attack, since attackers make
a previous reconnaissance of the target to know in advance as much as possible
about the system to compromise. The term “persistent” means the goal of the
threat is to maintain a presence on the targeted system for long-term control
and data collection (which are later exfiltrated).

One of the first APTs was Operation Aurora, publicized by Google in 2010.
Presumably coming from China and with an extremely wide-scale range, it
targeted companies of different domains, such as Yahoo, Google, Symantec,
Northrop Grumman, Morgan Stanley, and Dow Chemicals [10]. Another well-
known APT is the Stuznet attack, also discovered in 2010. This cyber weapon,
attributed to the US and Israel, was specially designed to exploit Siemens PLCs
in SCADA networks affecting Iranian nuclear facilities [9,[11]. APTs discovered
in the wild from 2007 to 2013 with political intent, such as GhostNet, Flame, or
DarkSeoul, among others, are summarized in [12].

An APT comprises of different stages. In entry point and exploitation stages,
the APT gains access to a targeted system by means of zero-day vulnerabilities
(i.e., a software flaw that is unknown to the vendor) or vulnerabilities already
known but not yet patched. For instance, Stuxnet used four different zero-day
vulnerabilities. After gaining access, the APT tries various methods to make
itself persistent into the system (infection stage) and starts looking for data
of interest to be stolen or modified (lateral movement stage). Once sensitive
data are obtained, the APT will modify or send those data out of the organiza-
tion’s network boundaries (denoted ezfiltration stage), thus compromising data
integrity and confidentiality. In addition, the various actions undertaken during
the attack may crash the system and then reduce system availability.

Assessing the impact of APTs on a system is important to characterize the
system against these unexpected and intentional failures and to evaluate miti-
gation techniques that may be applicable. In this regard, survivability refers to
a system’s ability to withstand malicious attacks and support the system’s mis-
sion even when parts of the system are damaged [13]. This paper, in particular,
defines the system secure survivability as a transient measure of the ability of the
system to provide pre-specified service with a certain security assurance during
the system recovery from a vulnerability.

In this paper, we assess the survivability of a computer system targeted by
an APT. A security model is developed to capture both the behavior of the
system’s response to a security attack and the actions performed by an attacker
to cause such an attack. We make a simplifying assumption that all relevant
event times are exponentially distributed and thus the model is a homogeneous
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continuous time Markov chain (CTMC). Note that a number of techniques are
available to relax this assumption if needed [14]. We leave the relaxation of this
assumption for future work. The generation and solution of the proposed Markov
model is automated using a variant of stochastic Petri nets called Stochastic
Reward Nets (SRNs). SRNs have been successfully used in the analysis of several
domains [15H19], and can easily represent common characteristics of computer
systems such as concurrency, synchronization, conditional branches, looping, and
sequencing. We furthermore define four survivability metrics (see Section for
details) that account for: i) system recovery, ii) system availability, and iii) data
confidentiality and/or integrity loss; after the public announcement of a software
vulnerability and during vulnerability mitigation strategy is being deployed.

Related Work. Research has been conducted on survivability modeling and anal-
ysis in various fields and from different perspectives [20-24]. Regarding surviv-
ability metrics, little research has proposed quantitative evaluation metrics in
terms of survivability. Quantitative measures were proposed in [25] to analyze
the survivability of a resilient database system against intrusions, modeled with
CTMC. This work was later extended to semi-Markov processes in [26]. Similarly,
a general approach for survivability quantification of networked systems using
SRNs was given in [27]. Survivability assessment of the Saudi Arabia crude-oil
pipeline network, modeled with Generalized Stochastic Petri nets, was performed
in [28]. All these works only analyze availability under unexpected events.

However, to the best of our knowledge, no work exists that proposes a quan-
titative assessment of the system secure survivability. The developed model in
this paper not only considers the response of the system to a security attack, but
also the actions performed by an attacker to cause such an attack and consider
the transient behavior of the system in face of an attack. The proposed model
and metrics let us investigate system security attributes (namely, confidential-
ity, integrity, and availability [29]) during the transient period which starts after
a vulnerability discovery and through all the stages of an APT, until the vul-
nerability is fully removed from the system. This paper shows that the results
not only enable us to quantitatively assess the system survivability in terms of
security attributes but also provide insights on the cost/benefit trade-offs of the
investment in system recovery efforts such as vulnerability mitigation strategies.

This paper is organized as follows. Background on Petri nets and Stochastic
Reward nets is provided in Section [2] The system description and the model
considered in this paper are presented in Section [3] Then, Section [d] deals with
numerical results and discussion. Finally, Section [5] concludes the paper and
outlines future work.

2 Previous Concepts

A Petri net [30] (PN) is a 4-tuple N' = (P,T,Pre, Post), where P and T are
disjoint non-empty sets of places and transitions, and Pre (Post) are the pre—
(post—)incidence non-negative integer matrices of size |P| x |T'|. The pre- and
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post-set of anode v € PUT are respectively defined as *v = {u € PUT|(u,v) €
F} and v* = {u € PUT|(v,u) € F}, where FF C (P x T)U (T x P) is the set of
directed arcs.

Graphically, a PN is a bipartite directed graph having two disjoint types
of nodes: places, drawn as circles; and transitions, drawn as bars. A directed
arc that connects a place (transition) to a transition (place) is called an input
(output) arc of the transition. An arc never connects the same type of nodes. A
positive integer inscribed next to an arc specifies the multiplicity associated with
the arc. Places that connect to a transition by input arcs are named input places
of the transition. Similarly, places that are connected to a transition by output
arcs are named output places of the transition. Each place may contain zero or
more tokens, depicted by an integer (or black dots) within the circle representing
the place. The number of tokens of a place denotes the marking of the place. A
Petri net system, or marked Petri net S = (N, myg), is a Petri net N with an
initial marking mqg € Z|>PO‘.

A transition t € T is enabled when each of its input places has, at least,
as many tokens as the multiplicity of the corresponding input arc. An enabled
transition ¢ can fire triggering, upon firing, two actions: first, a number of tokens
equal to the multiplicity of the corresponding input arc is removed from each
of its input places; and second, a number of tokens equal to the multiplicity of
the corresponding output arc is deposited in each of its output places. Thus, the
firing of a transition may yield a new marking of the Petri net, named reached
marking. The reachability set is defined as the set of all markings reachable
through any possible sequence of transitions, starting from the initial marking
mg.

Stochastic Petri nets are Petri nets where each transition has an exponen-
tially distributed firing time. Generalized Stochastic Petri nets [31] (GSPN) allow
transitions that fires in zero time, named as immediate transitions and repre-
sented by thin black bars. The transitions that follow any distribution firing time
are named timed transitions and represented by unfilled rectangles. Immediate
transitions have always priority over timed transitions to fire. Similarly, imme-
diate transitions with the same input places may have defined a probability to
calculate the one that fires when they compete for firing. GSPN also includes
inhibitor arcs.

A Stochastic Reward Net (SRN) [32] is a GSPN augmented with reward
functions. In SRN, an enabling function (also called a guard) defines the enabling
function of a transition as a marking-dependent function. In addition, both arc
multiplicities and firing rates are allowed to be marking-dependent. SRN allows
us to compute measures of interests by defining reward rates at the net level.

3 System Description and Model

To analyze and quantify security attributes of a system, we consider not only the
system defender’s response to a security attack, but also the actions taken by an
attacker to cause the attack. This requires that the security model incorporates
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the behavior of both elements. In the following, we first describe the system
considered in this paper, and then we present a Stochastic Reward Net model
for survivability analysis of this system.

3.1 System Description

Fig. [1| depicts a flowchart detailing the actions of both the attacker and the
defender, and the system changes due to these actions during the recovery from
a vulnerability.

Let us consider a system in which an attacker has some interest in accessing
into it. The attacker has acquired a previous knowledge of the system, but at the
beginning there are no known vulnerabilities the attacker can take advantage of.
We consider the attacker is not skillful enough to find unknown vulnerabilities.
When a vulnerability is fully disclosed, the system is in the vulnerable state.
Meanwhile, the defender starts the patch implementation and the attacker starts
the exploit implementation. In the following, we use patch and vulnerability
mitigation strategy interchangeably. The shaded part with dotted line in Fig.
describes the system state transitions and the shaded rectangles in it represents
the system states.

There are eight system states: System is vulnerable, Patching, Fizing, Failing,
Infected, Lmoved, Exfiltrated, Crashing. The transitions to any of the left four
states are triggered by attacker actions. Upon finishing the exploitation soft-
ware, the attacker starts a sequence of actions to destroy the system security at
least in terms of confidentiality, integrity, and availability. These actions include
infecting the system, keeping itself persistent in the system, searching sensitive
data and making these data benefit them. The last two actions are repeated,
forming a loop. Each attacker action may crash the system, denoted by Crash-
ing state. In addition, the software bugs, such as Mandelbugs [33], may lead to
system failure, denoted by Fuailing state. If the system crashes or fails, it must
be fixed immediately. During the fixing, both the defender and the attacker can
do nothing to the system. We assume that as long as patch is ready, it must be
deployed into the system immediately. Thus, for each attack action, System fails
and Patch ready must be checked in the first place. Since each attacker action
may crash the system, for each attack action, we will check whether the attacker
action succeeds before a system state transition occurs.

We assume that when the system completes this fixing, there is no APT code
in the system but the vulnerability still exists. Such constrain may be relaxed.
We leave the modeling of the relaxed system for future work. The system is
unavailable before system failure or crash is fixed. Upon completing recovery,
the system enters into good state, denoting that the vulnerability does not exist
in the system. But when the system fails or crashes, the strategy can only be
deployed after the system failure or crash is fixed. Without loss of generality,
the deployment process is assumed to never fail and is not affected by APT. In
addition, the system is unavailable during the mitigation strategy deployment.

Survivability has been defined by ANSI T1A1.2 committee as the transient
performance of a system after an undesirable event [34]. The metrics used to



6 R.J. Rodriguez, X. Chang, X. Li and K.S. Trivedi

( Vulnerability discovered )

4 \

‘ Patch implementation ‘ Exploit code implementation ‘

______ R

v v

‘ System is vulnerable ‘

7
7
v

—
4

Patch ready?

YY

Patch ready? N
Y
y |

| g » N

A
AV Exfiltrated
Patching

% S
"

Fig. 1. Flowchart depicting events in a system under an APT attack, after a vulnera-
bility is announced and during the mitigation strategy implementation.
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Fig. 2. Stochastic Reward Net model.

quantify survivability vary according to applications, and depend on a number
of factors such as the minimum level of performance necessary for the system to
be considered functional and the maximum acceptable security loss of a system.
Performance levels are assigned as reward rates. In this paper, we classify the
metrics into two broad categories:

— Instantaneous metrics are transient metrics that capture the state of the
system at time ¢ after the occurrence of an undesired event. An example of
an instantaneous metric is the probability that the vulnerable system has
been recovered at time t.

— Cumulative metrics are integrals of instantaneous metrics, that is, expected
accumulated rewards in the interval (0, ¢].

The metrics considered in this paper include

Metric m;. Probability that the vulnerable system has been patched at time
t;

Metric mo. Probability that the system is unavailable at time ¢;

Metric m3. Mean accumulated time that the system is unavailable in the in-
terval (0,¢]; and

Metric my. Mean accumulated loss of system confidentiality and integrity loss
in the interval (0, ¢].

Note that survivability metrics are transient metrics computed after the an-
nouncement of a vulnerability. In the remainder of this paper, time ¢ refers to
the time since a vulnerability is found and is measured in days.

3.2 Stochastic Reward Net Model

Fig. [2| shows an SRN model for the survivability analysis of a system under
an APT attack. Table [I| shows the definition of variables, while Table [2| shows
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guard definitions. When a software vulnerability is identified, Thugfound fires
with a quick rate 6. One token is removed from ppygfound and one token is put
in pyul,, Poul, @A Pprepare €ach, representing that system failure, exploitation
code implementation and mitigation strategy implementation start concurrently.

When the exploit code is ready, T, fires. Then, one token is taken from
Duw and one token is deposited in Pespioir, and one token is deposited in prye;-
Guard function g,.; determines whether or not a token is put in pezpioic. Only
when the system does not fail (represented by a token in pyy, ), tyw fires and a
token is put in pegpioir. That is, the number of tokens in place pegpioit, is used
for determining whether the exploit code is ready after the system failure or
crash is fixed. Places pegpioit, Dinfects Pimov, a0d peri represent the status of the
attacker in the system. When Teypioi fires, one token is taken from pegpioir and
one token is put in p;nfect, representing that exploit code is injected into the
system successfully with mean time 1/(Aegpioit - p1)- This injection process may
fail resulting in the system crash, represented by firing 7,,. For this situation,
one token is taken from pegpioir and one token is put in perqsn. The firing rate is
(1—p1)-Aezpioit- In addition, the system may fail due to other reasons, represented
by firing Ty, with mean time 1/Afq;. That is, one token is taken from pegpioit
and one token is put in pyqy. Similar explanations are applicable to transitions
from Pinfect, Pimov, and Pefitl-

A token in place pprepare denotes the condition that the mitigation strategy
is under implementation. When T)rcpare fires, one token is taken from pprepare
and one token is put in preqdy, representing that the strategy is ready for deploy-
ment. When there is a token in Pready and DPrepair (pvulapexploitapinfectvplmova or
Pefil), the immediate transition t; (t2,ts,t4,ts5, or tg, respectively) fires. Then,
a token is taken from Pready and Prepair (pvuhpezploitapinfect7plmov7 or pefil)
and deposited in place pgepioy. The place pgepioy represents that the system be-
gins the deployment of the mitigation strategy. When Tjepioy fires, one token is
taken from pgeproy and one token is put in pgooq, representing that the system
completes the mitigation strategy deployment and enters into state GOOD.

The priority of ¢; over t; aims to achieve the following goal: when the mitiga-
tion strategy and exploit code are both available, the mitigation strategy must
be deployed immediately. Then, ¢; is fired and one token is taken from pj.cqdy
and Prepair €ach, and one token is put in pgepioy- If the strategy is not ready but
the exploit code is available, then t; is fired. At this time, one token is taken
from prepeir and Pezpioit, €ach, and one token is put in pegpioir and Peaploit, -
If both are unavailable, then ¢ does not fire and the token is kept in prepqir-
Later, when mitigation strategy or exploit code is available, transition t; or t7
fires, respectively.

Based on this model, we use the SPNP software package [35] to calculate the
four metrics mentioned at the end of Section [3.1] as follows:

— The value of m; at time ¢ is the expected number of tokens of pgooa at time
t.

— The value of my at time t is the expected number of tokens of (Perash +Pfair +
Pdeploy) Gt time t.
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Symbol Definition Mean value
1/6 Mean time that the discovered vulnerability is known to all 30 min
1/Aprepare Mean time for implementing a mitigation strategy 20 days
1/Adepioy Mean time for installing the mitigation strategy 12 days
1/Avuin  Mean time for generating the exploit code 4 days
1/Afair Mean time that the computer system fails 365 days

1/Afic  Mean time that the computer system completes the failure or 2 days
crash fixing
1/Aefi Mean time that the attacker obtains the desired information 2 days

1/Aewpioir Mean time for injecting the exploit code into the system 7 days
1/Xing Mean time that the exploit code is persistent 1 days
1/Aimov Mean time that the attacker finds sensitive data of interest 7 days

1 Probability that the exploit code works in the system 0.6

02 Probability that the exploit code is persistent 0.6

03 Probability that the attacker finds its target 0.6

P4 Probability that the attacker obtains the desired information 0.6

Table 1. Definition of variables used in monolithic SRN model.

Guard Values
gour  if (#(poui,) == 1) then 1 else 0
gfs  if (#(pow) == 1) then 1 else 0
Table 2. Guard functions for the SRN model.

— The value of ms in the interval (0,¢] is the expected accumulated reward of
(pcrash + Pfail + pdeploy) by time t.

— The value of my in the interval (0,¢] is the expected accumulated reward of
Dexfil bY time t.

4 Numerical Results and Discussions

In this section we present the numerical results obtained using SPNP software
package [35] to solve the SRN model. In particular, we report the metrics previ-
ously described.

1/ Aprepare 18 set to 20 days according to [36] and our analysis of vulnerability
data set of Google Project Zero security team [37]. Similarly, 1/Ayuin is set to 4
days according to [38]. Values of the other parameters now are unknown to us
and are set based on intuition for sensitivity analysis. Table [1| gives the default
values considered of each parameter.

We first investigate the effect of A,repare o0 both the transient probability of
GOOD state and the probability that the system is unavailable (that is, m; and mq
metrics, respectively). Fig. [3| and [4] plot these results, respectively. Probabilities
P1, P2, p3, and py are set to the value denoted by crash probability. P04, P08,
P12 , P16, and P20 represent the results of 1/Aprepare = 4 days, 8 days, 12
days, 16 days, 20 days respectively. We carry out numerical analysis under crash
probability of 10% and 40%.
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From Fig. Ba) and (b), we observe that crash probability has little effect
on the probability of GOOD state for each Aprepare in our parameter configura-
tions. The reason is that as long as the mitigation strategy becomes ready, the
system can immediately enter into the deployment phase no matter which state
of Pouin s Pexploits Pinfects Plmov, and Pex fil is. HOWGVGI’, the influence of )\prepare
value is significant. The larger Ap;cpare, the larger increase in the probability of
GOOD state at time ¢. That is, the smaller 1/Ap epare is, the quicker the system
is recovered.

Crash probability = 10% Crash probability = 40%

Probability of GOOD state at time ¢
Probability of GOOD state at time ¢

0 10 20 30 40 50 0 10 20 30 40 50
Time (days) Time (days)
(a) Crash probability of 10% (b) Crash probability of 40%

Fig. 3. Probability of GOOD state at time ¢ under different crash probabilities (metric
ml).

However, Fig. El(a) and (b) indicate that both crash probability and Aprepare
have obvious effects on the probability that the system is unavailable at time ¢.
This probability increases first and then decreases with ¢. The reason is as fol-
lows. At the beginning, only the system failure with very small rate contributes
the probability of unavailable system. When the exploitation code is ready, the
system crashes frequently. In addition, when the mitigation strategy is ready,
the strategy deployment also contributes to the probability of unavailable sys-
tem. Thus, this probability increases first and later decreases with the system
entering into state GOOD. Fig. a) and (b) indicate that in most time, the larger
1/Aprepare, the larger probability of unavailable system at time ¢. However, it
is not hold at the beginning: we can observe that the smaller 1/A, epare, the
larger probability of unavailable system at time t. This is due to the probabil-
ity of DEPLOY state. Fig. [5(a) and (b) show the probabilities of CRASH+FAIL and
DEPLQY states, respectively, when crash probability is 10%. The same discussions
apply to the results in Fig. [6] which depicts the mean accumulated time of un-
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Fig. 4. Probability of unavailable system at time ¢ under different crash probabilities
(metric ma).

available system under different crash probabilities (metric m3). Table [3| defines
the reward rate functions used.

Measure Definition

System Unavailability 1: if (#(prai) == 1 or #(Perash) == 1 or #(Ddeploy) == 1)
0: otherwise

Confidentiality loss 1: if (#(pesu) == 1)
0: otherwise

Table 3. Reward rate definition.

Metric my4 defined in Section [3.1] can be used for computing loss of con-
fidentiality+integrity, integrity, or confidentiality. It depends on the attacker
objective. Without loss of generality, we consider the confidentiality in the ex-
periments. The system confidentiality loss per day is defined as 1. Fig. El(a) and
(b) plot the mean accumulated loss of system confidentiality by time ¢, under
different crash probabilities (metric my4). We can see that the larger 1/ Aprepare
and/or the smaller crash probability, the larger mean accumulated time and loss.

5 Conclusions and Future Work

Cyberattacks are increasing rapidly according to numerous security vendor re-
ports. These attacks affect normal operations of computer systems leading to
large periods of unavailability, unauthorized data modification, or exfiltration
of sensitive data. Furthermore, these attacks become specially critical when in-
frastructures that provide essential services are targeted, since disruptions or
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Fig. 7. Mean accumulated of system confidentiality and integrity loss by time ¢ under
different crash probabilities (metric ma).

malfunctioning of services may lead to fatalities or injuries. Malicious software
specially crafted to target a specific system are known as Advanced Persistent
Threats (APTs). An APT aim at compromising the security of the targeted sys-
tem and gather sensitive data or steal intellectual property, among other goals.

This paper explored the CTMC model-based survivability analysis of a com-
puter system under an APT attack. A variant of stochastic Petri nets (in partic-
ular, Stochastic Reward Nets) was used to automate the generation and solution
of the Markov model. We defined four survivability metrics, in terms of system
recovery, system availability, data confidentiality loss, and data integrity loss. In
addition, numerical results have been presented to study the impact of the un-
derlying parameters on the system survivability. These results may also provide
insights on the cost/benefit trade-offs of investment efforts in system recovery
strategies including vulnerability mitigation schemes.

There are several future work directions. This paper does not consider the
security improvement schemes which could reduce the security loss during the
system recovery from a vulnerability. These security schemes include using black-
list /whitelist to enforce system access control, using backup software and so on.
Extending to our proposed model to capture these schemes and then quanti-
tatively evaluating the abilities of various security protection schemes is our
next research. We also plan to extend our survivability-based model to the sce-
nario where multiple vulnerabilities are found and some event times are non-
exponentially distributed. Furthermore, the modeling in this paper is an ap-
proximation of the real restoration process. We shall extend the current study
to approximate the model in a more accurate way to real system behaviors.
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