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Abstract

As macOS systems increasingly become malware targets, understanding the tactics, techniques, and procedures (TTPs) used by
adversaries is essential to improving defense strategies. This paper provides a systematic and detailed analysis of macOS malware
using the MITRE ATT&CK framework, focusing on TTPs at key stages of the malware attack cycle. Leveraging a comprehensive
dataset of 57,636 macOS malware samples collected between November 2006 and October 2024, we employ both static and
dynamic analysis techniques to uncover patterns in adversary behavior. Our analysis, primarily based on static analysis techniques,
offers a broad representation of macOS malware and highlights common characteristics across samples. While we only partially
explore dynamic behaviors, we identify recurring patterns that align with specific TTPs in the MITRE ATT&CK framework, such
as persistence and defense evasion. This mapping contributes to a more structured understanding of macOS threats and can help

inform future detection and mitigation efforts.
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1. Introduction

In recent years, the macOS malware threat landscape has
expanded rapidly, with significant growth in both the vol-
ume and sophistication of attacks targeting macOS systems,
according to current anti-malware industry reports (Intel471}
2024; [Malwarebytes|, 2024)). Current data highlights an upward
trend in macOS-focused threats, driven by increased adoption
of macOS devices in both personal and corporate environ-
ments (Kandji, [2024). As a result, the macOS platform, once
perceived as relatively secure, is now an increasing target for
adversaries looking to exploit its vulnerabilities.

Understanding the malware lifecycle, which spans multiple
stages, from initial access to execution, persistence, and eva-
sion, and how adversaries operate is essential to effectively
countering these threats. In this sense, the MITRE ATT&CK
framework (MITRE Corporation, |2024)) provides a systematic
and comprehensive method for mapping adversary behavior
across these stages. By organizing known attack patterns into
Tactics, Techniques, and Procedures (TTPs), the framework fa-
cilitates a granular understanding of malicious operations. For
instance, a representative TTP of the persistence tactic is the
use of launch agents (technique T1543.001), where the mal-
ware creates a *.plist file in ”/Library/LaunchAgents to
ensure its execution upon user login (procedure). This allows
adversaries to maintain their presence on the system over time.
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Applying this framework to the study of macOS malware im-
proves detection and mitigation strategies by identifying behav-
ioral patterns. It not only facilitates the consistent classification
of malicious activities, but also highlights potential interven-
tion points throughout the attack lifecycle. Ultimately, MITRE
ATT&CK contributes to building a more structured, threat-
based defense strategy against macOS-specific adversaries.

Despite the growing threat landscape, research focused on
macOS malware analysis (Wardlel 2022) remains limited com-
pared to that for Windows (Oosthoek and Doerr, 2019; Mous-
saileb et al, 2021} [Tekiner et al., 2021; |Ugarte-Pedrero et al.,
2019; Botacin et al., 2021a)), Linux (Cozzi et al.l [2018]; |Alrawi
et al., 2021} |Al Alsadi et al.l 2022), or Android (Acar et al.,
2016;|Qamar et al.,[2019; |Qiu et al.,|2020). This gap in knowl-
edge restricts our understanding of macOS-specific malware
behaviors and how effectively current defenses can detect and
mitigate them. This paper aims to close this gap, addressing
this limitation to improve the state of macOS system security.

In this paper, we present an in-depth analysis of macOS mal-
ware using static and dynamic analysis techniques (Wardlel
2022 [Zeller, [2003)), framed in the context of the malware at-
tack lifecycle using the MITRE ATT&CK framework. Specif-
ically, we collected macOS malware samples from multiple
sources, including VirusTotal (vir, [2024), VirusShare (Corvus
Forensics, 2024), and MalwareBazaar (mal, [2024), covering
the period from November 2006 to October 2024. Static anal-
ysis involves inspecting binaries without executing them, fo-
cusing on characteristics such as file structures or embedded
metadata (Yong Wong et al.| [2021). In contrast, dynamic
analysis observes the behavior of binaries during execution in
a controlled environment, capturing interactions, system state
changes, and network activity. For static analysis, we use tools
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such as radare?2 (Radare2 Team, 2017)), AVClass (Sebastian
and Caballero, [2020) and Detect It Easy (DIE) (die,2022),
along with metadata from VirusTotal (vir, 2024). For dynamic
analysis, we use VirusTotal’s macOS-focused sandbox environ-
ments to observe runtime behaviors, including executed com-
mands, file interactions, and MITRE ATT&CK mappings.

Contributions. In this work, we make the following main con-
tributions:

(i) Extensive dataset and methodology for static and dynamic
analysis of macOS malware. We present a large-scale
dataset of 57,636 macOS malware samples, all of which
were statically analyzed. From this set, we provide de-
tailed information derived from 21,967 (38.11%) samples
that underwent dynamic behavioral analysis. This consti-
tutes one of the largest publicly documented collections of
macOS malware to date, providing a strong empirical ba-
sis for systematic study. We make this dataset available to
foster further research and benchmarking, laying the foun-
dation for future advancements in macOS malware anal-
ysis (Daniel Lastanao Mir6, 2025). Furthermore, we de-
tail the complete analytical pipeline, including the tools,
scripts, configurations, techniques used, to ensure full re-
producibility and transparency, thus reinforcing our com-
mitment to open science and replicable malware research.

(i) Systematization of knowledge of the macOS malware land-
scape. We conduct the first large-scale, structured system-
atization of macOS malware behaviors, organized around
the different phases of the malware lifecycle. Using the
MITRE ATT&CK framework as a reference, we identify
recurring tactics, techniques, and procedures (TTPs) and
reveal common adversary patterns specific to the macOS
ecosystem.

(iii) Insights into malware behavior and attack patterns. Based
on our systematization, we extract and analyze empirical
trends in the TTPs used by macOS malware. Our find-
ings reveal the most frequent behavioral patterns through-
out the malware lifecycle, such as extensive command and
control activity, widespread use of defense evasion strate-
gies, and little evidence of lateral movement. These re-
sults provide a data-driven characterization of the current
macOS threat landscape and offer valuable insights into
how adversaries prioritize persistence, stealth, and control
when operating in this environment.

Organization. The rest of this paper is organized as follows.
Section [2] provides a background on the MITRE ATT&CK
framework and the Mach-O executable format, and macOS se-
curity mechanisms. Section[3|details our methodology for static
and dynamic analysis. Section [] describes the dataset used in
our study, while Section[5]discusses the analysis of results. Sec-
tion [6] provides a brief discussion of how malware differs across
different operating systems, while Section [7]discusses the limi-
tations of our work. Section 8] reviews related work on macOS
malware. Finally, Section [9] concludes the paper and describes
future work.

2. Background

To provide a basic understanding of the concepts discussed
in this paper, we present background information, focusing on
the MITRE ATT&CK framework, the Mach-O executable file
format, and key security features of macOS.

2.1. MITRE ATT&CK Framework and macOS

The MITRE ATT&CK framework (MITRE Corporation,
2024) is a widely adopted knowledge base that provides a struc-
tured way to understanding and analyzing malicious actor be-
havior at different stages of an attack. It breaks down adversary
actions into TTPs, serving as a valuable resource for identify-
ing, categorizing, and mitigating threats.

In the context of macOS, MITRE ATT&CK provides a ded-
icated matrix with tactics and techniques specific to macOS
systems, allowing security professionals to understand the nu-
ances of macOS attacks and develop effective defense strate-
gies. This matrix is particularly valuable in malware research,
as it helps security teams identify gaps in their detection and de-
fense capabilities. By mapping observed malware behavior to
the ATT&CK matrix, threat analysts can determine which TTPs
are currently monitored and which require enhanced detection
coverage. For instance, if a malware sample is found to use the
Boot or Logon Autostart Execution technique, security teams
can assess their existing detection measures to ensure that at-
tempts to automatically run a program during system startup or
account login are properly logged and flagged.

As the time of writing, the MITRE ATT&CK matrix for
macOS includes 12 tactics, 170 techniques, and 243 sub-
techniques. Tactics represent the adversary’s general goals (i.e.,
the “why” behind each step of an attack), techniques describe
how those goals are achieved (i.e., which specific methods are
used to accomplish tactics), and sub-techniques provide more
specific details about the methods used. Procedures refer to the
exact steps or commands used to implement these techniques.
These elements can be combined into TTP chains, which repre-
sent the sequential actions that adversaries take to achieve their
goals. Each TTP is assigned a unique ID (for instance, T1547
for Boot or Logon Autostart Execution), facilitating streamlined
automation and analysis.

2.2. The Mach-O Executable File Format

The Mach-O (Mach Object) format is the native executable
file format for macOS and iOS (Levin, 2017). Introduced with
NeXTSTEP and later adopted by macOS, it has become the pre-
ferred format for distributing binaries in these environments.
The Mach-O format consists of multiple segments, each con-
taining one or more sections that organize specific types of data
or code. Unlike the Windows PE format (Microsoft, [2022),
where headers are used to define executable characteristics,
Mach-O segments determine how code and data are mapped
into memory. Segments begin on a page boundary, but the sec-
tions within a segment do not necessarily align to page bound-
aries. This structure allows the Mach-O binary to be efficiently
mapped into memory during the loading process.



A Mach-O binary is organized into three parts: the header,
load commands, and segments (which contain sections) (Levin,
2017). The header begins with a magic value (typically
Oxfeedface for 32-bit little-endian binaries or Oxfeedfacf
for 64-bit little-endian binaries) and defines key attributes such
as the object type, target architecture, flags, and number of load
commands. The header object type defines whether the file is an
executable, a dynamic library (dylib), a bundle, or another sup-
ported format. Load commands provide information about the
rest of the object file, including segments and sections, which
are typically listed in the order they are allocated in memory.

Segments are contiguous memory regions that are allocated
from the object file during loading. Each segment has spe-
cific memory protections, as specified by its load command,
and typically retains the same order and offsets as in the file,
although this is not strictly required. Segments are further di-
vided into sections, which are smaller subdivisions within a
segment. Sections inherit memory protections from their par-
ent segments, but contain different types of content, such as ex-
ecutable code, string literals, or symbol fragments, making seg-
mentation necessary for efficient organization. For instance, the
__TEXT segment contains read-only executable code and con-
stant data, which can be shared among multiple processes to re-
duce memory usage. In contrast, the __DATA segment contains
writable non-constant data, including sections for uninitialized
variables and initialized global variables.

To accommodate the transition from PowerPC to Intel ar-
chitectures in macOS 10.4, Apple introduced Universal Bina-
ries (informally known as fat binaries) (Apple Support)), which
package multiple versions of a binary (each for a different ar-
chitecture) into a single file. This allows for seamless execu-
tion on different CPU architectures, simplifying the distribu-
tion of binaries for different systems. When a Universal Bi-
nary is loaded, the kernel selects the appropriate architecture
slice based on the current system, optimizing memory usage.
Support for 32-bit Intel binaries began to be phased out with
macOS 10.8, although compatibility continued through macOS
14 (Levin, [2017).

2.3. macOS Security Overview

macOS offers a unique set of security features designed to
protect both the system and user data while maintaining a seam-
less user experience. macOS security begins with a layered
architecture that includes hardware-based and software-based
protections. At the hardware level, features such as Secure En-
clave (Apple Support, |2024c) provide isolated processing for
sensitive operations such as encryption, authentication, and key
management. Additionally, the Secure Boot (Apple Support,
2021)) process ensures that only trusted software is loaded dur-
ing startup, effectively preventing malware from injecting itself
into the system boot sequence.

On the software side, macOS includes System Integrity Pro-
tection (SIP) (Apple Support, [2023), which restricts the root
user from modifying critical system files and folders. This dra-
matically reduces the attack surface for malware that attempts
to escalate privileges by altering protected system components.
SIP ensures that even if a user or malicious software gains root

access, crucial system files and directories remain protected.
Similarly, Gatekeeper prevents untrusted and potentially harm-
ful apps from running on the system by verifying the devel-
oper’s identity through a trusted certificate authority.

macOS also features XProtect and Notarisation as built-in
anti-malware defenses (Apple Support, 2024b). XProtect is
a signature-based malware detection tool, based on YARA
rules (Naik et al., [2020), that scans apps when they are first
launched or downloaded, blocking any that match known mal-
ware signatures. Notarisation, on the other hand, is a malware
scanning service provided by Apple. Developers who want to
distribute apps for macOS outside the App Store submit their
apps for scanning as part of the distribution process. Apple
reviews the software for known malware, and if no issues are
found, issues a Notarisation ticket. Developers then attach this
ticket to their app, allowing Gatekeeper to verify and launch the
app even when offline.

Another critical security mechanism is App Sandbox, which
limits the scope of an application interaction with the system
and user data (Apple Support, 2024a)). Applications must de-
clare their intended functionality through entitlements, allow-
ing macOS to strictly control and isolate their activities. This
sandbox approach effectively minimizes the damage that mal-
ware can cause, as malicious apps are typically restricted to
their own container and cannot affect the broader system or ac-
cess sensitive information without explicit permissions.

3. Methodology

In this section, we describe our methodology. We start by
describing the dataset used in this work. Next, we present the
static analysis performed on each malware sample, detailing the
techniques and tools applied to extract structural information.
Finally, we discuss the dynamic analysis approach, including
the methods used to observe malware behavior and extract rel-
evant behavioral data.

3.1. Dataset

To better understand the characteristics of malware target-
ing macOS, we collected samples from several data sources,
specifically VirusShare (Corvus Forensics, [2024), Malware-
Bazaar (mal, [2024), and VirusTotal (vir, 2024).

VirusShare and MalwareBazaar are malware repositories that
archive community-contributed real-world malware samples,
spanning a variety of operating systems and architectures. We
collected all samples tagged as Mach-O that were available in
VirusShare as of September 4, 2024, and in MalwareBazaar as
of July 25, 2024. In total, these collections yielded 78,127 and
161 samples, respectively, targeting operating systems within
the Apple ecosystem.

VirusTotal (VT) is a malware analysis and sharing platform
used by hundreds of commercial security companies and thou-
sands of researchers worldwide. VT offers a commercial ser-
vice (called VT Intelligence) that allows users to search for
samples that meet specific criteria that have been uploaded in
the past 90 days. We leveraged this service to gather all Mach-O



samples uploaded to VT between April 26, 2024, and Septem-
ber 10, 2024, resulting in 8,803 samples. Next, we obtained
VT’s analysis reports for each collected sample and discarded
those that were not flagged as malware by at least five antivirus
engines, following best practices in malware research (Zhu
et al.l |2020; |Wang et al., [2023). This decision was made to
ensure that all samples in the dataset are indeed malware and to
minimize the risk of including false positives (Zhu et al.| 2020)).

After assembling the initial dataset, we performed prepro-
cessing to remove non-Mach-O files, focusing exclusively on
binaries specific to the macOS platform. Table |l| summa-
rizes the distribution of Multipurpose Internet Mail Extensions
(MIME) file types identified in the original dataset. MIME
types describe the format and nature of a file based on its con-
tent, providing necessary information on how systems should
interpret and handle them. This filtering only retained files with
the MIME type application/x-mach-binary, identified us-
ing the file command, which classifies files based on their
actual content rather than solely based on their extensions.

Among the retained Mach-O binaries, several file types were
observed: Executable files are standard application binaries;
Dylib files are dynamic libraries and framework components;
Bundle files represent plugin modules; Object files are re-
locatable intermediate outputs generated by gcc -c, also used
for deprecated 32-bit kernel extensions; Kext_Bundle files are
kernel extensions; and Dsym files are debug symbol .dSym files
generated by gcc -g (Levin, |2017).

Surprisingly, we found 36 files from the original dataset
that were neither macOS nor iOS. These included compressed
archives, Python scripts, Microsoft Word documents, and other
unrelated formats, which were subsequently discarded. Af-
ter this MIME type filtering, the resulting dataset consists of
65,716 Mach-O files. We then excluded 3,694 samples that
specifically targeted Apple mobile devices, as these are outside
the scope of our analysis. To ensure consistency, we verified the
file type of each remaining sample using radare2. Only those
explicitly classified as executables (capable of running directly
on macOS) were retained. As a result, the final dataset consists
of 57,636 Mach-O executable samples targeting Apple desktop
systems.

We used AVClass (Sebastian and Caballero, |2020) to assign
labels to the malware samples. This tool is widely adopted by
the research community to classify malware samples, leverag-
ing antivirus labels from VT reports to label a given sample.
Using AVClass, we obtained labels for a total of 42,963 mal-
ware samples in 492 distinct families. In addition, we employed
AVClass to identify Potentially Unwanted Programs (PUPs)
within the dataset, detecting a total of 38,978 PUP files.

3.2. Static Analysis

We performed a comprehensive static analysis of all samples
in our dataset to extract relevant metadata and better understand
malware targeting macOS. This phase involved extracting var-
ious features from the binaries, each of which contributed to a
multifaceted profile of the malware.

First, we analyzed the symbols present in the binaries, focus-
ing on external libraries and functions imports. These symbols

Table 1: File MIME type distribution of the initial dataset.

File MIME Type Count

Executable (57,636)
Dylib (3,624)
Bundle (576)
Object (150)
Kext_Bundle (29)

application/x-mach-binary (macOS)

Dsym (7)
application/x-mach-binary (i0S) 3,694
application/zip 7
application/x-xar 10
application/octet-stream 1
application/x-xz 2
application/zlib 8
application/x-cpio 2
application/msword 1
inode/x-empty 1
text/plain 1
application/java-archive 1
text/x-script.python 2
Total 65,752

provide valuable insight into the malware’s dependencies and
runtime behavior. Figure [T| presents the top 50 most frequently
imported functions across all samples, revealing recurring pat-
terns, such as a strong reliance on lazy binding, stack protec-
tion compilation, and dynamic memory. Next, we calculated
the cyclomatic complexity of each binary to obtain a quantita-
tive measure of the program’s logical complexity. This metric
offers insight into the structural complexity and sophistication
of the malware (Calleja et al., [2019). We also extracted the
target architecture (e.g., x86_64, arm64) from each sample to
understand platform-level trends. Additionally, we identified
the programming language used in each binary by analyzing
language-specific patterns and structures within the compiled
code. Another important feature we examined was whether the
binaries had been stripped of debugging symbols. The presence
or absence of such symbols may indicate the malware authors’
intent to hinder reverse engineering and analysis efforts.

To extract these features, we employed radare2 (Radare2
Team| [2017), a widely used open-source reverse engineer-
ing framework that supports programmable automation using
r2pipe. This allowed us to perform large-scale analysis pro-
grammatically and consistently across all samples.

We also determined whether each sample is packed. Ini-
tially, we evaluated the entropy of the binary to identify po-
tential packing, followed by applying a set of rules to detect
the specific packer employed. The entropy of a binary mea-
sures the randomness of its byte structure; high entropy often
indicates that the binary is packed or contains encrypted sec-
tions. For this detection process, we use the cross-platform tool
DIE (diel 2022)), which uses predefined signatures to identify a
wide range of packers and compilers.

3.3. Dynamic Analysis

In our work, we also perform a dynamic analysis of the sam-
ples to understand the behavior of malware targeting macOS.
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Figure 1: Top 50 function imports in the dataset.

To extract behavioral insights, we rely on VT. VT performs dy-
namic analysis using various sandbox environments provided
by both its own infrastructure and third-party vendors, allow-
ing for monitoring malware behavior during execution. For
this work, we selected only the sandboxes operated directly by
VT, given their greater reliability and the fact that none of the
third-party sandboxes explicitly claim to support Mach-O bi-
nary analysis (VirusTotal, 2025). Specifically, VT offers three
sandbox environments designed for analyzing Mach-O bina-
ries: (i) Box Of Apples, which hooks system calls and sup-
ports x86 binaries; (ii) OS X Sandbox, running macOS 11.6,
which incorporates MITRE ATT&CK signatures to map adver-
sary behavior and supports x86 binaries (previously this sand-
box supported ARM binaries); and (iii) Zenbox macOS, running
macOS 13 on ARM, which also includes MITRE ATT&CK
signatures and supports x86, x86_64, and ARM binaries. We
acknowledge that relying on an external platform for dynamic
analysis introduces certain limitations in our study, which are
discussed in Section 7]

Using the information provided by VT’s reports, we ex-
tracted several essential elements for our analysis. These in-
cluded mappings to the MITRE ATT&CK matrix, which of-
fered insight into the tactics and techniques employed by the
malware. We also collected details on process interactions,
such as commands executed and files accessed, as well as net-
work activity, including IP addresses, domains, and HTTP con-
tent types. Network data was further analyzed using Neutri-
noAPI (NeutrinoAPI, 2025), which offers multiple services; in
our case, we used the IP Blocklist API, which identifies po-
tentially malicious or dangerous IP addresses, and the Domain
Lookup API, which retrieves domain details and flags suspi-

cious or harmful domains. All domains were compared to
DGArchive (DGArchivel 2025 a domain name database gener-
ated by domain generation algorithms (DGAs), commonly ob-
served in malware campaigns. Finally, we gathered information
about file interactions, focusing on files that were opened, cre-
ated, or modified during execution.

However, like other dynamic analysis platforms, it is not al-
ways possible to collect data on malware execution due to lim-
itations in the execution environment, such as OS version dis-
crepancies, the absence of required external libraries, or the de-
tection of a virtualized environment (Botacin et al., [ 2021b). As
a result, only 21,967 included behavioral information, which
represents approximately 38.11% of the total dataset. Of these,
15,469 are samples with MITRE ATT&CK data, which rep-
resents 26.83% of the overall dataset. For the remainder of
this paper, all metrics and ratios concerning TTPs will be based
on these 15,469 binaries. These samples span from December
2008 to October 2024.

4. Dataset Overview

As highlighted in Section our final dataset consists

of 57,636 Mach-O malware samples spread across different
macOS-supported architectures. Table [2] provides a complete
breakdown by architecture, detailing packed versus unpacked
samples, samples with and without symbols, and samples with
and without behavioral data. The majority of samples belong to
the x86 64-bit architecture, accounting for 83.43% of the total
dataset. This distribution aligns with expectations, given that
Apple used Intel architectures from 2006 to 2020 before transi-
tioning to ARM64 architectures (Apple Media Helpline, |2006,
2020).
Temporal Distribution of macOS Malware Samples. Fig-
ure [2]illustrates the temporal distribution of our dataset by CPU
architecture, using VirusTotal’s “first seen” field to establish the
chronology of each sample. This figure categorizes the samples
by their target architecture and includes an additional group
called without behavior, which represents binaries for which
the VirusTotal sandbox did not record behavioral information.
It is worth noting that all samples categorized into a specific
CPU architecture group have associated behavioral information
extracted from the sandbox reports. To complement this anal-
ysis, Figure [3] presents the same temporal distribution, broken
down by CPU architecture across the various VirusTotal sand-
boxes, offering a more granular view on how different sand-
boxes report behavioral data over time.

The majority of samples originated in 2023 and 2024, reflect-
ing a recent increase in macOS malware activity. Specifically,
these two years account for 49.72% and 27.67% of the total
dataset, respectively. While macOS malware has been around
for many years (the earliest samples in our dataset date back
to 2006), this trend supports recent findings that macOS has
recently become a prime target for malware authors and cyber-
criminal groups (Intel471} 2024; Malwarebytes| 2024).
Statistical Analysis of macOS Malware Samples. We present
statistical information on macOS-targeting malware to high-
light distinctions within the majority of samples in our dataset.



Table 2: Distribution of the dataset.

Architecture Count Packed Unpacked Stripped  Non-stripped ‘With behavioral data ‘Without behavioral data
x86_64 48,083 (83.43%)  9,720(20.22%) 38,363 (79.78%) 42,241 (87.88%) 5,842 (12.12%) 16,840 (35.03%) 31,243 (64.97%)
ARM_64 3,970 (6.89%) 634 (15.96%) 3,336 (84.04%)  2,922(73.59%) 1,048 (26.41%) 1,089 (27.44%) 2,881 (72.56%)

x86_64, ARM_64 2,683 (4.66%) 86 (3.21%) 2,597 (96.79%) 1,646 (61.34%) 1,037 (38.66%) 1,971 (73.47%) 712 (26.53%)
x86_32 1,656 (2.87%) 90 (5.43%) 1,566 (94.57%) 1,510 (91.18%) 146 (8.82%) 1,284 (77.54%) 372 (22.46%)
x86_32, PPC_32 983 (1.71%) 6 (0.61%) 977 (99.39%) 982 (99.90%) 1(0.10%) 756 (76.89%) 227 (23.11%)
PPC_32 159 (0.28%) 12 (7.55%) 147 (92.45%) 159 (100.00%) 0 (0.00%) 0 (0.00%) 159 (100.00%)
ARM_32 69 (0.12%) 20 (28.99%) 49 (71.01%) 69 (100.00%) 0 (0.00%) 0 (0.00%) 69 (100.00%)
x86_64, PPC_32 29 (0.05%) 0 (0.00%) 29 (100.00%) 28 (96.55%) 1(3.45%) 25 (86.21%) 4 (13.79%)
PPC_64 2 (0.00%) 1(50.00%) 1(50.00%) 2 (100.00%) 0 (0.00%) 0 (0.00%) 2 (100.00%)
x86_64, PPC_64, PPC_32 2 (0.00%) 2 (100.00%) 0 (0.00%) 2 (100.00%) 0 (0.00%) 2 (100.00%) 0 (0.00%)
Total 57,636 (100.00%) 10,571 (18.34%) 47,065 (81.66%) 49,561(85.99%) 8,075(14.01%) 21,967 (38.13%) 35,669 (61.87%)
. CPU Type
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Figure 2: Annual distribution of malware samples by CPU type.
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Figure 3: Number of imported symbols.

Specifically, the average number of symbols imported by these
binaries is 190.60. The sample with the highest number
of imported symbols, totaling 2,895 symbols, belongs to the
puagent malware family (identified as a Trojan); in contrast,
several samples from different families (including evilquest,
amos, aobokeylogger, among others) import zero symbols.
Additionally, 85.99% of the samples have their symbols re-
moved, a common technique used by malware developers to
reduce binary size and increase analysis complexity. A small
fraction of the binaries 15 samples in total required manual in-
spection because radare2 parsed them incompletely or incor-
rectly. Files identified during this manual review were incorpo-
rated into the final dataset. Figure [3] shows the distribution of
imported symbols per sample.

Additionally, we extracted the underlying programming lan-
guages of these binaries with radare2. The most common
languages identified were C (21,173 samples), Objective-C
(16,716), Objective-C with blocks (10,522), C++ (7,575),
Swift (4,462), and Go (1,037). Blocks, introduced in 2008 with
macOS 10.5, extend C, C++, and Objective-C with closure se-
mantics. They allow code segments to be treated as first-class
values, allowing the capture of variables from the surround-
ing scope and storing them in collections such as NSArray or
NSDictionary. This feature simplifies tasks such as enumer-
ating collections and improves the expressiveness of the pro-
gramming language (DeveloperApple, [2014).

Binary Size Variability. We also analyzed the variations in bi-
nary file sizes within our dataset. The average binary file size is
2MB, with the largest being 256.02MB. This largest file is clas-
sified as SINGLETON by AVClass, indicating that there was no
consensus among anti-malware engines to assign it to a specific
malware family. The smallest binaries are 1.70KB in size; one
belongs to the installcore malware family, while the other is
also classified as SINGLETON. In general, macOS malware ap-
pears to have similar binary sizes to Linux and Windows mal-
ware, typically ranging between 100 and 200 KB (Cozzi et al.,
2018; Bayer et al., [2009).

Entropy Analysis for Packed Binaries. Entropy analysis is a

5000
8 4000
[N
g
<
» 3000
G
©
B
3
= 2000
=}
Z
1000
mm
0 ]
0 1 2 4
Entropy
Figure 4: Entropy distribution over the dataset.
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Figure 5: Annual distribution of malware samples by VT sandboxes.

valuable technique for identifying potentially packed binaries
or encrypted sections within executables. In our dataset, the
majority of samples appear to be uncompressed, with a mean
entropy of 5.48. Figure [ illustrates the overall distribution of
entropy across the analyzed samples. However, 18.34% of sam-
ples exhibit entropy levels characteristic of packing or encryp-
tion.

Notably, none of these high-entropy samples matched the
signatures of known packers, as verified using the DIE tool.
This suggests the use of custom packing mechanisms, possi-
bly designed specifically for macOS malware. This observation
marks a significant difference from patterns observed on other
operating systems. For example, previous work on Linux mal-
ware indicates that nearly 99% of packed binaries were com-
pressed using UPX or UPX variants (Cozzi et al.| 2018). Sim-
ilarly, research on Windows malware revealed that 75.8% of
packed samples used a known packer (Cheng et al.| 2018)).
Malware Families. As we noted in Section [3.3] dynamic be-
havioral information is available for 21,967 samples in our
dataset. Of these, 15,316 have been labeled by the AVClass
tool, resulting in 403 distinct families. Table [3] presents the top
10 families, along with the number of samples in each. We have
removed the SINGLETON category from the table as it does not
represent an actual family but rather unlabeled data and is also
excluded from the distinct family count.
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Figure 6: File size distribution of macOS malware in the dataset. Unknown
files are those that lack the necessary flags in their headers, such as DYLDLINK
(dynamically linked Mach-O files) or NOUNDEFS (statically linked Mach-O files
without the DYLDLINK flag), or have no flags present whatsoever.

For the remaining 35,669 samples, dynamic behavioral infor-

mation could not be extracted. However, AVClass successfully
labeled 25,320 of these samples, categorizing them into 281
families. Table [3] provides details of the top 10 families, along
with sample counts for each, among those lacking dynamic in-
formation. As before, we have removed the SINGLETON cate-
gory.
Linking Status. We analyzed the linking method of the bina-
ries and found that 53,447 samples are dynamically linked, as
indicated by the presence of the DYLDLINK flag. In contrast,
257 samples are statically linked (without the DYLDLINK flag,
but marked with the NOUNDEFS flag). Another 3,932 samples
could not be classified due to the absence of the relevant flags.
Figure[6]shows the distribution of file sizes in the dataset, along
with the linking status of the binaries.

Statically linked binaries embed all necessary code at com-
pile time, resulting in larger file sizes and preventing code page
sharing at runtime. For this reason, Apple recommends using
dynamic linking. Although statically linked binaries are rela-
tively uncommon, they can still be generated. Creating them
often requires explicit options to the load command and may
suggest attempts at obfuscation or other non-standard behavior.

5. Insights into Tactics, Techniques, and Procedures

In this section we present a detailed overview of the malware
attack cycle, based on the MITRE ATT&CK framework. The
malware attack cycle consists of several phases that a malware
sample goes through, from initial access (Ini) to system com-
promise/execution (Exe), persistence (Per), privilege escalation
(Pri), defense evasion (Def), credential access (Cre), discovery
(Dis), lateral movement (Lat), collection (Col), command and
control (Com), exfiltration (Exf), and ultimately achieving its
goal (Imp). Our goal is to highlight the different phases that

Table 3: Top 10 malware families with and without behavior information, as

classified by AVClass.

With behavioral data Without behavioral data
Family name Count (%) | Family name Count (%)
amos 2,953 (13.44%) | bundlore 10,349 (29.01%)
bundlore 1,596 (7.27%) | tirrip 4,188 (11.74%)
tirrip 1,077 (4.9%) | amos 1,913 (5.36%)
cimpli 956 (4.35%) | cimpli 1,536 (4.31%)
flashback 862 (3.92%) | evilquest 1,452 (4.07%)
mackontrol 739 (3.36%) | synataeb 1,343 (3.77%)
genieo 645 (2.94%) | imobie 778 (2.18%)
maxofferdeal 628 (2.86%) | xcsset 759 (2.13%)
lador 475 (2.16%) | lador 739 (2.07%)
installcore 338 (1.54%) | adagent 469 (1.31%)
Total 10,242 (46.62%) | Total 13,526 (65,96 %)

macOS malware goes through, detailing what actions the mal-
ware performs at each stage and how these actions are executed.

Figure [7] shows the MITRE ATT&CK navigator ma-
trix (MITRE Corporation, 2024), where each technique is rep-
resented with a gradient scale reflecting its overall frequency of
use across all malware samples analyzed. The samples selected
for this matrix are those with the highest number of techniques
within each malware family. This matrix provides an overview
of the categorization of relevant tactics and techniques within
the framework. Additionally, Figure@illustrates the timeline of
each technique, organized by tactic, from its first documented
use to its most recent appearance. This visualization helps track
the evolution of each technique, revealing whether certain tech-
niques have been discontinued or whether new techniques are
emerging.

The following tables provide a detailed overview of the
techniques employed by macOS malware (relative to the total
datataset) in various MITRE ATT&CK tactics. Table[]presents
the ten most common techniques observed across the entire
dataset, including their association with specific tactics, while
Table [5]indicates the percentage of samples that exhibit at least
one technique for each tactic and identifies the three most fre-
quently observed techniques within each tactic.

To guide our analysis, and aligned with the malware attack
cycle, we propose the following research questions:

RQ1.- What techniques does macOS malware most fre-
quently use during the initial access and execution
phases? (see Section[5.1)).

RQ2.- How does macOS malware achieve persistence and
privilege escalation? (see Section[5.2).

RQ3.- What defense evasion techniques does macOS mal-
ware most frequently use? (see Section [5.3)).

RQ4.- What methods does macOS malware use to access
credentials, discover the environment, and move lat-
erally within a network? (see Section [5.4).

RQS.- What files, data, and credentials does macOS mal-

ware typically collect? (see Section[5.3)).



Table 4: Top 10 most frequently used TTPs in our dataset.

Technique MITRE ATT&CK Tactic Count
EfEEzéaizizk
Encrypted Channel (T1573) v 14,628
Application Layer Protocol (T1071) v 13,913
Non-Application Layer Protocol (T1095) v 13,357
System Information Discovery (T1082) v 11,712
Security Software Discovery (T1518.001) v 7,282
Scripting (T1064) v v 5,945
Hidden Files and Directories (T1564.001) v 5,076
Code Signing (T1553.002) v 4,972
Invalid Code Signature (T1036.001) v 4,415
Virtualization/Sandbox Evasion (T1497) v v 4,246

Table 5: Distribution of malware samples and the 3 most prevalent techniques
for each MITRE ATT&CK tactic. (n/a) indicates absence of tactics or tech-
niques.

Tactic Count (%) Technique Count (%)
E_________ ) - -
° Scripting (T1064) 5,945 (38.43%)
[5 6,526 (42.19%)  Command and Scripting Interpreter (T1059) 3,360 (21.72%)
AppleScript (T1059.002) 3,089 (19.97%)
N LC_LOAD_DYLIB Addition (T1546.006) 1,684 (10.89%) -
& 4,071 (26.32%)  Launch Agent (T1543.001) 553 (3.57%)
Launch Daemon (T1543.004) 166 (1.07%)
T LC_LOAD_DYLIB Addition (T1546.006) 1,684 (10.89%) -
& 4,144 (26.79%)  Launch Agent (T1543.001) 553 (3.57%)
Launch Daemon (T1543.004) 166 (1.07%)
T Scripting (T1064) 5,945 (38.43%)
& 11,857 (76.65%)  Hidden Files and Directories (T1564.001) 5,076 (32.81%)
Code Signing (T1553.002) 4,972 (32.14%)
. Input Capture (T1056) ¢ 601 (3.89%)
5 952 (6.15%)  Keychain (T1555.001) 298 (1.93%)
Network Sniffing (T1040) 252 (1.63%)
T System Information Discovery (T1082) 11,712 (75.711%)
a 12,978 (83.90%) Security Software Discovery (T1518.001) 7,282 (47.07%)
Virtualization/Sandbox Evasion (T1497) 4,246 (27.45%)
. Remote Desktop Protocol (T1021.001) 21(0.14%) -
3 22(0.14%)  Remote Services (T1021) 1(0.01%)
(n/a) -
I Input Capture (T1056) ¢ 601 (3.89%)
S 613 (3.96%)  Data from Local System (T1005) 12 (0.08%)
Archive Collected Data (T1560) 5(0.03%)
) 7E ””””””” Encrypted Channel (TI573) ~ 14,628 (94.56%)
3 14,967 (96.75%) Application Layer Protocol (T1071) 13,913 (89.94%)
Non-Application Layer Protocol (T1095) 13,357 (86.35%)
e Exfiltration Over Alternative Protocol (T1048) 1,404 (9.08%)
5 1,407 (9.10%)  Exfiltration Over C2 Channel (T1041) 7 (0.05%)
(nja) -
) ’,Ef C 40.03%) ServiceSwop(TL489) T 4(0.03%)
= (nja) -
RQ6.- How do macOS malware samples exfiltrate col-

lected information, maintain communication with
their command and control infrastructure, and what
impact do these malicious actions have? (see Sec-

tion [5.6).

We provide a detailed answer to each question below.

5.1. RQI: Initial Access and Execution

The initial access and execution phases involve gaining en-
try into the target system and subsequently executing malicious

code to establish control and carry out the adversary’s objec-
tives. Initial Access typically occurs through methods such as
vulnerability exploitation or phishing, which occur prior to mal-
ware deployment. No specific initial access techniques were
identified in our analysis, as the dataset is primarily focused on
malware samples that have already been obtained and are being
analyzed for their behavior once executed on a system (i.e., we
focus on malware behavior post-compromise). Therefore, our
analysis focuses solely on the Execution phase.

Table [5] shows that 42.19% of the analyzed samples used
at least one technique related to the Execution phase. The
most commonly used techniques include Scripting (T1064ﬂ
Command and Scripting Interpreter (T1059), and AppleScript
(T1059.002), as highlighted in Table[5} Note that in the over-
all ranking of techniques, depicted in Table ] Scripting ranks
sixth.

Table [6] presents the top ten most frequently executed com-
mands among the analyzed samples that employ this tactic, with
sh being the most frequent. This command serves as a ver-
satile interpreter, commonly used to execute shell commands
and scripts directly within the target system. Additionally, mal-
ware often leverages sh -c to execute compound commands,
which will be explained later. Commands such as chmod and
defaults are also frequently used to modify permissions and
seamlessly run scripts.

Another commonly used TTP, AppleScript, is a macOS-
specific scripting language used for system administration, task
automation, and interaction with other applications. These
scripts can be executed via the osascript command, the third
most used command. Notably, sh -c osascript was ob-
served in 2,301 (10.48%) of the analyzed samples employing
this tactic.

Table [/| presents the libraries loaded in dynamically linked
executables, which we specifically analyze because certain li-

IThe Scripting technique has been deprecated in the latest MITRE
ATT&CK framework and now redirects to the Command and Scripting Inter-
preter technique.



Table 6: Top 10 most common shell commands executed by macOS malware.

Command Count (%)
sh 5,009 (22.80%)
mkdir 3,191 (14.53%)
osascript 2,931 (13.34%)
dscl 2,595 (11.81%)

/usr/bin/syslog 2,537 (11.55%)

system_profiler 2,378 (10.83%)
sw_vers 1,884 (8.58%)
rm 1,665 (7.58%)
chmod 1,549 (7.05%)
defaults 1,234 (5.62%)

braries contain execution-related functions. The most com-
monly used library is libSystem, which in turn includes
other key libraries: 1ibc (which provides functions used
by C programmers on all platforms), 1ibinfo (NetInfo ser-
vices), libkvm (kernel virtual memory), 1ibm (mathematical
functions), and libpthread (POSIX threads). The impor-
tance of libpthread is further emphasized by the symbols
pthread_mutex_lock and pthread_mutex_unlock, which
rank tenth among the most commonly used symbols, as shown
in Table [9] allowing the execution of concurrent tasks. Other
symbols, such as fopen, fclose, and fwrite are also crucial
during the execution phase, particularly when malware dynam-
ically writes or modifies files before executing them.

The second most commonly used library is libobjc,
which supports the dynamic properties of the Objective-C lan-
guage. Symbols such as objc_msgSend (44.25%) are fre-
quently used to invoke Objective-C methods, reflecting the lan-
guage’s messaging-based model. While 1ibobjc is specific
to Objective-C, these runtime mechanisms may also appear
in mixed-language applications or when C code interacts with
Objective-C APIs. These results demonstrate that Objective-C
remains one of the top language for writing Mach-O malware,
given its important role in developing macOS applications.

The remaining libraries are primarily associated with
C++ and Swift. C++ libraries such as libc++ (which
ranks third). Although libgcc_s is also present, it is a
GCC runtime library used for low-level operations like ex-
ception handling. Regarding Swift, although it has largely
replaced Objective-C as Apple’s language of choice in be-
nign software, its presence in malware remains minimal,
although it has begun to emerge slightly in the analyzed
samples. Swift libraries such as 1ibswiftCoreFoundation,
libswiftAppKit, libswiftCore, libswiftFoundation,
libswiftDispatch, and libswiftObjectiveC al-
low malware to take advantage of core Swift features,
manage system resources, and seamlessly interact with
Objective-C. Other Swift libraries such as libswiftDarwin,
libswiftIOKit, and libswiftXPC provide support for
system-level operations and secure inter-process communica-
tion, while 1libswiftCoreGraphics, libswiftMetal, and
libswiftQuartzCore are used to build GUIs on macOS.
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Table 7: Top 20 libraries included by dynamically linked executables in macOS
malware.

Library Count (%)

55,578 (96.43%)

libSystem.B

libobjc 27,880 (49.37%)
libc++ 20,470 (35.52%)
libz 16,980 (29.46%)
libsqlite3 8,480 (14.71%)
libswiftCore 3,238 (5.62%)
libswiftFoundation 3,230 (5.60%)
libswiftDispatch 3,155 (5.47%)
libswiftObjectiveC 3,117 (5.41%)
libresolv 2,710 (4.70%)
libgcc_s 2,672 (4.64%)
libswiftCoreGraphics 2,606 (4.52%)
libswiftDarwin 2,583 (4.48%)
libswiftCoreFoundation 2,536 (4.40%)
libswiftIOKit 2,515 (4.36%)
libswiftXPC 1,975 (3.42%)
libswiftAppKit 1,949 (3.38%)

libswiftQuartzCore
libswiftCoreImage
libswiftCoreData

1,846 (3.20%)
1,826 (3.17%)
1,826 (3.17%)

In addition to these standard system libraries, macOS mal-
ware samples also often import high-level system frame-
works to facilitate interaction with various operating system
components. As shown in Table [§] frameworks such as
CoreFoundation, Foundation, and IOKit are frequently
used in the dataset. This indicates that many malware samples
rely on native macOS APIs not only for process execution and
control, but also for interacting with hardware components and
performing user-space operations.

Takeaways from RQ1

Our analysis shows that 42.19% of the analyzed ma-
cOS malware samples use at least one execution-related
technique, with scripting (T1064), command interpreter
(T1059), and Apple scripting (T1059.002) being the
most common. Malware often employs commands
such as sh, chmod, and osascript to run scripts
and modify permissions, highlighting the importance
of script-based execution in macOS attacks. Objective-
C remains the dominant language for macOS malware,
leveraging libraries such as 1ibobjc and symbols like
objc_msgSend for efficient execution and interaction
with core system functionalities, while Swift has only
just begun to emerge. Symbols such as fopen, fclose,
and fwrite are frequently used to dynamically write or
modify files, indicating that file manipulation is a key
part of the malware execution strategy.




Table 8: Top 20 Apple higher-level frameworks included by dynamically linked
executables in macOS malware.

Framework Count (%)
CoreFoundation 34,689 (60.19%)
Foundation 27,951 (48.50%)
I0Kit 23,246 (40.33%)
libsysteurity 20,506 (35.58%)
CoreServices 17,398 (30.19%)
AppKit 14,301 (24.81%)

ApplicationServices
CFNetwork

14,289 (24.79%)
12,643 (21.94%)

CoreGraphics 8,133 (14.11%)
Cocoa 7,326 (12.71%)
SystemConfiguration 7,292 (12.65%)
Carbon 6,524 (11.32%)
QuartzCore 2,191 (3.80%)
WebKit 2,043 (3.54%)
ImageIO 1,494 (2.59%)
SafariServices 1,398 (2.43%)
DiskArbitration 1,368 (2.37%)
CoreText 1,263 (2.19%)
ServiceManagement 933 (1.62%)
HIServices 779 (1.35%)

5.2. RQ2: Persistence and Privilege Escalation

The malware establishes persistence on a target system
through several techniques, often aiming to escalate privileges
for greater control. Persistence and privilege escalation tactics
were identified in 26.32% and 26.79% of the analyzed sam-
ples, respectively, as shown in Table 5] The top techniques
for both phases are LC_LOAD_DYLIB Addition (T1546.006),
Launch Agent (T1543.001) and Launch Daemon (T1543.004),
as shown in Table 3] The LC_LOAD_DYLIB header in Mach-
O binaries specifies which dynamic libraries (dylibs) to load,
allowing adversaries to modify the headers to execute mali-
cious dylibs persistently. Launch agents are executed once a
user logs in, allowing malware to interact with the user’s ses-
sion, often through entries in /Library/LaunchAgents or
/Library/LaunchAgents.

Commands such as chmod and defaults (ranked ninth and
tenth in Table [f] respectively) modify permissions, while dscl
(ranked fourth) manages Directory Services, which serve as
a central repository for storing users and passwords, particu-
larly in enterprise environments. Similarly, commands such
as mkdir (or sh -c mkdir, used by 1.07% of samples) and
rm (ranked second and eighth, respectively), are used to create
directories or delete detection artifacts, aiding malware persis-
tence.

The 1ibsqlite3 library (ranked fifth in Table[7) can be used
by malware to access and modify local databases, facilitating
persistent access to the system. Additionally, symbols such as
fopen (41.29%), fclose (42.22%), and fwrite (40.79%) are
also used for persistence by creating or modifying system files,
such as the launch agents mentioned earlier. In addition, high-
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level frameworks such as ServiceManagement, I0OKit, and
SystemConfiguration (listed in Table[§) are also frequently
imported. These frameworks allow malware to manage startup
daemons, interact with hardware components, and configure
system services, all of which are commonly used for establish-
ing and maintaining persistence.

Table 9: Top 10 most common symbols imported by dynamically linked exe-
cutables.

Symbol Count (%)
dyld_stub_binder 47,563 (82.52%)
malloc 36,613 (63.52%)
free 34,201 (59.34%)
memcpy 33,613 (58.32%)
strlen 32,904 (57.09%)
exit 31,560 (54.76%)

29,740 (51.60%)
29,740 (51.60%)
27,998 (48.58%)
25,214 (43.75%)

pthread_mutex_lock
pthread_mutex_unlock
strcmp
pthread_create

From the list of open files (collected from VT reports),
we specifically selected those in the /etc directory, as these
files often contain essential configuration data, such as sys-
tem settings and user credentials, which are frequently tar-
geted by malware to establish persistence or escalate privi-
leges. The top 10 opened /etc files (see Table [I0) reveal
files such as /etc/master.passwd, /private/etc/passwd,
/etc/profile, and /etc/bashrc that are often used to gain
elevated permissions or ensure malware runs during startup.
Files such as /private/etc/ssl/openssl.cnf can be used
to intercept authentication or encrypted data, facilitating privi-
lege escalation.

Takeaways from RQ2

Persistence and privilege escalation are observed in ap-
proximately 26% of the analyzed macOS malware sam-
ples. The most common techniques include addition
of dynamic libraries (T1546.006) and abuse of launcher

Table 10: Top 10 most common /etc system files opened by macOS malware.

File Count (%)

13,930 (63.41%)

/etc/master.passwd

/etc/motd 2,495 (11.36%)
/etc/profile 2,494 (11.35%)
/etc/bashrc 2,494 (11.35%)
/etc/bashrc_Apple_Terminal 2,494 (11.35%)
/private/etc/passwd 2,272 (10.34%)
/etc/services 1,991 (9.06%)
/private/etc/services 1,811 (8.24%)
/private/etc/group 1,229 (5.59%)

/private/etc/ssl/openssl.cnf 1,058 (4.82%)




agents (T1543.001), which allow malware to load mali-
cious dynamic libraries or execute tasks upon user login,
respectively. Commands like chmod, defaults, dscl,
mkdir, and rm are frequently used to modify permis-
sions, manage directory services, and create or remove
files, supporting persistence. The 1ibsqlite3 library
and file manipulation symbols such as fopen, fclose,
and fwrite are employed to modify system files or ac-
cess local databases, enhancing persistent access. Addi-
tionally, malware target configuration files in the /etc
directory to modify system settings and user credentials,
ensuring elevated permissions and persistence through
system reboots.

5.3. RQ3: Defense Evasion

Defense evasion involves several techniques that adversaries
use to avoid detection. Figure [§]illustrates that defensive eva-
sion tactics encompass the widest range of techniques, with an
increasing diversity of methods adopted over time. This tactic
ranks third among all MITRE ATT&CK tactics (see Table [3)),
which may partly explain why behavioral data was available for
only 38.11% of the samples analyzed. As presented in Table[3]
the most prevalent techniques during this phase are Scripting
(T1064), Hidden Files and Directories (T1564.001), and Code
signing (T1553.002).

Scripting remains a popular method to avoid detection, as it
can be executed directly in the macOS shell. This allows mal-
ware to identify whether it is in a sandbox or whether analy-
sis tools are active, and subsequently kill all processes or self-
destruct to leave no trace. Commands such as pkill (run by
5.04% of the samples), sh -c pkill (used by 178 samples, or
0.81%), ps (used by 1.88% of samples), and rm (used by 7.58%
of samples) aid in the evasion process. Some commands are
present in Table[6] Additionally, 32.81% of samples employed
the Hidden Files and Directories technique (T1564.001), which
hides files or folders by prefixing their names with a dot (*.")
character, making them invisible by default in Finder (macOS
file explorer) and standard command-line utilities such as 1s.
Files can also be marked with the UF_HIDDEN flag, which hides
them from Finder while still allowing visibility in the terminal.

In addition to the techniques described above, macOS mal-
ware frequently use Code signing (T1553.002) as a defense
evasion mechanism. By embedding a signature, or at least mim-
icking the expected structural components of a valid signature,
malicious binaries can bypass superficial integrity checks that
only verify the presence of a signature, rather than its crypto-
graphic validity.

On macOS, every signed Mach-O binary includes a
LC_CODE_SIGNATURE load command, which points to a data
structure known as a superblob (a container format with
the magic value OxFADEOCCO) located at the end of the bi-
nary (Levinl 2016} [HackTricks, 2024). This superblob ag-
gregates several constituent blobs, the most common be-
ing: (i) CodeDirectory, a manifest containing per-page (typ-
ically 4 KB) hashes and hashes of special metadata slots
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(e.g., slot —1 for Info.plist, -5 for Entitlements, -2 for
Requirements, and -3 the CodeResources XML file); (ii) En-
titlements, XML- and DER-encoded blobs that define the exe-
cution permissions granted to the binary; (iii) Requirements, a
set of compiled rule set that dictate the conditions under which
the code signature is considered valid; and (iv) CodeResources,
an XML file (_CodeSignature/CodeResources) containing
hashes of all resource files within application package. These
structures can be forged or manipulated by adversaries to em-
ulate legitimate binaries, thus evading static and dynamic de-
fenses that rely on code signing as a sign of trust.

Table[TT|shows that only 0.84% of the analyzed samples have
a valid code signature, while an additional 0.22% include an in-
valid certificate. Malware with invalid certificates can evade
basic detection systems that do not apply strict cryptographic
validation. These evasion techniques typically involve copying
signature metadata from legitimate applications and reusing it
in unsigned or modified malware. Although these files fail dig-
ital signature verification, they may appear legitimate to end
users or be mishandled by security tools that rely on superficial
signature checks.

Furthermore, 1.40% of samples lacked embedded metadata,
such as the Info.plist file (categorized as “missing plist”
in Table [IT)), a common component in properly signed ma-
cOS applications. The absence of this metadata can contribute
to bypassing basic verification routines, especially on systems
that rely on the presence of expected file structures rather than
their integrity. For instance, the Shlayer operates without an
Info.plist file and can execute without triggering quaran-
tine, code signing, or notarization checks. This vulnerability
was later addressed by Apple in macOS 11.3 (Jamf] 2021)).

In this sense, malware samples with invalid or nonexistent
code signatures can exploit vulnerabilities in security products
that check only for the presence of the LC_CODE_SIGNATURE
section or superficially look for a Developer ID string. These
techniques reinforce the importance of thorough cryptographic
validation in signature-based defenses.

Table 11: Breakdown of code signing status among analyzed malware samples.

Code signing status Count (%)
Not signed 56,204 (97.52%)
Missing plist file 806 (1.40%)
Valid signature 482 (0.84%)
Invalid signature 125 (0.22%)
Untrusted signature 17 (0.03%)
Certificate out of its validity period 2 (0.00%)
Total 57,636 (100.0%)

Virtualization/Sandbox Evasion (T1497) is another common
evasion technique, ranking 10th in Table ] with 27.44% of
the analyzed samples employing it. Malware can detect spe-
cific virtual machine environments or artifacts and then alter
their main behavior or prevent downloading additional pay-
loads. Sleep timers are often used to evade sandbox analysis,
with symbols such as usleep (imported by 16.19% of the sam-



ples) and sleep (12.16%) serving for this purpose. Addition-
ally, the exit symbol was imported by 31,560 (54.76%) sam-
ples, likely indicating early process termination to evade detec-
tion by preventing malicious behavior from being observed.

Another common defense evasion technique involves modi-
fying binaries by packing or stripping them. Although Virus-
Total sandboxes do not provide details about packed files, our
static analysis reveals these evasion methods (discussed above
in Section ). Based on the file entropy, approximately 18.35%
of the binaries were packed, making static analysis more dif-
ficult. This aligns with the Obfuscated Files or Informa-
tion: Software Packing technique (T1027.002). Furthermore,
85.99% of the binaries were stripped, meaning that debugging
symbols were removed to hide valuable information about func-
tion names and variable identifiers. This practice aligns with the
Obfuscated Files or Information: Stripped Payloads technique
(T1027.008).

The 1ibz library (ranked fourth in Table [7) is also used
to evade defenses by compressing and decompressing data,
thereby altering its structure and reducing its size to evade de-
tection. Additionally, the unzip command was also executed
by 168 samples, further indicating the use of compression as
part of an evasion strategy.

Another important evasion technique involves accessing the
/etc/hosts file (805 samples). While the file was modi-
fied 3 times, accessing /etc/hosts suggests the possibility
of redirecting network traffic away from monitoring or security
servers, thereby attempting to bypass network-based defenses.

Takeaways from RQ3

Defense evasion techniques are imperative to avoid de-
tection, allowing malware to operate undetected for
longer periods of time. Popular methods include
scripting in the macOS shell (T1064), hiding files
(T1562.001), and leveraging or manipulating code sign-
ing (T1553.002) to appear legitimate. Virtualization and
sandbox evasion (T1497), detected in a significant por-
tion of samples, allow malware to effectively avoid anal-
ysis by detecting virtualized environments. Addition-
ally, modifying key system files (such as /etc/hosts)
further complicate detection efforts. Together, these
techniques contribute to defense evasion being one of
the most prevalent tactics, with a wide variety of meth-
ods employed to overcome security defenses.

5.4. RQ4: Credential Access, Discovery, and Lateral Move-
ment

Adversaries use credential access tactics to obtain sensitive
authentication information such as passwords, private keys, and
account names. The goal is to gain unauthorized access to priv-
ileged information or systems, enabling privilege escalation or
lateral movement.

The two most common techniques for credential access ob-
served in our dataset are Keychain (T1555.001; observed in 298
samples) and Input Capture (T1056; observed in 601 samples).
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The Keychain is the macOS credential management system re-
sponsible for securely storing account names, passwords, pri-
vate keys, certificates, and other sensitive information. There
are three types of Keychains: the Login Keychain, the System
Keychain, and Local Items. Keychains can be accessed and
edited using the Keychain Access application or the security
command-line utility, which was run by 254 samples. By ac-
cessing the Keychain, adversaries seek to retrieve credentials
that can be reused to gain unauthorized access to additional sys-
tems or services. The Input Capture technique overlaps with
data collection methods (explained below) but is specifically
used to capture credentials such as usernames and passwords,
typically through keylogging or other methods to intercept in-
put.

Despite the relatively low incidence of credential access tech-
niques, being observed in only 6.15% of the analyzed samples
(see Table[3)), these methods are critical in an adversary’s lifecy-
cle. Obtaining valid credentials significantly facilitates further
lateral movement and privilege escalation.

Adversaries employ discovery techniques to gather informa-
tion about the target system and internal network. These tech-
niques allow adversaries to better understand their operational
environment before taking further action, helping to identify
opportunities for lateral movement across the target network
while minimizing detection risks. The most common discov-
ery techniques identified in our analysis are presented in Ta-
ble [5} with the top three being System Information Discovery
(T1082), Security Software Discovery (T1518.001), and Virtu-
alization/Sandbox Evasion (T1497).

System Information Discovery (T1082), used by 75.71%
of the analyzed samples, is used to gather detailed informa-
tion about the target’s operating system and hardware, includ-
ing version, installed patches, service packs, and architecture.
This information helps tailor the malware’s subsequent actions.
Tools such as systemsetup, when run with privileged access,
can provide a detailed breakdown of system configuration. Se-
curity Software Discovery (T1518.001), observed in 47.07%
of the samples, allows adversaries to identify installed secu-
rity software, defensive tools, and sensors. This information
helps attackers develop custom lateral movement techniques.
While Virtualization/Sandbox Evasion (T1497) falls primarily
under defense evasion, it also plays an important role in dis-
covery. This technique, used by 27.45% of analyzed samples,
helps determine whether the malware is running in a virtual-
ized environment or if there are any analysis artifacts present.
This knowledge allows the malware to adapt its behavior ac-
cordingly, which could mean preventing further execution or
altering payload deployment strategies.

In addition to these techniques, other commands and tools
were frequently used for discovery. Commands such as
dscl (11.81%); ranked 4th in Table [6) help gather informa-
tion about user accounts, while /usr/bin/syslog (11.55%;
ranked 5th) is often used to trace outputs from security soft-
ware or check for signs of a virtual environment. Similarly,
the system_profiler command (10.83%; ranked 6th) is used
to gather detailed information about system hardware and soft-
ware. Other commands, such as sw_vers (8.58%; ranked 7th),



ioreg (3.71%), and stat (3.88%), further help gather data
about system configuration, hardware, and file systems.

Several libraries shown in Table[7]can also help gather infor-
mation. For instance, 1ibsqlite3 is used for local data stor-
age, giving attackers the ability to query local databases. Other
libraries, such as 1libswiftIOKit, interact with hardware.
Similarly, 1ibswiftXPC and 1ibswiftCoreFoundation pro-
vide information about running processes and system configu-
rations.

Table [T0] shows some of the most frequently accessed files
that are important in the discovery process. Files such as
/etc/master.passwd and /private/etc/passwd list user
accounts and associated attributes, providing attackers with
valuable information about system users. Additional files
such as /etc/group, /etc/services, /etc/hosts, and
/etc/profile contain configuration and environment infor-
mation, helping attackers understand privilege levels, network
services, and other system settings.

Despite their importance in the adversary’s lifecycle, no lat-
eral movement techniques were identified in our analysis. This
is likely because our dataset focuses on binaries and malware
analysis reports from samples executed in isolated environ-
ments, which lack the necessary conditions to observe lateral
movement. Lateral movement typically involves the propa-
gation from an initially compromised system to other devices
within a network, requiring an active and interconnected net-
work environment. Given our focus on static and dynamic anal-
ysis of malware samples under controlled conditions, opportu-
nities to observe these techniques were limited, resulting in an
absence of lateral movement behavior in our findings.

Takeaways from RQ4

Credential access, discovery, and lateral movement are
interconnected phases that are critical to an adversary’s
operational success. Credential access techniques were
observed in a small proportion of the analyzed samples
(6.15%), but play an essential role in obtaining sensitive
information such as passwords and private keys, facili-
tating unauthorized access to systems. Recovering such
credentials can significantly improve adversaries’ capa-
bilities for privilege escalation and lateral movement.
The discovery tactics analyzed reveal the importance
of gaining detailed knowledge of the target system and
network environment. Common techniques include
gathering system information (T1082), identifying in-
stalled security software (T1518.001), and determining
whether malware is running in a virtualized environment
(T1497). These methods help adversaries assess the
target environment and identify potential opportunities
for further compromise. However, no lateral movement
techniques were detected, likely due to the controlled
environment in which the malware samples were ana-
lyzed, which lacked the necessary conditions for lateral
movement across networked systems.

5.5. RQ5: Collection

The Collection tactic involves techniques used to gather in-
formation from various relevant sources to advance an adver-
sary’s goals. These sources can include different types of drives,
browsers, email, and even audio or video data. Common col-
lection methods include screen capture, recording keyboard in-
put, and searching for specific files. Once the information has
been gathered, the next logical step is the exfiltration phase,
which involves stealing data from the compromised network
(discussed in the next section). Finally, credential access tech-
niques are employed to obtain sensitive authentication informa-
tion such as usernames, passwords, and other credentials (de-
tailed in Section [5.4).

The samples in our dataset primarily employed two tech-
niques (as shown in Table [5). The most common technique
was Input Capture (T1056), observed in 601 samples, where
user input such as keystrokes is captured to obtain credentials
or gather other useful information. Users often provide cre-
dentials during regular interactions with login pages or system
prompts, making this method effective for credential harvest-
ing. The second observed technique was Data from Local Sys-
tem (T1005), present in 12 samples, which involves searching
local system sources such as file systems and local databases for
sensitive data before exfiltration. Tools such as find and grep
have been employed in 1,131 and 778 samples, respectively,
to search for specific files or text strings. Additionally, some
samples used the Archive Collected Data (T1560) technique to
compress or encrypt collected data before exfiltration; this was
observed in samples that often relied on the 1ibz library (ob-
served in 16,980 samples) or tar command (observed in 334
samples). Furthermore, system frameworks such as ImageI0,
SafariServices, and WebKit, as shown in Table [§] allow
malware to collect visual data, retrieve browser-related infor-
mation, and potentially capture web-based credentials. Finally,
only one sample was found using the Screen Capture technique
(T1113), emphasizing its limited use within the known macOS
threat landscape.

Takeaways from RQS

The most frequently observed techniques in our dataset
involved capturing user input (T1056) and searching lo-
cal system sources (T1005). The first technique, which
was seen in 601 samples, is primarily used for cre-
dential harvesting, as users often enter sensitive infor-
mation during interactions with login pages or system
messages. The second technique, seen in 12 samples,
involves searching local sources such as file systems
and databases to obtain sensitive data before exfiltra-
tion. Tools such as find and grep were employed in
1,131 and 778 samples, respectively, for this purpose.
Additionally, several samples were found to compress-
ing or encrypting the collected data (T1560), relying on
tools such as the tar command (334 samples) and the
libz library (18,212 samples). Interestingly, capturing
data from screen (T1113) was only observed in a single
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sample, suggesting its limited use in the current macOS
threat landscape.

5.6. RQ6: Exfiltration, Command and Control, and Impact

After the information gathering phase, the next step in an
adversary’s strategy is typically the exfiltration phase, during
which techniques are used to steal data from the compromised
network. In our dataset, Exfiltration Over Alternative Protocol
(T1048) was the most frequently observed technique, present
in 1,404 samples. This method involves transferring data over
protocols other than the main command and control (C2) chan-
nel, such as FTP, SMTP, HTTP/S, DNS, and SMB. For instance,
the curl command, which can upload files over multiple proto-
cols, was executed in 1,042 samples (4.76%). Similarly, rsync
was used in 1,177 samples to send data directly to an exter-
nal server. On the other hand, Exfiltration Over C2 Channel
(T1041) was found in only 7 samples, indicating a less fre-
quent use of this method, where data is exfiltrated over the same
channel as the C2 communication. These findings demonstrate
how adversaries prioritize alternative communication channels
to exfiltrate data without triggering alarms in their C2 infras-
tructure.

This reliance on alternative communication methods leads to
the central role of Command and Control tactic, the most fre-
quent in all samples analyzed, with almost all samples (96.75%)
using C2-related techniques (see Table [5). This is quite ex-
pected, as C2-related techniques allow for persistent and covert
communication between infected devices and remote servers.
This tactic allows the malware to adapt its behavior based
on real-time information it receives from the C2 infrastruc-
ture, ensuring malicious business continuity. Notably, the
three most frequently observed TTPs fall into this tactic, as
shown in Table ] These techniques are Encrypted Channel
(T1573), used in 94.56% of samples; Application Layer Proto-
col (T1071), observed in 89.94%; and Non-Application Layer
Protocol (T1095), used in 86.35% of samples.

The Encrypted Channel technique is widely used by malware
to hide C2 traffic by employing encryption rather than relying
on inherent protocol protections. Relevant symbols supporting
this technique include SSL_read (imported by 553 samples)
and SSL_write (imported by 554 samples), which facilitate en-
crypted communication over SSL/TLS channels. Both symbols
belong to the 1ibssl library (loaded by 491 samples). Com-
mands such as curl (run in 1,042 samples) and openssl (run
in 249 samples) leverage these encryption techniques for se-
cure communication with the C2. Another third-party library
that provides essential encryption and decryption capabilities is
libcrypto (loaded by 495 samples).

The Application Layer Protocol technique involves combin-
ing malicious traffic with legitimate network traffic by using
standard OSI application layer protocols. The libcurl li-
brary, which is loaded by 913 samples, facilitates data transfer
over multiple protocols, making it a common tool for malware
that leverages this technique. In contrast, the Non-Application
Layer Protocol technique uses lower OSI layer protocols for
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communication with the C2, which can help evade detection by
blending in with less obvious traffic patterns.

To better understand the external connections established by
the samples, we analyzed all available network-related informa-
tion. Both IP addresses and domains were checked using Virus-
Total and the Neutrino API (see §3.3). In total, 4,966 domains
were analyzed: VirusTotal flagged 203 as malicious, while the
Neutrino API identified 265. All domains were compared with
DGArchive; however, no matches were found with known al-
gorithmically generated domains.

Regarding IP addresses, we examined 18,922 unique IP ad-
dresses, of which VirusTotal flagged 142 as malicious. The
Neutrino API provided a more detailed classification of suspi-
cious activity, summarized in Table [];2} This table lists the 653
IP addresses identified in the blocklists and their correspond-
ing classifications: VPN indicates the IP belongs to a public
VPN provider; Exploit bot refers to an IP address that hosts
an exploit-hunting bot or runs exploit-scanning software; proxy
refers to an anonymous web or HTTP proxy; Bot denotes an IP
address that hosts a malicious bot or is part of a general bot-
net; spam bot refers to an IP address associated with a spam
bot; Tor indicates an IP address that is a Tor node or runs a
Tor-related service; spider designates a hostile web spider or
crawler; hijacked refers to an IP address that is part of a network
block hijacked or controlled by a criminal organization; dshield
highlights IP addresses flagged as significant attack sources by
DShield, a community-based collaborative firewall log corre-
lation system; malware refers to IP addresses that distribute or
execute malware (other than spyware); and spyware refers to IP
addresses involved in distributing or executing spyware.

Table 12: Classification of IP addresses identified by Neutrino API.

IP type Count IPtype  Count
VPN 380 :
Exploitbot 202 Spider 12

Hijacked 11
Proxy 196 .

Dshield 8
Bot 128

Malware 5
Spam bot 150 Sovware 3
Tor 52 Py

A total of 9,428 samples issued HTTP GET requests,
while 18,189 connected over port 443, indicating a heavy
reliance on HTTPS. The most frequent Content Types
were application/ocsp-response (5,970 samples) and
text/html (3,459 samples), both indicative of web inter-
actions potentially tied to command and control infrastruc-
ture. Additionally, 1,922 samples requested content with the
HTTP Content Type set to application/x-apple-plist,
a common format for macOS configuration files, while
application/x-apple-diskimage appeared in 108 sam-
ples. These findings suggest that the malware is specifically
designed for Apple environments.

The Impact tactic refers to actions taken by adversaries to
disrupt the availability, integrity, or confidentiality of systems
and data. In our dataset, only two techniques were observed



under this tactic: Service Stop (T1489), which was used in four
samples to stop critical system services and cause operational
disruptions, and Data Encrypted for Impact (T1486), which
was found in two samples, typically linked to ransomware at-
tacks aimed at making data permanently inaccessible.

Takeaways from RQ6

We found that the most commonly used method for data
theft involved data exfiltration through alternative com-
munication channels (T1048), observed in 1,404 sam-
ples. This approach allows attackers to transfer data us-
ing protocols such as FTP, HTTP/S, or DNS, bypass-
ing the primary communication channel with the con-
trol server and reducing the risk of detection. In con-
trast, data exfiltration through the same channel as com-
mand and control communication (T1041) was much
less frequent, occurring in only 7 samples. The preva-
lence of C2 communication, present in almost all sam-
ples 96.70%, underlines its essential role in malware op-
erations. Techniques such as encrypted communication
(T1573) and mixing malicious traffic with legitimate
traffic (T1071 and T1095) enable persistent, covert com-
munication, allowing attackers to maintain control over
compromised systems while evading detection. Impact
techniques, while less frequently observed, demonstrate
adversaries’ intentions to disrupt or compromise system
integrity. While fewer samples directly targeted system
functionality, their actions reflect the potential for severe
operational disruption (T1489) or data denial (T1486),
often in line with ransomware goals.

6. Platform-Specific Malware Trends and Techniques

Malware targeting different OS exhibits notable differences
in behavior and structure. To contextualize our findings on ma-
cOS malware, we compared them with information from three
benchmark studies analyzing malware for the Linux and Win-
dows platforms (Cozzi et al., 2018} [Ugarte-Pedrero et al., 2019;
Botacin et al.,|[2021al).

Architectural Diversity. Linux malware shows greater archi-
tectural diversity, with binaries compiled for a wider range of
platforms. In contrast, malware targeting macOS and Windows
predominantly focuses on Intel architectures, although the use
of ARM, particularly Apple Silicon, has grown in the macOS
ecosystem in recent years. Mach-O binaries are generally dis-
tinguishable by their they target OS (macOS versus i0S), while
identifying the target OS from ELF binaries is more difficult
due to the greater support for UNIX-like systems.

Entropy Analysis and Packaging. Average entropy values
also differ across platforms. Linux samples have a higher aver-
age entropy (~ 6.0) compared to macOS samples (5.48). In the
Windows dataset, 51% of binaries have entropy values above
7, while only 12.17% of macOS binaries exceed this threshold.
This discrepancy can be partly attributed to limited support for
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packers such as UPX on macOS, which does not natively sup-
port the Mach-O format.

Linking Practices. Static linking is significantly more preva-
lent in Linux malware (80%) than in macOS samples (2.24%).
This stark contrast reflects platform-specific design decisions:
macOS does not support static linking by default, as explained
in Section 4] while static linking is more common and is na-
tively supported on Linux.

Family Diversity and Code Signing. According to AVClass
classification, 1,057 unique malware families were identified in
the Windows dataset, compared to 492 families in the macOS
dataset, suggesting lower family diversity in the latter. Further-
more, AVClass flagged 67.63% of macOS samples as poten-
tially unwanted programs (primarily adware), while only 22%
of Windows samples had a similar classification. Code signing
was also more prevalent in Windows malware, with 18.3% of
samples being signed, compared to only 2.48% on macOS.

Behavioral Characteristics. In terms of behavior, Linux and
macOS malware tend to emphasize persistence-related mecha-
nisms, while Windows malware focuses more on data exfiltra-
tion and payload retrieval. For macOS samples, only 9.10% ex-
hibit data exfiltration capabilities, and 3.96% perform explicit
information collection. In contrast, a staggering 96.75% of
macOS samples establish C2 communication, underscoring the
importance of remote access and command execution in the ma-
cOS threat model. Furthermore, file operations were detected
in 38.11% of macOS samples and only 17% of Windows sam-
ples, highlighting the tendency of macOS malware to interact
with the local file system more frequently.

7. Limitations

Despite the contributions of this work, we acknowledge sev-
eral limitations to provide a balanced perspective and highlight
areas for potential improvement.

Dynamic Analysis with VT Sandbox Reports. The sandbox
reports provided by VT are generated using controlled environ-
ments that may not fully represent real-world conditions. Lim-
itations here include a lack of transparency into how sandbox
environments are set up and the specific detection mechanisms
they employ. This lack of information can introduce a degree
of uncertainty into understanding how effective or realistic the
detection of certain malware behaviors is. Mapping observed
behaviors to the ATT&CK framework can be inconsistent, as
there is no clear documentation of how VT identifies specific
techniques. This can lead to potential misinterpretations or gaps
in mapping malware behaviors to MITRE ATT&CK TTPs.

Dataset Limitations. The dataset primarily consists of sam-
ples from the post-2023 period, which introduces potential bias
into our analysis. As shown in Figure 2] the number of older
samples from before 2023 is significantly lower (22.6%), mak-
ing it difficult to perform a comprehensive historical analysis.
This bias could result in an overrepresentation of more recent
malware strains and techniques, while older, potentially still



relevant, techniques may be underrepresented. The scarcity of
older samples also restricts our ability to track the evolution of
macOS malware over time, which could have provided addi-
tional insights into long-term trends in malware development
and adversarial techniques.

Malware Coverage and TTP Representation. While our
dataset is extensive, it may not cover the entire spectrum of ma-
cOS malware in circulation. The samples we collected were ob-
tained from publicly available platforms (i.e., VT, VirusShare,
and MalwareBazaar), which may have inherent collection bi-
ases. These platforms often rely on community contributions
and may lack representation of certain malware families or tar-
geted attacks, especially those developed for specific high-value
targets. Furthermore, only 26.83% of the dataset presents TTPs.
For the remaining 73.17%, TTPs were not found in the VT re-
ports, limiting our ability to fully map and analyze the behavior
of these samples.

8. Related Work

The cybersecurity community has traditionally focused on
malware targeting Microsoft Windows, resulting in a vast
amount of research in that area (see, for instance, recent sur-
veys on this topic (Afianian et al.,[2019; Moussaileb et al., 2021}
Ling et al.,|2023)). Most existing studies focus on specific types
of malware or highlight the differences between various mal-
ware families. In contrast, relatively few works have focused
on analyzing macOS malware, and even fewer have focused
specifically on Mach-O files, despite their importance in com-
promising the macOS environment.

One of the closest studies to our work is (Oosthoek and
Doerr, 2019). This study focuses primarily on the MITRE
ATT&CK framework, employing API hooking to determine if
specific techniques are being used. However, this work was
performed on Windows 7, and while it included 951 unique
families with one sample per family, this approach may not
be fully representative: even within the same family, malware
samples can exhibit significantly different behaviors and perfor-
mance characteristics. For example, there are numerous ways
for malware to detect whether it is running in an analysis en-
vironment (Afianian et al. 2019; |Galloro et al.l |2022; [Filho
et al.| [2022), and these variations can affect the results of the
analysis. Moreover, another important work is the longitu-
dinal study (Botacin et al. |2021a)), which analyzes Windows
malware infecting Brazilian banking users from 2012 to 2020.
This study highlights rapid evolution in obfuscation, the use of
diverse file formats beyond typical PE binaries, and reliance
on native system resources, emphasizing the significance of re-
gional and population specific malware campaigns. Lastly, the
study (Ugarte-Pedrero et al.,[2019) provides an in depth analy-
sis of hundreds of thousands of Windows executables collected
in a single day.

Another relevant work that analyzed non-Windows environ-
ments is (Cozzi et al.l 2018), which focuses on Linux mal-
ware. This work analyzed 10,548 samples using static and dy-
namic techniques, covering aspects such as architectures, head-
ers, commands, and libraries. While similar in scope, our work
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differs by leveraging the MITRE ATT&CK and incorporating
behavioral data extracted from VT sandbox reports. Addition-
ally, the work in (Chierzi, Veronica and Mercés, Fernandol
2021) analyzes Linux IoT malware using the MITRE ATT&CK
framework, focusing on specific families and comparing the
techniques employed. While it applies static and dynamic anal-
ysis methods, its methodology is less comprehensive than ours,
especially in terms of scale and behavioral diversity.

In terms of macOS malware research, notable work in-
cludes (Pham et al.}[2019), which presents a framework specif-
ically designed to analyze macOS malware and resist anti-
evasion techniques. Published in 2019, this framework sup-
ports macOS versions from 10.6 Snow Leopard to 10.12 Sierra,
the latter released in 2016. Another work focuses on the use
of memory forensics and a newly developed Volatility plu-
gin (Manna et al., |2021), which aims to identify Objective-
C-based malware on macOS through memory forensics tech-
niques (Case and Richard, 2016). Additionally, the work
in (Kowalczyk et al., [2024)) provides a technical analysis along
with mitigation recommendations, specifically focused on ma-
cOS ransomware. Similarly, the work in (Thaeler et al.| |2023)
aims to improve macOS malware detection using machine
learning, incorporating string analysis and Mach-O static anal-
ysis. This research compares attributes of non-malicious and
malicious samples. Some of the most comprehensive analysis
of macOS malware can be found in (Wardle, |[2022), which pro-
vides an extensive and detailed guide on how macOS malware
should be analyzed and how it behaves. Our analysis aligns
with the behavioral trends of this work, but quantifies them on
a much larger scale, confirming that information gathering and
C2 remain predominant tactics.

Compared to similar studies on different platforms, our
dataset is of comparable (or even greater) magnitude. For in-
stance, |Cozzi et al.| (2018) analyzed 10,548 Linux malware
samples using both static and dynamic methods. Regarding
Windows, (Oosthoek and Doerr) (2019) examined 951 binaries
(one for each malware family in Malpedia), and the longitu-
dinal study carried in (Botacin et al.| [2021a) analyzed 41,084
Windows samples. Similarly, [Ugarte-Pedrero et al.|(2019) pro-
cessed 172,000 Windows executables, collected in a single
day in a private, isolated environment. Furthermore, the IoT-
focused study provided in (Chierzi, Veronica and Merces, Fer-
nando}, 2021 examined only 14 samples.

In essence, previous works on macOS malware has primarily
focused on developing tools, detection frameworks, or small-
scale behavioral analysis. In contrast, our work complements
these efforts by validating and expanding their observations on a
much larger empirical basis. Several patterns reported by War-
dle| (2022) and [Thaeler et al.| (2023)), such as the prevalence of
persistence and C2 mechanisms, are quantitatively confirmed in
our dataset. Conversely, other behaviors, such as lateral move-
ment, appear to be much less common. This comparison not
only supports the validity of our results but also situates them
within the broader evolution of the macOS threat landscape.



9. Conclusions and Future Work

In this paper, we presented a detailed analysis of macOS mal-
ware by filtering and examining a large collection of Mach-O
samples through both static and dynamic analysis techniques.
We provided an overview of the main tactics and techniques
used to target macOS environments, structured according to the
MITRE ATT&CK framework and focusing on the malware at-
tack cycle phases.

Our findings highlight the critical role of techniques related
to information gathering (discovery, collection), exfiltration,
and command and control within the current macOS malware
landscape. We hope that this work contributes to a deeper un-
derstanding of macOS malware and serves as a foundation for
future research, as well as the development of more robust de-
fense strategies tailored to the unique challenges of macOS en-
vironments.

As future work, one promising avenue we plan to explore
is predictive modeling and behavioral classification. By lever-
aging the behavioral artifacts identified in our work as high-
fidelity features, we aim to design machine learning algorithms
capable of automatically classifying new malware samples.
Furthermore, we are currently expanding this work by mal-
ware lineage and code evolution analysis. By applying code
similarity techniques and function-level binary comparisons to
our large-scale dataset, we seek to identify evolutionary rela-
tionships among malware families. This analysis will allow us
to trace variant derivation and highlight malicious code reuse
across the macOS ecosystem.
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Figure 7: MITRE ATT&CK navigation matrix showing frequency of use of techniques in our macOS malware dataset.
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