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Abstract. Cryptographic keys are a fundamental aspect of modern sys-
tem security, but when compromised, they become a critical vulnerabil-
ity, especially in ransomware attacks. Paradoxically, these keys must be
available in memory at runtime to function, creating a unique opportu-
nity for defensive tools. We introduce KeyReaper, an open-source tool
designed to locate cryptographic keys in active Windows processes us-
ing advanced memory analysis. Unlike traditional approaches that rely
on static memory dumps, KeyReaper performs dynamic analysis in real
time, restricting the search to process heap memory to improve efficiency
and accuracy. It employs robust key identification heuristics to minimize
false positives and is designed for seamless integration with Endpoint De-
tection and Response systems. KeyReaper also encourages extensibility:
its open-source nature allows researchers and practitioners to enhance
its capabilities with custom key detection algorithms. We validated our
approach through extensive experiments involving both proof-of-concept
ransomware and real-world samples, demonstrating the effectiveness of
key extraction and decryption success. Our tool provides a practical path
to strengthening ransomware mitigation strategies.
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1 Motivation and Context

Ransomware has become one of the most significant threats in the cybersecurity
landscape, as highlighted by multiple industry reports [5–7]. This type of mal-
ware primarily targets data availability [4], encrypting files or entire systems,
and demanding a ransom in exchange for decryption keys.

The success of ransomware attacks depends largely on the use of strong cryp-
tographic algorithms. However, operational errors in key management have led
to the failure of some ransomware campaigns [1], including the use of flawed cus-
tom algorithms or poor key management practices [15]. In contrast, ransomware
families such as WannaCry have employed robust and properly implemented en-
cryption schemes that make recovery virtually impossible without the corre-
sponding decryption key [2]. In this sense, the confidentiality and integrity of
cryptographic keys are critical to the attack’s effectiveness.

Cryptographic keys are typically generated using secure libraries (e.g.,
Crypto++) or system APIs (e.g., CryptoAPI for Windows) [2, 8]. Due to the



2 L. Abascal, R. J. Rodríguez

nature of the encryption process, these keys must reside in the ransomware’s
memory during its execution. This creates a limited, but interesting, window
of opportunity to extract them, especially if their structure follows recognizable
patterns. According to [3], key generation typically takes place on the victim’s
device, ensuring that the keys will be present at some point during the attack.

In response to this opportunity, we present KeyReaper, a novel tool designed
to extract cryptographic keys from active Windows processes using advanced
memory analysis techniques. Unlike existing approaches that rely on static mem-
ory dumps [10, 11, 15], our solution enables dynamic key extraction in real time
by focusing on the process’s heap memory, where such keys are most likely to
reside during execution.

2 KeyReaper: System Design

In this section, we present the design of KeyReaper, our memory analysis tool
developed to extract cryptographic keys from active Windows processes. It con-
sists of three main modules and is designed to be used in an Endpoint Detection
and Response workflow where a process has already been flagged as ransomware.

2.1 Workflow Description

Figure 1 illustrates the tool’s workflow. The process begins with the ransomware
actively running on a system, performing encryption operations and storing keys
in memory. Let us clarify that KeyReaper does not include any ransomware
detection mechanisms; rather, it is designed to operate after a process has already
been flagged as malicious by an external security solution, such as an EDR
system or antivirus engine. The tool consists of three main components that
work sequentially to recover these keys.

The first module, Process Capture, pauses the execution of the ransomware
process. This pause is essential to prevent future malicious behavior, including
the potential destruction of encryption keys once the attack is complete. By
stopping the process mid-execution, we ensure memory stability and a consistent
state for extraction.

The second module, Heap Extraction, recovers the memory contents of the
paused process. The tool specifically focuses on heap regions, as these are com-
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Fig. 1: System architecture and workflow of KeyReaper.
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monly used for dynamic allocation of cryptographic keys and related metadata.
Focusing on the heap improves performance and reduces noise.

The final stage, Key Scanning, analyzes the extracted memory using a series
of interchangeable pattern recognition-based detection algorithms. These algo-
rithms are designed to identify the structural signatures of cryptographic keys
and enable the detection of symmetric and asymmetric keys. Upon successful
identification, the keys can be extracted, allowing the victim’s files to be de-
crypted without paying a ransom.

2.2 Design Highlights

This live memory-based approach offers several advantages over traditional post-
incident forensics. By operating on active processes, the tool avoids issues such
as memory paging, process termination, or data loss, which can occur when ac-
quiring and analyzing a memory dump [10]. Its modular architecture also allows
for the easy integration of additional analysis techniques, increasing adaptability
to future ransomware variants. Additionally, the tool provides a command-line
interface that supports options to pause, resume, or terminate processes, making
it ideal for automated use in real-time incident response systems.

To facilitate key detection, KeyReaper includes several analysis modules
based on well-established forensic techniques. One module implements the AES
round key derivation method of [11], which reconstructs AES round keys from
memory. This allows the detection of AES keys even when they are not explicitly
present, by identifying characteristic patterns of the derived keys. While compu-
tationally intensive, it is still highly effective at detecting AES keys, which are
widely used in modern ransomware families.

Another module is based on the technique originally presented in [15], which
focuses on detecting keys generated using Microsoft’s CryptoAPI. Although dep-
recated, CryptoAPI remains supported on all versions of Windows and is fre-
quently used in ransomware. Our improved version of this method uses DLL
injection and inter-process communication to extract key material from the tar-
get process with minimal disruption.

The tool’s focus on heap memory is aligned with the goal of recovering dy-
namically generated keys, which only exist at runtime. Keys hardcoded in the
binary or retrieved from a Command and Control server are beyond the scope of
this tool and would require alternative recovery methods. By focusing on runtime
memory, the tool achieves better performance and reduces false positives.

To accurately enumerate heap regions, KeyReaper uses the Process Environ-
ment Block (PEB). It also optionally employs pattern-based analysis of undocu-
mented Windows heap structures, such as _HEAP and _HEAP_SEGMENT, available
since Windows Vista. These structures provide reliable indicators of the bound-
aries and layout of heap segments, especially in fragmented memory.

To ensure responsiveness during live memory analysis, KeyReaper is im-
plemented in pure C++ for optimal performance. The tool uses native Win-
dows API calls to interact with remote processes, such as NtSuspendProcess
to pause execution, NtQueryInformationProcess for process introspection,
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(a) CryptoAPI key scanner.
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(b) Generic AES scanner.

Fig. 2: Comparison of performance for the two key scanning modules.

and ReadProcessMemory for safe memory access. Additional functions such as
GetProcAddress are employed for dynamic symbol resolution. Memory regions
are extracted using the TitanEngine library, which provides a high-level in-
terface to low-level memory operations. For pattern matching within memory
dumps, our implements the Boyer-Moore-Horspool algorithm, a fast and effi-
cient method for substring searching in binary data.

3 Experimentation

To evaluate the reliability and effectiveness of KeyReaper, we conducted four
types of complementary experiments. These experiments aim to assess: (i) the
tool’s reaction time, (ii) its resistance to false positives, (iii) the validity of the
extracted keys, and (iv) its performance in real-world ransomware scenarios.

To evaluate reaction time, we developed a validation program that gener-
ates 100 cryptographic keys per run. We measured heap extraction and scan-
ning times using QueryPerformanceCounter, repeating each configuration 1000
times with varying heap sizes. As shown in Figure 2a and Figure 2b, the AES
scanner, although implementation-agnostic, is significantly slower. In contrast,
the CryptoAPI scanner offers faster and more versatile performance.

To evaluate robustness against false positives, we introduced high-entropy
noise into the heap using pseudo-random data in our validation program. We
also evaluated the scanners with benign open-source software (e.g., Audacity,
Notepad++) during typical usage sessions. In tests on synthetic and structured
data, the tool consistently recorded a zero false positive rate, indicating high
selectivity and reliability.

Next, we evaluated the accuracy of the extracted keys. Using the
CryptExportKey [14] function, we exported the CryptoAPI-generated keys from
our validation program. By parsing the exported key blobs and stripping their
headers [13], we isolated the raw key material and compared it to the result gen-
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erated by KeyReaper. This comparison was repeated for over 1,000 iterations,
and in all cases, the keys matched exactly with no false detections.

Finally, we evaluated the tool in real-world ransomware scenarios using two
prevalent malware samples: Avaddon and WannaCry. Both rely on CryptoAPI for
key management. Avaddon generates a persistent AES session key for encryp-
tion [15] and continues monitoring the file system for new files, remaining active
until manually terminated. WannaCry, on the other hand, creates an RSA key
pair as a session key and uses it to encrypt the AES keys of each file [9]. Both
samples were run in a controlled, isolated virtual environment (Windows 10 Pro,
4 GB RAM, 50 GB HDD). After confirming normal ransomware behavior (file
encryption and displaying the ransom note), we paused execution at strategic
times to extract the keys.

To confirm successful decryption, we placed a known plaintext file in the
victim’s environment, calculated its SHA256 hash, and resumed ransomware
execution to enable encryption. After pausing the malware, we used the extracted
key to decrypt the file and verified the result by comparing the SHA256 hash
with the original.

These results confirm that its scanning modules reliably identify valid keys
without false positives, and it performs well in both synthetic and real ran-
somware scenarios. Together, these findings demonstrate the tool’s viability as
a practical solution for dynamic key extraction during ransomware incidents.

4 Future Work

We plan to extend KeyReaper with support for additional cryptographic algo-
rithms, including Salsa20. We are also developing mechanisms for detecting keys
generated by popular libraries such as OpenSSL and Crypto++.

Future releases will include memory dump analysis for offline forensic inves-
tigations and benchmarking against existing similar solutions. Additionally, we
aim to expand support beyond the NT heap to cover the segment heap intro-
duced in Windows 10 [12].

Ongoing research on CryptoAPI will improve the detection of asymmetric
keys, and we plan to evaluate the tool with legitimate cryptographic software
for auditing and compliance testing. To improve robustness, we also plan to
study heap manipulation and evasion techniques used by ransomware.
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