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Abstract

Identificar funciones de biblioteca en aplicaciones compiladas estaticamente es
esencial para garantizar la seguridad, eficiencia y calidad del software. Las biblio-
tecas son componentes importantes en la mayoria de las aplicaciones modernas
y, aunque son muy Uutiles, también pueden presentar riesgos significativos para la
seguridad si no se manejan adecuadamente. La identificacion de las funciones de
biblioteca utilizadas en una aplicaciéon permite a los desarrolladores tener un mejor
control sobre los componentes del software y garantizar que las versiones utilizadas
sean compatibles y seguras. Ademas, en otros campos como la ingenieria inver-
sa o el analisis forense, conviene identificar facilmente las funciones de biblioteca
con objeto de ayudar al analista para indicarle las partes en que tiene que focali-
zar sus esfuerzos. Existen diversas técnicas para identificar funciones de biblioteca
en aplicaciones compiladas estaticamente. Este trabajo se centrara en las técnicas
formales basadas en grafos, desarrollandose un sistema que permita a un analista
conocer cuales son las funciones de biblioteca de un programa compilado dado.

Palabras clave: inline functions, graph-based method, reverse enineering
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1. Introduction

1.1. Motivation

Software libraries have played a fundamental role in computer programs since the incep-
tion of computer technology [30]. They offer necessary capabilities to distribute the code,
enhance functionality, and reuse existing implementations. Nevertheless, improper man-
agement of the libraries can result in substantial security risks. Thus, identifying and com-
prehending library functions in statically linked files empowers developers to exercise better
control over software components and maintain their security. Furthermore, in areas such
as reverse engineering and forensic analysis, identifying library functions streamlines the
process of understanding complex software mechanisms.

There are numerous methods for identifying library functions in statically compiled bina-
ries [13, 17, 22, 26]. Many studies have addressed the issue of full function identification,
achieving some level of success. However, the identification of inline functions may present
a more complex challenge and be in higher demand. This work focuses on formal methods
based on graph theory. Representation with graphs is highly intuitive for human percep-
tion, and there exists an extensive mathematical toolkit with multiple algorithms to support
it. Graph methods offer a structured and systematic approach to this important aspect of
software analysis. This paper will closely examine the algorithm proposed in [26]. Based on
its description, we want to develop a program that allows analysts to determine the presence
of inline library functions in a compiled program.

1.2. Objective

This work aims to evaluate the results of library feature identification using subgraph
isomorphism search methods. Specifically, the main goal is to develop a proof-of-concept
tool (called Tamiz), based on the algorithm presented in [25] and enhanced in [26], and run
experiments in different scenarios to validate it.

The investigation goes through the following steps:

1. Study of existing methods for identifying binary functions in binary programs.

2. Analysis, design, and development of a system to identify these functions using the
subgraph isomorphism search method presented in [26].

3. Experimentation and validation.

1.3. Structure

The rest of this document is structured as follows. Chapter 2 contains a description of
terms used throughout the paper and an overview of the challenges. Chapter 3 provides
a summary of the sources referenced throughout the document. Chapter 4 focuses on the
developed application and its high level architecture. Chapter 5 shows test run results and its
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evaluation. Chapter 6 provides a summary of the findings and proposes potential directions
for future research.
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2. Previous Knowledge

This chapter introduces some of the concepts needed to understand the work, first of all
describing what library function identification and binary analysis are in general.

2.1. Binary Analysis

During this investigation, we will examine the structure and operation of two components
related to Computer Science: binary executables and function libraries.

A binary executable file is a computer file with a strictly defined structure containing
machine code instructions that the computer’s Central Processing Unit (CPU) can directly
execute [29]. The state of the binary file after execution is called the runtime [5].

A function library is a binary file of strictly defined structure that stores pre-written code
modules of functions serving to specific purposes [30]. To use a library function’s code, a
binary executable should explicitly use it as libraries are not self-sufficient and cannot be
directly executed on CPU. Libraries can be dynamic, if they can be attached to the main
executable file while it is running, or static, if they can be attached before execution. The
vast majority of modern computer programs reuse library functions to minimize the amount
of code that needs to be written and to minimize the amount of testing that is required, as
library code is normally expected to be revised and validated. Standard libraries have been
developed for languages, such as C or C++, containing the most commonly used utilities.
Standard C, C++ libraries, such as libc/glibc, libstdc++, libmsvcrt are usually linked with the
executables.

Both components contain machine code that is not intended to be readable by humans.
The process of transforming human-readable code into machine instructions that follow the
rules and meet the structure of binary files is known as compilation [5].

The process of attaching the code of a library of functions to the code of the main program
is called linking [5]. Dynamic and static libraries are compiled in different ways. Dynamic
libraries are compiled to link at runtime, while static libraries are compiled to link at compile-
time.

With a binary file at hand, it is challenging to determine the actions it will execute when
running. The program text and compiled machine instructions have an unclear correspon-
dence since crucial information required for human comprehension is removed at the com-
pilation stage. Furthermore, instructions are organized in the order required to optimize the
execution speed or the binary file size.

The process of reverse engineering involves the internal design and interconnection of
machine code instructions and their conversion into textual code, such as Assembler and
C programming languages [27]. In fields like computer security or software testing, reverse
engineering is of crucial importance.

The key questions posed by reverse engineering are: What is the purpose of this pro-
gram? and How does it operate? The answer is not always obvious or easily achievable, es-
pecially in areas such as malware research. To simplify their work, specialists have equipped
themselves with various formal techniques to develop more understandable mental models
and use them in automated computer analyses. One of the popular techniques is the graph-
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based representation of a binary file [6], where the nodes of the graph are the various
elements within the file, and the edges denote their relationships. Usually nodes can be
functions, basic blocks or separate instructions.

Various graph-based techniques have been proposed, such as Function Call Graphs,
Control Flow Graphs and Data Flow Graphs. In Function Call Graphs, functions within the
binary are represented as nodes, and edges indicate the call relationship. The graph can
be used to visualize the flow of control and data between functions in the program. Control
Flow Graphs (CFG) model the flow of control within functions. In CFG, the nodes represent
basic blocks, and the edges represent the control flow between them, like conditions, jumps
or loops [6]. Basic block [20] is a straight-line code sequence with no branches having only
one entry and no branches out except at the exit.

Another important advantage of using a graph-based representation is that there is a well-
developed set of algorithms from the field of mathematics. For example, depth and breadth
first search, cycle detection, and graph isomorphism search.

However, we need to properly map the structure of our binary executable file into a set of
interconnected graphs before looking at graph-based algorithms. This is achieved by disas-
sembling the files, by translating machine code instructions into assembly language that can
be read by a human. Disassembly is part of a more general process called static analysis.
Static analysis does its job without actually executing the file [21], unlike dynamic analysis,
which examines the runtime state of an executable file. The relationship between reverse
engineering, static analysis, dynamic analysis and disassembly is illustrated in Figure 2.1.

Reverse
Engineering

/\ A

\ \

\ Dynamic
\ ] \ analysis

/

\

a

DIS ssembly |
\ / \\ //

Figure 2.1: Reverse engineering.

2.2. Library Function Identification

When a specialist, having received an executable file of unknown purpose, tries to de-
termine what and how this program does, as part of this task he analyses the disassembled
code of the program. Given the nature of binary code, it is an impossible task to go through all
the instructions reconstructed from machine code. It would be extremely useful to determine
which sections of code correspond to known library functions and which are unique to this
particular file. This task is called library function identification [7]. In the case of dynami-
cally linked libraries, this task is trivial because the original function names are stored in the
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binary. In the case of statically linked libraries, the code of the library functions is copied into
the main executable, and often the information about the original function names is lost. It
gets even trickier when the library functions are inserted directly into their callers, where they
are called. This is known as function inlining [7] and is used to optimize execution speed
and to deliberately make the work of reverse engineers more difficult.

Full function identification searches for a library function in a binary executable in its
unmodified form. Inline identification searches for library function insertions into functions of
the main executable.
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3. Related Work

Existing approaches and tools can identify library functions in different special cases with
varying degrees of probability. The IDA Fast Library Identification and Recognition Technol-
ogy (FLIRT) [19] is widely used for full identification. In the crudest approximation, it compares
the prologue, the first N bytes, of the function with prologues of library functions and looks for
a match. It takes into account the compiler-specific characteristics of these prologues, allow-
ing for more accurate recognition of library functions based on compiler-specific signatures.
This method shows decent results with acceptable performance. However, it suffers from a
number of difficulties when applied to inline identification. The compiler is free to present
machine instructions as it sees fit. Library function instructions and host function instructions
can be mixed. The compiler is able to modify the instructions themselves, for example by
replacing a processor register with one that is functionally equivalent. Various other methods
have also been proposed to perform complete feature identification [13, 17, 22], but the task
of inline feature identification remains a current topic of interest.

[13] describes a technique for generating signatures to automatically detect library func-
tions in executable files. The developed program utilizes optimal perfect hash functions [10],
delivering adequate performance. However, the method is known to have its limitations, such
as signature diversity issues, challenges with multiple library code providers, distinct memory
models, the presence of floating point operations, and difficulties in function recognition.

In [17], the FLIRT approach with slightly relaxed conditions is employed to increase the
number of identified library functions. Unlike FLIRT, it does not pre-check the type of com-
piler used, but searches for all functions that match the signature. Furthermore, if a library
function is found, any functions it calls statically (either directly or indirectly) are also labelled
as library functions. This approach may yield extensive but not highly accurate results, as it
allows some false positives. Moreover, the method only labels library functions, but does not
establish a correspondence between them.

In [22], library functions within binary files are identified by mapping the high-level se-
mantics of wrapper functions through system call invocations to a database of pre-processed
known library functions. This approach contributes two significant elements: semantic de-
scriptors, which generate "fingerprints" of wrapper functions based on stable system call
characteristics within the functions’ public APIs, and a flexible template-based database
search algorithm. This method represents functions from various library versions uniformly,
accommodating changes in binary representations and tolerating variances in binary code
across library versions and compiler variations. However, it has limitations, primarily due to
its reliance on system calls and the search for wrapper functions around them, which makes
it less suitable for identifying functions with less system-dependent program code.

At the same time, a different approach is suggested in [25] and later developed in [26]. Its
goal is to address two main issues of full and inline identification. Firstly, the bytes of an inline
library function within a function may be discontinuous. Secondly, a library function may have
different byte sequences after compiler optimization.

The authors in [25, 26] use the Execution Flow Graph (EFG), a representation that ex-
tends CFG to depict a function’s internal structure. Regardless of the order of instructions,
the data and control dependencies among the instructions remain unaltered. The EFG pro-
vides a reliable representation of the data and control dependencies intrinsic to a function,
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forming a fundamental basis for solving the first issue. Moreover the researchers use in-
struction numbering methods to extract the invariant features of an inline function among
different variations, thus tackling the second problem. The work proposes to use algorithms
on graphs to find inlined library functions, as well as to find statically linked library functions.
These algorithms are based on the search for isomorphic subgraphs.

The source code of a demonstration version of the program implementing the described
algorithms is given along with the paper at [4]. However, due to the style of writing and usage,
we were not able to perform a deep analysis of the source code. Nevertheless, the results of
the work seem promising. To evaluate them based on the available algorithm descriptions,
we have developed our own version of the program called Tamiz. The design and analysis
of its operation, as well as its differences from the one described in the [26] are introduced
below.
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4. Design and Analysis of the Solution

In this chapter we detail the structural underpinnings of our program designed to add
binary files to a database and search them based on user-specified parameters. It provides
a full understanding of the components, methodologies and design principles behind the
functionality of the program. We will cover the main features of the program, including two
different modes of operation, analysis of binary files using the Angr library [28] , serialisation
of data for storage in a database, and searching and analysing information stored in a SQLite
database [23].

4.1. Analysis

When starting the development, we made a few assumptions. We exclusively investigate
ELF [1] format files in the Linux operating system compiled for X86-64 ABI (Application Binary
Interface) version 1.0 [3]. The files under study are compiled from C source code. Whenever
possible, we will try to use already existing libraries.

We chose Python as the language for our program due to its numerous benefits, such
as cross-platform compatibility, access to specialized libraries for binary analysis and graph
algorithms, and high recognition in the academic community. In addition, its universal support
makes it easy for us to deploy our research across a variety of operating systems in future.

Further we have outlined functional and non-functional requirements to the program:

User Experience Requirements

UX_R1 Program shall support uploading a file to the program’s internal storage for later
processing.

UX_R2 Program shall support search for the library function’s occurrence in the source
code of the target function.

Binary Code Disassembly Requirements

BIN_R1 Program shall work with binary files of supported format.

BIN_R2 Program shall automatically identify whether the type of the file is executable or
library.

BIN_R3 Program shall parse binary to convert machine code into a structured represen-
tation, including functions, CFG, basic blocks, instructions.

Basic Blocks Analysis Requirements

AN_R1 Program shall analyse instructions in basic blocks and build local EFGs.

AN_R2 Program shall replace instruction objects with numeric hashes according to the
rules from [26].

AN_R3 Program shall construct an Ordered Adjacency Matrix for each basic block.

AN_R4 Program shall reduce eligible blocks to a sequence of instructions hashes.

Storage in a Database Requirements

DB_R1 Program shall serialize runtime graph data for storage in the database.

DB_R2 Program shall store the serialized data in the database.

DB_R3 Program shall deserialize the data retrieved from the database to reconstruct
runtime objects.
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Isomorphic Graph/Subgraph Search Requirements

ISO_R1 Program shall search subgraph isomorphisms between target and library func-
tions.

ISO_R2 Program shall check results of subgraph isomorphism search for possibility of
graph outlining.

Non-Functional Requirements

NFR1 Program shall complete search operations in a reasonable time frame.

NFR2 Program shall use abstract interfaces when working with third-party libraries.

NFR3 Program shall support different operating systems and binary architectures wher-
ever possible.

4.2. Design

We divided the program into a small number of functionally related modules and worked
on them in a top-to-bottom manner.

Input Handling: The program handles user input provided via the command line, includ-
ing the file path in the case of adding mode and search parameters in the case of search
mode. The logic is implemented in the main file, the entry point to the program, using the
built-in argparse package (UR_R1 and UX_R2). When incorrect command line arguments
are entered, a message with brief help is displayed. The logic is illustrated in Figure 4.1.

File Analysis: When adding a file, the program performs binary file analysis. The
pyelftools library [24] is used to determine whether the file is an executable or a library
(BIN_R2). Using the angr [8] library we parse the file and get a representation of its in-
ternal structure (BIN_R1 and BIN_R3): CFG, function list, basic blocks and instructions in
Capstone [11] format. During implementation we abstracted from the Angr library, it is used
only for parsing the file, further work will be done in the application’s own classes (NFR2).
The high-level scheme is shown in Figure 4.2.

Serialization/Deserialization: In adding mode, the program serializes (DB_R1) runtime
objects obtained from the binary file analysis into a format suitable for storage. Serialization
is needed to make data portable and persistent. It ensures tje data remains intact and can
be reconstructed consistently. In our case this includes converting data structures, including
graphs, into JSON format. Conversely, during deserialization, the process is reversed.

Database interaction: The program interacts with a database to store and retrieve infor-
mation. It inserts serialized objects into the database during the adding process and queries
the database in search mode. In search mode, the program retrieves files, functions and ba-
sic blocks from the database based on user-specified search parameters. It then deserialize
(DB_R3) these plain objects into richer runtime objects for further analysis. The database
schema required to store the application data is shown in Figure 4.4. We opted for SQLite [2]
as our database to implement DB_R2 for a number of reasons. It is a serverless, cross plat-
form and configuration-free open source SQL DBMS. It is extensively used in projects of all
scales. FastDB, which was utilized in the [26], was not considered suitable due its outdated
status of 7 years and nonexistence of any known interface to function with Python.

Functionality Implementation: The core of the program that involves searching for iso-
morphisms and optimizing the graph structure. It is schematically depicted in Figure 4.3.
Blocks Find isomorphic subgraph candidates and Validate candidates involve the im-
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plementation of algorithms for EFG construction, instruction numbering, searching isomor-
phic graphs, checking graphs for outlining, and others.

Table 4.1 presents the primary algorithmic insertions adopted from [26]. The table out-
lines the correspondence between the algorithms and the purpose of each one. Certain
algorithms had to be modified due to our use of distinct software libraries and data structures
compared to those in the original paper. Specifically, the BeaEngine framework [9] utilized in
the original work functions as a linear disassembler (like objdump command line utility in OS
Linux). However, our program utilizes Angr, which is a recursive disassembler [7]. Further-
more, it enables the detection of function boundaries within the code. In the original work,
this functionality was implemented in its own source code.

The program uses the VF2 [15, 12] algorithm to search for graph and subgraph isomor-
phisms (ISO_R1, ISO_R2). It is implemented in the Networkx package for Python. VF2
is an efficient and widely used algorithm for solving the subgraph isomorphism problem
[16, 14, 31]. Adaptation to different graph data for nodes and edges is straightforward. The
program only requires a callback function for node comparison. Basic Block Analysis re-
quirements are covered by a code that reproduces the basic algorithms and definitions from
[26].

Current algorithm | Original algorithm in [26] | Purpose

Algorithm 1 Algorithm 1 on p.191 Construct a local EFG

Algorithm 2 Algorithm 2 on p.193 Local EFG Reduction Function

Algorithm 3 Algorithm 3 on p.193 Reduced EFG Construction

Algorithm 4 Algorithm 4 on p.194 Reduced EFG Construction

Algorithm 5 Not available Find candidates for isomorphic
subgraphs

Algorithm 6 Algorithm 5 on p.195 Validate an identification result

Networkx Definition 6 on p.191 Construct Ordered Adjacency

built-in method Matrix, OAM

nx. to_numpy_array

Table 4.1: Correspondence between algorithms in the current and original papers.

Next, we explain the important implementation details of the algorithms listed in the Table
4.1.

Algorithm to construct a local EFG

Algorithm 1 is largely unchanged from the original, with the exception of a few adjust-
ments. We have moved the checking of dependencies between instructions to a sepa-
rate function (see line 4), which now verifies two additional conditions: an instruction al-
ways precedes a later instruction, or follows an earlier instruction. The former of these is
pertinent to instructions that typically appear at the beginning of basic blocks of functions,
such as ENDBR64 and ENDBR32 [18, chapter 17, section 3]. The latter applies to instructions
of control transfer, such as SYSCALL, CALL, RET, LOOP, LOOPZ, LOOPE, LOOPNZ, LOOPNE,
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IRET, INT, INTO, BOUND, ENTER, LEAVE and all kinds (conditional and unconditional) of
jump instructions.

The second modification on line 5 checks the type of the instruction, differentiating be-
tween whether it belongs to the standard prologue (instructions ENDBR32, ENDBR64, ENTER),
epilogue (instructions LEAVE, RET, RETN) or falls into the category of redundant instructions
(such as NOP) or functional instructions (all others). We solely consider the functional instruc-
tions.

In addition, we identified a minor mistake in the initial algorithm on line 10, where the
index k should in fact run from i+1 to j-1, which corresponds to the original comment.

Algorithm to Reduce a Local EFG

Unlike the original, Algorithm 2 works at the local graph level of the function. The reason
for this is the use of the Angr library and its inbuilt ability to break code into functions and
blocks. We would like to note that in Angr there are no variants when CTI (Control Transfer
Instructions) are in the middle of a basic block. They always end the basic block. It is also
impossible to transfer control to the middle of a basic block. Angr will split such a block into
two parts. The first instruction of the second part will be the target of CTI.

The input of the algorithm is a parsed function ¢ and a list A of addresses of blocks to be
reduced. Reduction means replacing the set of individual encoded instructions with a com-
mon hash of the entire block, ID Sequence [26, Definition 5]. The meaning of this operation
is an attempt to avoid the need for instruction-by-instruction comparison of blocks. Instead, it
is possible to compare block hashes for certain blocks, which should have a favourable effect
on performance.

Unlike the original implementation, where the algorithm itself finds out which blocks can
be reduced, in our implementation the addresses of these blocks come as an input parameter.
The addresses of the blocks to be reduced are computed in Algorithm 3 and 4. Reduction
itself is done on line 7 by assigning a value to the reduced_to property of a graph node v.

Algorithm to Construct a Reduced EFG of an Inline Function

Algorithm 3 is as similar as possible to its original implementation. It receives the target
function ¢ of the binary executable and the library function ¢, as its input. The output is
the reduced EFG T',..; of the target function. The algorithm considers head and tail blocks of
functions separately. It is in these blocks that there can be significant discrepancies during
inlining. It is assumed that the blocks inside the function body are inserted into the target
function as is. In two loops starting on lines 11 and 20, we go through all the head and tail
basic blocks of the library function. Within an iteration, we make a simple check: whether
all instructions of the library function basic block are included into the target function’s basic
block. Here we do not take into account the order and mutual dependencies of the instruc-
tions. If the condition is met, then these blocks cannot be reduced, i.e., they will face a more
detailed comparison when searching for isomorphism. On line 31 we perform an additional
check that each head block is connected to some tail block. Otherwise, unconnected blocks
may also be reduced.

We have also defined several auxiliary service functions. Graph returns DiGraph of a
function. The graph’s vertices represent basic blocks. Blocks returns a set of basic blocks
conforming the function. is_head returns true if the passed as argument basic block has zero
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incoming edges. is_tail returns true if the passed as argument basic block has zero outgo-
ing edges. id_sequence returns an ordered list of the hashes of instructions in the block. The
list is produced according to the steps described in [26, section 3.5, page 191]. is_ambiguous
returns true if the calculated ID Sequence of a basic block has repeated elements. It works
according to the description in [26, section 3.5, page 192]. instructions returns an ordered
list of hashed ID values for basic block instructions. Instruction’s ID calculation is described
in [26, section 3.3, pages 190-191].

Algorithm to Construct a Reduced EFG of a Function

The Algorithm 4 is a simplified variant of the Algorithm 3. It takes a binary function as
input and produce a reduced EFG as output. A loop on line 3 goes through all the basic
blocks of the function. If an ID Sequence of the current block is not ambiguos, this block will
be reduced.

Algorithm to Find Candidates for Isomorphic Subgraphs

The Algorithm 5 is the essential in orchestrating the operation of the entire search. On
lines 1 and 2, we get the reduced EFGs of the target and library functions. On line 6, we
run the algorithm to find subgraph isomorphisms. As mentioned earlier, the algorithms imple-
mented in the Netwrokx library are used for this purpose. In this case, we used DiGraphMatcher,
an algorithm for searching isomorphisms in directed graphs. The input to this function is a tar-
getgraph I'r .4, @ pattern graph I';, ,..q and a nodes comparison function ¢cp. For reduced
blocks what is compared is ID Sequence. For non-reduced blocks inclusion of instructions
is evaluated. Two blocks are considered a match if all instructions in one block occur at least
once in the other.

Algorithm for Validating an Identification Result

In the Algorithm 6 we thoroughly examine the isomorphism conditions of head and tail
blocks of functions. At the previous stage, we obtained a set of candidates for isomorphic
subgraphs from Algorithm 5 and performed a prompt comparison of blocks by instructions
inclusion in the function ¢carp. In the current algorithm, we conduct the same search for
isomorphic subgraphs, but at the instruction level inside head and tail blocks. Each instruction
is represented by its hash ID.

On lines 6 and 13, there are two similar loops that go through the head and tail blocks
of the candidate’s graph, respectively. The two corresponding blocks from target and library
functions are passed as arguments to a function find_matches_for_blocks. Inside, it utilizes
Networkx search for isomorphisms MultiDiGraphMatcher. Nodes are matched by compar-
ing ID of the instructions. The algorithm returns true if all matches between blocks have
been determined to be valid.

We had to change the original Algorithm 5 implementation provided in [26] because it did
not give positive results even on the simplest examples. For some cases of inline function
insertion, the instructions of the inserted function are irrecoverably mixed with the instruc-
tions of the host function. Condition Case 1 in [26, Chapter 5, page 194] was found to be
unnecessary due to the structure of our basic blocks. Condition Case 2 was yielding numer-
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ous false negatives. To increase the number of positive results, we implemented a search for
isomorphic subgraphs as described above. This slightly loosened the conditions.

Parse CLI
arguments

[contains '--add] [contains '--seek’]

[by default]

Print help
message

Add file to DB -+ Search library

function

Figure 4.1: Activity diagram. Parsing the input, choosing the mode.
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Open file from
FS

Calculate file | [Success] [Failure]

hash \ V4 h

Search file info
in DB by hash

[File not found in DB] [File found in DB]
\/ )

Parse file

Save file info to
DB

Print file info

Save functions
info to DB

Save basic
blocks info to
DB

Figure 4.2: Activity diagram. Add file to DB.
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Search by file hash
and function symbol

Retrieve target Retrieve library Find isomorphic

function from DB function from DB subg_'rap g
candidates

[candidates] Validate
candidates

[No candidates]

Print the list of

matches

Figure 4.3: Activity diagram. Search library function.

basic_blocks

id INTEGER PRIMARY KEY id INTEGER PRIMARY KEY id INTEGER PRIMARY KEY
name TEXT NOT NLL file_id INTEGER FOREIGN KEY file_id INTEGER FOREIGN KEY
sha256 TEXT UNIQUE NOT NULL function_graph_json TEXT function_id INTEGER FOREIGN KEY
executable| BOOLEAN DEFAULT False function_name TEXT NOT NULL address INTEGER NOT NULL
first_addr INTEGER NOT NULL local_efg_json TEXT
} efg_id_sequence TEXT
has_unambiguous_id_sequence |BOOLEAN DEFAULT False

Figure 4.4: Tamiz. Database Entity-Relationship Diagram.
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Algorithm 1: Algorithm to construct a local EFG build_local _efg(A)

Y

~

10
11
12

Input: A: Basic block instructions list
Output: I';,.: Local EFG
L + A.length;
// Step 1: Create an initial graph
fori«+— OtoL—1do
forj«i+1toL —1do
if are_dependant (A;, A;) then
if is_functional(A;) Ais_functional(A;) then
L L Floc — Floc U {Az — A]}:

// Step 2: Simplify the graph
fori<~0OtoL —1do
forj«<—i+2to L —1do
if {A, — A;} €', then
fork«<i+1toj—1do /] i<k<j
if {A\; — Ag, Ay — A} € Ty, then
L L Floc < Floc\{Ai — A]}a

13 return 1’

Algorithm 2: Algorithm to reduce a local EFG reduce (¢, A)

Input: p: Parsed binary function, A: Set of addresses to reduce
Output: I',.,: reduced EFG of ¢

1 B < Blocks(yp);

N o a & 0ODN

0

['yeq < Graph(p) // copy of local EFG
V < Nodes(I',..q) ;
foreach v inV do

a = addr (v);
if « € A then
L Ureduced_to < 1d_sequence (B,);

return ', .4
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Algorithm 3: Algorithm to construct a reduced EFG of an inline function,
reduce_for_inline(yr, ¢r)

Input: ¢r: target binary function, ¢ : library binary function
Output: I',.,: reduced EFG of o7
1 'y <~ Graph(pr) // EFG of or
2 Bp < Blocks(pr), B < Blocks(yy) // basic blocks of ¢ and ¢y,
3 Bhead ¢ Iy € By | is_head(x) = true} // head nodes of ¢y,
4 BtLail + {x € By | is_tail(x) = true} // tail nodes of ¢,
5 H< 0, T < 0 // head, tail block addresses of ¢r
6 C < () // block addresses of T to be reduced
7 found < false;
s foreach 5 in Br do
9 if -is_ambiguous(id_sequence(3)) then
10 L C « CU{addr(5)};

11 foreach % in B do
12 foreach 3 in Br do

13 if instructions(f) O instructions(h) then
14 found < true;
15 H + HU{addr(p)};

16 if ~found A |B}<d| > ( then
17 | return ()

18 if |Br| > 2 then

19 found < false;

20 | foreach t in Bi“! do

21 foreach 3 in By do

22 if instructions () O instructions(¢) then
23 found < true;

24 L T%TU{addr(ﬁ)};

25 | if ~found A |B!| > 0 then
26 L return (;

27 if |Bied| > 0 A | B! > 0 then
28 found < false;
29 foreach oy, in H do

30 foreach «o,,;; inT do

31 if 3 P € Paths(I'y) : P connects apeqq, Qiai then
32 L C<«+C \ {aheada Oétail} :

33 found < true;

34 if ~found then

35 | return {);

36 return reduce(p;, C);
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Algorithm 4: Algorithm to construct a reduced EFG of a function,
reduce_for_ full(pr)

Input: o7: target binary function
Output: I',.,: reduced EFG of or

1 Bp < Blocks(¢r) // basic blocks of ¢r

2 C < () // blocks addresses of wr to be reduced
3 foreach 3 in Br do

4 if -is_ambiguous(id_sequence(/3)) then
5 L | O+ CU{addr(®)};

6 return reduce(y;, C);

Algorithm 5: Algorithm to find isomorphic subgraph candidates,

find_isomorphic_subgraphs_candidates(yr, ¢r)

Input: o target binary function, ¢, : target binary function, ¢.,,,: blocks
comparison function
Output: P: a set of graphs {7}, all subgraphs of I'r,..q, that are isomorphic
to FL,?“ed
I'7eq < reduce_for_inline (o7, ¢r);
I'f req < reduce_for_inline(yyr, ¢r);
if I'rred = 0v I'frea = () then
| return )
P« 0;
M <— DiGraphMatcher (I'zreq, 'L reds 9omp);
foreach . in M do
T« SubGraph(I'7,eq, Keys(u)) // creating a subgraph from the matched

HE WO N =

o N o o

vertices

9 foreach v in Nodes(Y) do
10 | | Veorresponds_to < i

11 P+ PU{T};

12 return P
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Algorithm 6: Algorithm for validating an identification Result,
is_found_subgraph valid(pr,pr,T)

Input: ¢ target binary function, ¢ : library binary function, T: a subgraph
of 'y isomorphic to I';,
Output: true if T can be outlined, false otherwise
1 Br <~ Blocks(pr) // basic blocks of ¢r
2 By < Blocks(yy) // basic blocks of ¢y,
3 Ny < Nodes(Y) // Nodes of Y
4 N{ﬁead < {x € Ny | is_head(x) = true} // head nodes
5 Natrail < {x € Ny | is_tail(x) = true} // tail nodes
¢ foreach v in N do

7 ar < addr (v) // address of a block of ¢

8 o, < addr (Veorresponds_to) // address of a corresponding block in ¢,
9 b BT@T // basic block of ¢p at address ar

10 BL <= B, // basic block of ¢ at address oy

11 if find_matches_for_blocks(fr, ;) = 0 then

12 L return false;

13 foreach v in N do

14 ar < addr (v);

15 ap < addr(ycorresponds_to);

16 Br < Brag;

17 Br < Bray;

18 if find_matches_for_blocks(fr, ;) = 0 then
19 L return false;

20 return true;
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5. Evaluation

This chapter assesses the outcomes of the implementation of the Tamiz program. First
of all we want to qualitatively evaluate the applicability of the described in [26] and designed
in Chapter 4 library function identification technique. This is accomplished by providing an
overview of our testing environment and method, discussing the resulting outcomes, and
ultimately presenting any limitations that were identified.

5.1. Testing Environment

The software and hardware versions utilized are presented in the Table 5.1. Building of
the samples is done with the script in Listing 5.1.

CPU Intel(R) Core(TM) i7-10510U CPU @ 1.80GHz

Operating System | 5.19.0-43-generic #44 22.04.1-Ubuntu SMP
PREEMPT DYNAMIC x86 64 x86_64 x86 64 GNU/Linux

Compiler gcc version 11.3.0 (Ubuntu
11.3.0-1ubuntul 22.04.1)

Table 5.1: Testing environment.

5.2. Testing Method

Testing the developed program involves running it on various binary file test samples.
Test binary files are ELF x86-64 binary files compiled in testing environment.

We focus on inline function identification because it's the most challenging task that can
supposedly be solved with the [26]. To achieve this goal, we generated various C-files that
demonstrate different cases of functions inlining. After initial trials, we discovered that the
specifics of function inlining are influenced by the type and the quantity of arguments of the
inserted function as well as how they are passed to that function.

In Listing 5.2 an example of an inline function is demonstrated. The function has a stan-
dard inline attribute, as well as __attribute__((always_inline)) which is specific to gcc,
and force the compiler to inline the function. Conditions on lines 4 and 8 ensure that the argu-
ments passed to the functions are used inside it. This will prevent the compiler from deleting
them. Listings 5.3, 5.4 depict two situations where the inline function is used. During testing,
functions such as func_inl_int_2 will serve as library functions, while functions such as
test_ins_func_int_imm and test_ins_func_int_2var will serve as target functions.

A complete list of test cases and program results is listed in Table 5.2. The "Type of inline
args." column specifies the type of arguments accepted by the function. The next column
specifies the number of arguments. The manner in which arguments are passed from the
calling function is influenced by the number of arguments of the invoked function according
to [3]. The boundary value is 8, therefore, we have incorporated test scenarios with 8 and 9
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#!/usr/bin/env bash
set -e

WARN_FLAGS="-Wall"
CC_FLAGS="-g -00" # -01

# Step 1. Compile mystrcmp object file ifuncs.o
gcc -Wall $CC_FLAGS -no-pie -c ifuncs.c

# Step 2. Compile the program linking the library file to
it

gcc -Wall $CC_FLAGS -no-pie -c main.c

gcc -Wall $CC_FLAGS -no-pie -o program ifuncs.o main.o

Listing 5.1: Bash script to compile samples.

arguments. The "Host params" column indicates how the parameters are passed to the inline
function. Possible variants: immediate values, values of variables local to the calling function
or pointers. Columns "Found inlining" display the outcomes from a program’s test run on the
test data. In the initial run, the samples were compiled with the disabled optimization, option
-00. For the second run, the samples were compiled with the -01 optimization option.
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1linline __attribute__ ((always_inline))
2/int func_inl_int_2(uintmax_t argl, uintmax_t arg2){
3| int r = 1;
4| if (argl){
5| printf("argi\n");
6 r += 1;
7}
8| if (arg2){
9| printf("arg2\n");
10 r += 1;
1
12| return r;
13| };
Listing 5.2: Example of an inline function.

1| int test _ins func int_ imm(){
2 return func _inl int 2(1, 2);
3|

Listing 5.3: Example of a host function. Passing immediates.
1| int test_ins func _int 2var (){
2 int pl = 1;
3 int p2 = 2;
4 return func_inl_int_2(pl, p2);
5/ %}

Listing 5.4: Example of a host function. Passing variables.
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# Ref. Code Type of | Num. Host Found Found
inline args. | of params. inlining, | inlining,

args. -00 -O1

1 uint2Imm uintmax_t 2 Immediate X X

2 uint2Var uintmax_t 2 Variables v X

3 uint8Var uintmax_t 8 Variables v X

4 uint9Var uintmax_t 9 Variables v X

5 | uintPoint2Var| uintmax_ t* 2 Pointers X X

6 | charPoint2Imm char* 2 Immediate X X

7 | charPoint2Var char* 2 Variables X X

8 double2Imm double 2 Immediate X X

9 double2Var double 2 Variabes X X

10 | double8Imm double 8 Immediate X X

11 | double9Imm double 9 Immediate X X

12 void0 void 0 N/A v v
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5.3. Discussion of Results

As shown in Table 5.2, the algorithm’s performance on our test set was not exceptional.
However, we did receive several positive responses. Our goal now is to analyze the success-
ful tests in detail, while also investigating the reasons for the algorithm’s failure to detect inline

functions.

Test case uint2Var

If an isomorphism is successfully identified, which is the case for the pair of functions
func_inl_int_2 and test_ins_func_int_2var presented in Listings 5.5 and 5.6, it is pos-
sible to see a direct correspondence between the instructions in the function’s head block,
Figures 5.1, 5.2. Since the target function ends with an inline function call, no differences in
the tail block are present. All this leads to a positive search result.

1l inline

2| __attribute__ ((always_inline))
3lint func_inl_int_2(
4 uintmax_t argl,
5 uintmax_t arg2) {
6 int r = 1;

7 if (arg1l) {

8 printf ("arg1\n");
9 r += 1;

10| }

11 if (arg2) {

12 printf("arg2\n");
13 r+= 1;

14| }

15 return r;

16| };

Listing 5.5: func inl int 2, library

function.

]
2
3
4
5

int test_ins_func_int_2var () {
int pt = 1;
int p2 = 2;
return func_inl_int_2 (p1, p2);
}

Listing 5.6: test ins func int 2var,
target function.
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1
mov qword ptfibp - 0x18], rdi mov dword pif [rbp - Ox1c], 1

mov dword ptAr[rbp - 0x18], 2

2
mov qword pt(![fnp - 0x20], rsi mov edx, dwald ptr [rbp - 0x1c]
7 \
mov eax, dwor{:lr ptr_[_rjk;_p - 0x18] movsxd @dx, edx
4 3 | 1 1
sub r§p)0x20 mov dword pEs [rbp - 4], 1 cdae . mov ﬂworﬁjﬁtﬂf)’p - 0x10], rd

mov qworﬂ"bft_iﬁhp - 8], rax

. 5 4 [ :

cmp qword‘b‘{r_[]"b/p - 0x18], 0 sub r$p,10x20 mov dword pif [rbp - 0x14], 1
cmp qwor.(i"ﬁtfr'[fdﬁr- 0x10], 0
6 6
v . ¥
je Oxgopoag je 0x401a5e

Figure 5.1: uint2Var: library head  Figure 5.2: uint2Var: target head block.
block.

Test case double2Var

If isomorphism is not detected, a consistent pattern emerges. In Listings 5.7 and 5.8,
we can examine the logic within the functions. The target function in the final expression
calls the inline function test_ins_func_double_2var. It passes two variables p1 and p2 as
parameters. These variables were previously assigned constant values of 1.1 and 1.2.

Listings 5.9 and 5.10 provide the assembly code of both functions (for convenience, only
the head basic block is given, where the differences are). The target function includes in-
structions from the inline function.

Figures 5.3 and 5.4 show EFG of the functions (mnemonics are given for ease of refer-
ence). The figures demonstrate that a search for an isomorphic subgraph in the graph of the
target function that corresponds to the graph of the inline function will produce a negative re-
sult. The graph with the closest resemblance is identified by numbers 1, 3, 4, 5, 6, 7 in Figure
5.4, and it is missing one node. The expected resulting nodes are labeled in Figure 5.5, but
it is impossible to make a continuos graph out of them.

Having considered all the above, we have come to the conclusion that the compiler tries
to use the minimum number of xmm* registers when inserting an inline function into the target
function. In this particular case, instead of the original two registers, namely xmm0 and xmm1,
xmmO is solely used. This results in an additional data transfer instruction being inserted into
the EFG graph between 1 and 2 in Figure 5.5. In Figure 5.6, we can see how in the original
function, the values from the registers are fed into the memory allocated for the function
arguments. Figure 5.7 shows how the same happens in the target function. As we can see,
only the xmmO register is used
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inline

__attribute__ ((always_inline))

int func_inl_double_2(
double arg1i,

double arg2){

int r = 1;
(ar91) {
prlntf("arg1\n");
r+= 1;

}
f(arg2) {
prlntf("ar92\n");
r+= 1;

}

return

}s

r;

Listing 5.7: func inl double 2, li-

brary function.

OOk, WN

int test_ins_func_double_2var ()

{

double p1 = 1.1;

double p2 = 2.1;

return

func_inl_double_2(p1, p2);

}

Listing 5.8: test ins func double_

2var, target function.

endbr64

push rbp

mov rbp, rsp

sub rsp,0x20

movsd [rbp - 0x18],xmmO0
movsd [rbp - 0x20] ,xmm1
mov [rbp - 4],1

pxor xmmO0,xmmO
ucomisd xmmo,
jp 0x401509

[rbp - 0x18]

Listing 5.9: func_inl double 2, dis-

assembled head block.

1

—
- O OVWoO~NOOCOP,WN =

12
13
14
15
16

endbr64

push rop

mov rbp, rsp

sub rsp, 0x30

movsd xmmO0, [rip+0x11b2]
movsd [rbp-0x20], xmmO
movsd xmm0, [rip+0x11ad]
movsd [rbp-0x18], xmmO
movsd xmm0, [rbp-0x20]
movsd [rbp-0x10], xmmO
movsd xmm0, [rbp-0x18]
movsd [rbp-0x8], xmmO
mov [rbp-0x24], Ox1
pxor  xmmO, xmmO

ucomisd xmm0, [rbp-0x10]
ip 401101

Listing 5.10: test ins func double

2var, disassembled head block.
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1 movsd xmm0, qw: ptr [rip + 0x11b2]

p - 0x18], xmm0

movsd gword ptr([rbp - 0x20], xmm0Q

movsd xmmo, qw:ﬁ?ptr [rip + Ox1lad]

movsd gword ptr({rbp - 0x20], xmm1 , xmmQ movsd qword ptr(?p - 0x18], xmmO0

movsd xmm0, qvﬁ:@ ptr [rbp - 0x20]

\
3 movsd gword ptr p - 0x10], xmmO

sub rp, 0x20 mov dword@ [rbp - 4], 1

movsd xmm0, g ‘@- ptr [rbp - 0x18]

.
movsd qword ptrjrbp - 8], xmm0

d ptr [rbp - 0x18] 4 5

sub r mov dword pi [fbp - 0x24], 1

ucomisd xmm0, g

3

pxor xrind, xmmo

ucomisd xmmbo; ¢

ord ptr [rbp - 0x10]

/ 7
jp 0x400353
Ip 0x400 ip O)@lﬂ)l

Figure 5.3: double2Var: library head Figure 5.4: double2Var: target head
block. block.

movsd xmm0, qw ptr [rip + 0x11b2]
movsd qword ptr([rbp - 0x20], xmmO
movsd xmm0, qw(’?ptr [rip + Ox11lad]

movsd qword ptr@?p - 0x18], xmmO

movsd xmmO, q»@? ptr [rbp - 0x20]
1

movsd gword ptrp - 0x10], xmmO

movsd xmm0, qwiord ptr [rbp - 0x18]

2
movsd gword ptrjrbp - 8], xmmo

4
sub r mov dword ptr{rbp - 0x24], 1

3
pxor xrimb, xmm0

ucomisd xmmU; qWord ptr [rbp - 0x10]

7
jp 0x801f01

Figure 5.5: double2Var: expected
nodes correspondence.
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Argument 1 path: Argument 2 path:

xmm [rbp - 0x18] xmml [rbp - 0x20]

Figure 5.6: double2Var: memory diagram for variables in the inline function.

Argument 1 path:

[rip-0x11b2] |— 0 (rbp - 0x20] | om0 [rbp - 0x10]

Argument 2 path:

0
[rip-Ox1iad] xmm0 [rbp - 0x18] mm @

Figure 5.7: double2Var: memory diagram for variables in the target function.

)

PIN¢

C

Test case double2Var optimized

In the case of compiling the source code with optimization enabled (gcc argument -01),
significant differences in results can be observed between the target function 5.8 and the
library function 5.9. In both cases, optimization was applied. However, for the target function,
the compiler was aware of the variables initialization with constant values in advance (lines 2
and 3 in Listing 5.8). This allowed for significant simplification of its CFG, with the removal of
unnecessary conditional branches on lines 7 and 11 of Listing 5.7. Nevertheless the compiler
lacks a priori knowledge of arguments of the original library function, resulting in code that is
more extensive and differs from the target function.
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( Block 0x4014a7 \

0x004014a7:  endbréd

0xBE4014ab:  push rbp

0x004014ac:  push rhx

0x004014ad:  sub rsp, 8

0x0E4014b1:  movg rbx, xmml

0x004014b6:  ucomisd xmm@, gword ptr [rip + Oxb7al
0x004014be:  jp Oxd401del

Block 0x4014c0

0x004014c0: mov ebp, 1
BxBB4014c5:  jne BxdBldel

.

0x0B4014el: lea rdi, [rip + Gxblc]
0x004014e8: call Ox401870

Block Ox40ldel w

Block 8x481d4ed

0x004014ed: mov ebp, 2
0x00401472:  jmp Ox4014c7

( Block ©x4814c7 \

OxBB4014cT:  movg xmm2,  rhx
Ox00401dcc:  ucomisd xmm2, gqword ptr [rip + Bxb64]
Ox004014dd:  ip Bxd014F4

/

( Block 0x40ldde \

0xB04614d6:  jne Ox401474

Block 0x4014f4 w

0x004014f4: lea rdi, [rip + Oxboe]
0x004014fb: call Gx481070

Elock @x401508

0x00401500: add ebp, 1
Ox0B401503:  jmp Bx4014dE

Block 0x4014d8

0x004014d8: mov eax. ebp
0xpE4014da: add rsp, 8
0x004014de:  pop rbx
0xpR4014df:  pop rbp
Ox0B4814e0:  ret

Figure 5.8: double2Var optimized: li-

brary function CFG

Block Ox48lac3

BxEddlach: lea
Ox0R40lad2: call Ox401070

rdi, [rip + 8x532]

BxBA401lac3: endbréd
Bx0E481acT: sub rsp, &

Block Bx40lad?

)
(

Ox0gd0lade: call Ox401070

Bx0Edelad?: lea rdi, [rip + Bx52b]diJ

rf_ Elock 0Ox408lael HNW

Dx0B401ae3: mov eax, 3
Bx00401aed: add rsp, &
OxB040laec: ret

Figure 5.9: double2Var optimized: tar-
get function CFG.
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5.4.

Limitations

This work did not aim to quantitatively evaluate the application of graph-based methods
to the field of binary analysis and library function identification. Instead, our objective was to
identify their strengths and weaknesses and assess their validity. It is important to note that
the use of varying programming environments, libraries, hardware, and software platforms
may result in significant deviations from expected in [26].

Among the limitations of this work and program Tamiz we identify the following:

The operation of only one architecture is tested (specifically, x86-64).
Only one brand of compiler was used (specifically, gcc).

A rather narrow example of binary samples and varieties of function signatures is con-
sidered.

Depending on the usage scenario in the current implementation of the program, per-
formance problems may occur.

The program Tamiz we have developed allows us to test samples compiled in a special
way for experiments.

Inline functions cannot be identified in optimized source code when passing constant
immediate values to a library function. This occurs due to differing optimization con-
texts between the target and library functions.
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6. Conclusions and Future Work

This chapter presents a summary of the work, conclusions, and offers ideas for future
work.

6.1. Conclusions

In this work, we surveyed works proposing different approaches for identifying library
functions in binary executable files. The existing papers have two focuses: full and inline
function identification. Successful algorithms have been developed for the former, demon-
strating acceptable performance and accuracy on large datasets. These methods are widely
utilized in state-of-the-art reverse engineering environments and other research endeavors.
For the latter, inline function detection, a proposed algorithm [26] was chosen for further val-
idation due to its ambitious nature. Using the algorithm description as a basis, a program
Tamiz was developed. Adjustments were made to certain parts of the algorithm due to the
use of different libraries. The changes were thoroughly outlined.

Testing was conducted to confirm the algorithm’s effectiveness. For this purpose, a binary
file test set was developed, containing use cases of inline functions with multiple combinations
of arguments and types. The algorithm was then tested on non-optimized and compiler-
optimized code. In the case of non-optimized code, 4 out of 12 identifications were made,
while for optimized code, only 1 out of 12 identification was made, and in both cases, all
were true positives. In the absence of ground truth for inline functions in the original paper,
manual verification was conducted there, preventing accurate comparisons. Due to the lack
of a universally available test dataset, comparisons with other studies on this topic also seem
to be problematic.

In addition to the improvements outlined in [26], we propose the creation of standardized
test data to ensure ‘complete reproducibility for inline feature detection verification and a more
thorough examination of the resemblance between head and tail blocks, a common source
of algorithm malfunction.

6.2. Future work

As improvements and ideas for future work, we recommend the following:

- Establish a method for managing function arguments and head basic blocks. These
entities present challenges in identifying isomorphic graphs. It is crucial to identify
equivalence not only among individual assembler instructions but also among groups
of instructions.

- Expand the test data set to cover all significant combinations of inline function signa-
tures and target functions. Develop a standardized set to facilitate objective compar-
isons of varying developments in the future.

- Use existing open source projects and debugging information as the test data.
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- To enhance the versatility of the application’s architecture, redesign it to support diverse
architectures, ABls, and compilers.

- Additionally, explore potential applications of this development as a component of au-
tomated binary file analysis suites. Writing plugins for renowned reverse engineering
environments is also possible.
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A. Source Code of Tamiz

The source code of Tamiz program can be downloaded from https://github.com/
OlegFlores/tamiz. Itis available under CCO 1.0 Universal License: https://github.com/
OlegFlores/tamiz/blob/main/LICENSE.

To execute the program, you will need a Linux OS for x86-64 architecture, a gcc compiler,
and Python 3 package installed in the system. In the directory where you cloned Tamiz
repository to, initialize Python virtual environment with python -m venv venv. Then install
the required third-party packages with pip install -r requirements.txt.

To compile test samples, navigate to the test directory and execute the ./compile.sh
script (Listing 5.1). This will produce two output files: program and ifuncs.o. The initial file
contains target functions, while the second file includes the library functions that were inlined
into the program.

To initiate the tests, utilize the run_test.sh script (Listing A.1). The script automates
running the 12 test cases mentioned above. Checksums for the target and library files are
calculated on lines 2 and 3, which will then be utilized as parameters for the search. On line 4,
we define the database name. The flag PLOT_FLAG is responsible for enabling the generation
of CFG and basic block graph images, which can significantly slow down the application. Our
recommendation is to leave it empty by default. On lines 10 and 11, we add the respective
files to the program’s database. Then, we execute the test cases from line 12 to line 35 by
providing file hashes and function names, which are taken from the debug symbols.
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#!/usr/bin/env bash

PROGRAM_SHA=‘sha256sum ./program | awk '{print $1} " °
IFUNCS_SHA=‘sha256sum ./ifuncs.o | awk '{print $1} °
DB NAME="tamiz .db’

PLOT_FLAG='' # PLOT_FLAG='--plot’

rm —rf $DB_NAME

source ../tamiz/venv/bin/activate; python —-version
export PYTHONPATH=../tamiz

python -m tamiz --add ./program --db $DB NAME $PLOT_FLAG

python -m tamiz --add ./ifuncs.o —-db $DB NAME $PLOT_FLAG

printf "\n\n## Test case: 2 str immediates"

python -m tamiz —--seek $PROGRAM SHA test_ins_func_str_imm
$IFUNCS_SHA func_inl_str_2 --db $DB NAME $PLOT_FLAG

printf "\n\n## Test case: 2 str local vars"

python -m tamiz --seek $PROGRAM SHA test_ins_func_str_2var
$IFUNCS_SHA func_inl_str_2 --db $DB NAME $PLOT_FLAG

printf "\n\n## Test case: 2 int immediates"

python -m tamiz —--seek $PROGRAM SHA test_ins_func_int_imm
$IFUNCS_SHA func_inl_int_2 --db $DB NAME $PLOT_FLAG

printf "\n\n## Test case: 2 int local vars"

python -m tamiz --seek $PROGRAM SHA test ins_func_int_2var
$IFUNCS_SHA func_inl_int_2 --db $DB NAME $PLOT_FLAG

printf "\n\n## Test case: 8 int local vars"

python -m tamiz --seek $PROGRAM SHA test_ins_func_int_8var
$IFUNCS_SHA func_inl_int_8 --db $DB NAME $PLOT_FLAG

printf "\n\n## Test case: 9 int local vars"

python -m tamiz --seek $PROGRAM SHA test _ins_func_int_9var
$IFUNCS_SHA func_inl_int_9 --db $DB NAME $PLOT_FLAG

printf "\n\n## Test case: 2 int by address”

python -m tamiz --seek $PROGRAM SHA test ins_func_int_2pointers
$IFUNCS_SHA func_inl_int_point_2 —--db $DB NAME $PLOT_FLAG

printf "\n\n## Test case: 2 double immediates"

python -m tamiz --seek $PROGRAM SHA test_ins_func_double_imm
$IFUNCS_SHA func_inl_double_2 --db $DB NAME $PLOT_FLAG

printf "\n\n## Test case: 2 double local vars"

python -m tamiz --seek $PROGRAM SHA test ins_func_double_2var
$IFUNCS_SHA func_inl_double_2 --db $DB NAME $PLOT_FLAG

printf "\n\n## Test case: 8 double local vars"

python -m tamiz —--seek $PROGRAM SHA test ins_func_double_ 8var
$IFUNCS_SHA func_inl_double_8 --db $DB NAME $PLOT_FLAG

printf "\n\n## Test case: 9 double local vars"

python -m tamiz --seek $PROGRAM SHA test_ins_func_double_9var
$IFUNCS_SHA func_inl_double_9 --db $DB NAME $PLOT_FLAG

printf "\n\n## Test case: no parameters”

python -m tamiz --seek $PROGRAM SHA test_ins_func_void $IFUNCS_SHA
func_inl_void --db $DB_NAME $PLOT_FLAG

Listing A.1: Bash script to run test cases.
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