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Introduction

HAProxy Community Edition
(https://github.com/haproxy/haproxy).

Proxying, load balancing, HTTP rewriting and redirection, Server
protection, Sticky tables, etc.

Alternative to Nginx for load-balancing / proxying.
Widely used in large-scale industry: Airbnb[1]. Alibaba[2]. GitHub[3],
Instagram[4], Reddit[5], StackOverflow[6], Twitter[7].
From (including) 2.0.0 Up to (excluding) 2.0.25
From (including) 2.2.0 Up to (excluding) 2.2.17
From (including) 2.3.0 Up to (excluding) 2.3.14
From (including) 2.4.0 Up to (excluding) 2.4.4
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Introduction

CVE-2021-40346
Integer Overflow

CWE-190 Integer Overflow or Wraparound[8].

HTTP request smuggling

Source: [9]

Characterisation [10]

Attack Vector: Network (HTTP requests)

Attack Complexity: Low (Crafted HTTP request)

No priviledge required / No user interaction.

Impact [8, 10],

No Confidentiality impact / No availability impact (*)

High Integrity impact

Score / Remarks [8, 11]

CVSS Version 3: 7.5 HIGH

CVSS Version 2: 5.0 MEDIUM

CTI Interest Score (January 2022): 0.14
(Low interest)

According to Vuldb[11]:

Firefall Software vulnerability.
Known technical details.
No public exploit (*).
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Technical details [9]

HAProxy request headers internal representation

Each HTTP header block stored in 32 bit array:1

0b 0000 0000 0000 0000 0000 0000 0000 0000

0000: type

0000 0000: value length

0000 0000: name length

blk -> info += (value.len << 8) + name.len;

1
https://github.com/haproxy/haproxy/blob/v2.5-dev4/doc/internals/htx-api.txt#L174

Alex Oarga Hategan (718123) CVE-2021-40346 EVSS 21-22 5 / 19



Technical details [9]

HAProxy request headers internal representation

Each HTTP header block stored in 32 bit array:1

0b 0000 0000 0000 0000 0000 0000 0000 0000

0000: type

0000 0000: value length

0000 0000: name length

blk -> info += (value.len << 8) + name.len;

1
https://github.com/haproxy/haproxy/blob/v2.5-dev4/doc/internals/htx-api.txt#L174

Alex Oarga Hategan (718123) CVE-2021-40346 EVSS 21-22 5 / 19



Technical details

Example

GET /index HTTP/1.1

Host: xx.xxxxx.xx:10001

Content-Length: 23

Host: xx.xxxxx.xx:10001

0b 0010 0000 0000 0000 0001 0001 0000 0100

0001 0001: value length (=17)

0000 0100: name length (=4)

Content-Length: 23

0b 0010 0000 0000 0000 0000 0010 0000 1110

0000 0010: value length (=2)

0000 1110: name length (=14)
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Vulnerability exploitation [9]
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Mitigation

Code:

if (name.len > 255)

return NULL;

blk -> info += (value.len << 8) + name.len;
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Mitigation

HAProxy

Upgrade to HAProxy version 2.0.25, 2.2.17, 2.3.14 or 2.4.4.

Block requests with more than one content-length header 2:

http -request deny if {

req.hdr_cnt(content -length) gt 1

}

http -response deny if {

res.hdr_cnt(content -length) gt 1

}

2https://www.mail-archive.com/haproxy@formilux.org/msg41114.html
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On mitigation:
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Vulnerability discovery

Code

w = (x << y) + z
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Vulnerability discovery

Fuzzing headers
1 GET /index HTTP/1.1

Content-Length: 0

2 GET /index HTTP/1.1

Content-Lengthh: 0

3 GET /index HTTP/1.1

Content-Lengthhh: 0

4 GET /index HTTP/1.1

Content-Lengthhhh: 0

5 GET /index HTTP/1.1

Content-Lengthhhhh: 0

Alex Oarga Hategan (718123) CVE-2021-40346 EVSS 21-22 12 / 19



Fuzzing PoC

Wfuzz - Python Web Fuzzer (github.com/xmendez/wfuzz)
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Fuzzing PoC

POST

-H "Host: xx.xxxxx.xx:8000"

-H "Content-LengthFUZZ:"

-H "Content-Length: 1"

localhost:8000/headers

length(FUZZ) = (0, 280)

Alex Oarga Hategan (718123) CVE-2021-40346 EVSS 21-22 14 / 19



Fuzzing PoC

POST

-H "Host: xx.xxxxx.xx:8000"

-H "Content-LengthFUZZ:"

-H "Content-Length: 1"

localhost:8000/headers

length(FUZZ) = (0, 280)

Alex Oarga Hategan (718123) CVE-2021-40346 EVSS 21-22 14 / 19



Fuzzing PoC
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Questions

github.com/alexOarga/CVE-2021-40346

released under GPLv3

Advisory: [9]
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