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Getting Started with Volatility

In this lab, you will be introduced to malware forensics using Volatility. To complete the
exercises, you will use the containerized environment provided by the instructor, along with one
of the memory dumps. All additional materials are available on the training workshop website:
https://webdiis.unizar.es/~ricardo/jss-25-workshop. As an example, you will analyze a
memory dump to understand how Volatility works, exploring several of its built-in plugins and
interpreting their results.

1 zeus.vmem Dump Analysis

As an example of how to use Volatility (specifically, version 2.6.1), we will analyze a memory
dump from a Windows computer infected with the notorious ZeuS banking Trojan. This dump is
available on the workshop website (https://webdiis.unizar.es/~ricardo/jss-25-workshop)
and comes from the “Malware Analyst Cookbook”1. You can download the compressed mem-
ory dump to your host machine and extract it into the folder shared with your container. In
the following examples, we assume that this shared folder is mounted as “/shared” inside the
container.

1.1 Identifying the Source Machine

Volatility 2.6 needs to know the operating system of the dump being analyzed in order to deter-
mine the location of the kernel structures of interest and analyze it accurately. The plugin for
this is called imageinfo (in case you don’t know beforehand the origin). In this example, we can
run the following command in the Docker container:

vol2 -f /shared/zeus.vmem imageinfo

Example output:

1“Malware Analyst’s Cookbook and DVD: Tools and Techniques for Fighting Malicious Code”. Michael Ligh,
Steven Adair, Blake Hartstein, and Matthew Richard. Wiley, 1st Ed. (November 2, 2010). ISBN: 978-
0470613030.
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1 Volatility Foundation Volatility Framework 2.6.1
2 INFO : volatility.debug : Determining profile based on KDBG
↪→ search ...
3 Suggested Profile(s) : WinXPSP2x86 , WinXPSP3x86 (
↪→ Instantiated with WinXPSP2x86)
4 AS Layer1 : IA32PagedMemoryPae (Kernel AS)
5 AS Layer2 : FileAddressSpace (/ shared/zeus.
↪→ vmem)
6 PAE type : PAE
7 DTB : 0x319000L
8 KDBG : 0x80544ce0L
9 Number of Processors : 1
10 Image Type (Service Pack) : 2
11 KPCR for CPU 0 : 0xffdff000L
12 KUSER_SHARED_DATA : 0xffdf0000L
13 Image date and time : 2010 -08 -15 19:17:56 UTC +0000
14 Image local date and time : 2010 -08 -15 15:17:56 -0400

As shown, the recommended profiles are WinXPSP2x86 and WinXPSP3x86.

1.2 Running Processes

The Volatility plugin that allows us to know which processes were running in the analyzed dump
is pslist. This plugin traverses the doubly linked list pointed to by PsActiveProcessHead

(internal structure of the Windows kernel) and displays for each process its offset, name, ID
(PID), parent process ID (PPID), number of threads, number of handles, session ID, whether
it is a WoW64 process, and the start and/or end date and time of execution. WoW64 stands
for “Windows-on-Windows 64-bit” and is a subsystem in 64-bit versions of Windows that al-
lows 32-bit applications to run on 64-bit Windows operating systems. By analyzing memory
dumps, WoW64 process identification helps determine whether 32-bit code is running in a 64-bit
environment, which is important for identifying potential evasion or injection techniques.
Processes that show 0 threads, 0 handles, or an end date and time are inactive processes. Some

processes may not be linked to any session. This is because they are created before the session
manager.
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Hidden or unlinked processes from the active process list will not appear in pslist. In these
cases, use the psscan plugin, which searches for process objects in memory without relying on
standard lists.

To visualize process hierarchies, use the pstree plugin, which displays parent-child relation-
ships in a tree structure.
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34th Jyväskylä Summer School

The psxview plugin is another valuable tool for detecting hidden processes. It compares the
results of multiple enumeration techniques (e.g., PsActiveProcessHead, EPROCESS, and ETHREAD

objects, PspCidTable, and csrss.exe references).

For process analysis, the dlllist plugin displays the dynamic-link libraries (DLLs) loaded by
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each process. You can limit the output to a specific process using the -p parameter.

To inspect the kernel drivers loaded at the time of the dump, use the modscan plugin.
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Finally, the threads plugin provides detailed information about each thread, including the
state of CPU registers, entry point disassembly, and other relevant fields for further investigation.

By default, this plugin lists all threads on the system. You can filter the output using the -F

(or --filter) parameter. Multiple filters can be specified, separated by commas. To see the
available filters, use the -L option:
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1.3 Internet Connection

The connscan plugin searches for TCPT OBJECT structures in memory, which represent network
connection objects, both those that were active at the time of the memory acquisition and those
that were recently closed. For each object found, it displays the memory address, local and
remote IP addresses, and the PID associated with the connection. However, note that the PID is
not always retrieved accurately, which can lead to false positives. This plugin is only supported
on Windows XP and Windows Server 2003.

In the example above, two connections related to the process with PID 856 are displayed. As
shown earlier in Section 1.2, this PID corresponds to the svchost.exe process, a generic host
process for services running from DLLs. Its parent process is services.exe (PID 676), which
is responsible for managing system services and starting svchost.exe instances during system
boot.
To display only active connections at the time of the memory acquisition, use the connections

plugin.
Another relevant plugin is sockets, which lists all open sockets of any type (TCP, UDP,

RAW, etc.). However, please note that this plugin may not work correctly on modern versions
of Windows. Like connscan, it is limited to Windows XP and Windows Server 2003.

For newer versions of Windows (e.g., Windows 7 and later), use the netscan plugin. We’ll
demonstrate its use in a later laboratory.

1.4 File Handles and Artifacts

To examine files and other resources associated with specific processes, you can use the handles
plugin. This plugin supports the -t parameter, which allows you to filter by handle type.
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For example, to inspect mutex objects associated with the previously identified process (PID
856), we can specify the Mutant type (Windows refers to mutexes as “mutants”):

Here you can see a mutex named AVIRA 2108. This mutex name is known to be associated with
the ZeuS banking Trojan, which uses it as a marker to indicate that malware is already running
on the system. Mutexes (short for mutual exclusion objects) are synchronization primitives used
by processes to prevent multiple instances from running simultaneously or to coordinate access
to shared resources. In the case of ZeuS, creating a specific mutex, such as AVIRA XXX, serves
to prevent re-infection by another instance of the same malware.
This is a common technique among malware families to ensure that only one copy of the

malware runs at a time. If a new copy runs and detects that the mutex already exists, it will
typically delete itself to prevent unnecessary duplication or potential detection.
Early variants of ZeuS typically used the winlogon.exe process as a persistence host.

winlogon.exe is a critical system process responsible for managing user logons, secure attention
sequences (such as Ctrl + Alt + Del. ), and other session-related tasks. By injecting malicious code
into this process or executing under its identity, ZeuS could remain memory-resident and operate
with elevated privileges, making it difficult to detect and remove.
This use of known system processes and subtle artifacts like mutexes is a hallmark of the

malware’s stealthy behavior. It also provides forensic analysts with valuable indicators of com-
promise (IoCs) when analyzing memory dumps or live systems.
We can also inspect the mutexes associated with the winlogon.exe process (PID 632) using

the -t Mutant parameter and filter the results with grep:

vol2 -f /shared/zeus.vmem --profile=WinXPSP2x86 handles -t Mutant | grep 632
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As shown, the same mutex name, AVIRA , also appears here (but with a different ending
number).
We can now search for file identifiers related to winlogon.exe by specifying -t File. For

instance:

In the output, references appear to files such as user.ds, local.ds, and the binary
sdra64.exe. These are all known artifacts associated with the ZeuS banking Trojan. The
user.ds and local.ds files are data storage files used by ZeuS to store stolen information and
configuration details. Specifically, user.ds typically contains user credentials, such as usernames,
passwords, and other sensitive information obtained through techniques such as keylogging or
form capture, while local.ds typically stores internal configuration data, which may include
instructions on how the malware should behave on the infected system, such as command and
control server addresses, target domains, and which plugins to load. These files are encrypted
or obfuscated to prevent easy detection and analysis, but their presence is a strong indicator of
vulnerability.
The sdra64.exe binary is particularly significant, as it is the main executable used to deploy

and execute the ZeuS malware on the system. It typically copies itself to a system folder, often
in the Windows or system32 directory, to integrate with legitimate files. Once installed, it can
modify the Windows Registry to achieve persistence, thus ensuring its restart after a system
reboot. It can also infiltrate legitimate system processes such as winlogon.exe, as mentioned
above, to operate stealthily and with elevated privileges.
The presence of sdra64.exe alongside .ds files in memory is a clear sign of ZeuS infection

and provides valuable evidence in forensic investigations.
Finally, notice the presence of a named pipe that matches the mutex. Named pipes are often

used for interprocess communication (IPC) or to redirect command output to files on disk.
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1.5 Analyzing the Windows Registry

The Windows Registry contains volatile information (dynamically generated during runtime)
and static information (loaded from disk). During system startup, a set of registry hive files
is loaded to rebuild the registry, which is essential for the proper functioning of the Windows
operating system.
To locate the memory addresses and file paths of the different registry hives, you can use the

hivelist plugin:

The last column of the output shows the file path on disk and indicates which part of the
Windows Registry each file corresponds to. For example, the file ntuser.dat contains data
associated with the HKCU (HKEY CURRENT USER) hive, which stores user-specific settings
and preferences, such as desktop settings, recently accessed files, and software settings for the
currently logged-in user.
These files, also known as registry hives, are critical components of the Windows operating

system, and their presence in memory allows Volatility to analyze them even in a purely volatile
context. However, if you also have access to the disk image of the compromised system, you can
perform a more comprehensive registry forensic analysis. This allows for examining not only the
data present in memory at the time of acquisition, but also historical registry keys that were not
loaded into memory during the session, registry hives from other user profiles not active at the
time of capture, among other metadata.
By combining memory and disk analysis, forensic investigators can piece together a more

complete picture of system configuration, usage patterns, malware persistence mechanisms (e.g.,
executable keys, services, startup folders), and potentially detect manipulation or evasion tech-
niques employed by the attacker.
To list all subkeys of a specific key, you can use the hivedump plugin, which provides the

virtual address of the target key with the -o parameter:

To query a specific registry key, use the printkey plugin. Note that the key must be in memory
at the time of capture; otherwise, its value cannot be retrieved. In the following instance, we
attempt to check if Windows Firewall was enabled by querying the following key: ControlSet001

↪→ \Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile.

© CC BY-NC-SA 4.0 – Ricardo J. Rodŕıguez (University of Zaragoza, Spain) 10 de 22



Getting Started with Volatility
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As shown in the output, Windows Firewall was not enabled at the time of the memory capture.

1.6 Memory Artifact Dump

1.6.1 procdump Plugin

The procdump plugin allows you to dump a process’s memory image to a disk file. It supports
the -u (or --unsafe) parameter to bypass certain checks when parsing the portable executable
(PE) header. This can be useful, as some malware modifies the PE header to prevent standard
tools from extracting it.
Another useful option is --memory, which generates a dump based on the process’s memory

layout, including the additional padding and alignment that the operating system applies when
loading the executable into memory.

1.6.2 dlldump Plugin

The dlldump plugin is used to extract DLLs from memory to disk. You can specify a specific
process ID using the -p parameter (or --pid parameter). The destination output directory must
be specified using the -d parameter (or --dump-dir parameter).
Additionally, you can filter the DLLs you want to dump using a regular expression with the

--regex=REGEX option and use --ignore-case if the match is case-insensitive.

1.6.3 moddump Plugin

This plugin works similarly to dlldump, but is specifically used to dump kernel drivers (called
modules) to disk. You can filter the drivers you want to extract using a regular expression
(--regex=REGEX) or specify the exact base address of the module with the --base=BASE param-
eter.

1.7 Command Console

1.7.1 cmdscan Plugin

The cmdscan plugin searches the memory of the csrss.exe process in Windows
XP/2003/Vista/2008 or the conhost.exe process in Windows 7 for command line input that
an attacker may have entered via a console (e.g., cmd.exe). This is especially useful when an
attacker accessed the system through a remote desktop session or reverse shell and interacted
with the command prompt.
The plugin locates internal console structures in memory that are not officially documented

by Microsoft. These structures were identified through reverse engineering by researcher Michael
Light, who analyzed the conhost.exe executable and the winsrv.dll library.
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The output of cmdscan includes information about the console process each command is as-
sociated with, the name of the application that used the console, the console history memory
address, the number of times the command was used, timestamps, and the process ID. It displays
both active and previously executed commands.

1.7.2 consoles Plugin

The consoles plugin is similar to cmdscan, but uses a different internal structure to extract
console-related data. Unlike cmdscan, it can also display the output of executed commands, not
just the executed command string.
Additional information provided includes the console window title, the associated process name

and ID, command aliases, and the screen coordinates of the cmd.exe console window.
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1.8 Other Indicators of Compromise

1.8.1 apihooks Plugin

The apihooks plugin detects if a process has any API function hooks. A hook is a redirection
of the execution flow, often used by malware to intercept or manipulate normal behavior. In
this example (see below), process 856 has hooks to two functions in ntdll.dll, a core Windows
library. The plugin also displays the first bytes of these hooks, which can help identify injected
code.

1.8.2 malfind Plugin

The malfind plugin is one of the most powerful tools for detecting signs of memory injection.
It looks for suspicious memory regions in user space marked as executable and writable, char-
acteristics commonly used by injected shellcode or malware. It does not detect DLL injection
using LoadLibrary or CreateRemoteThread, but instead looks for custom shellcode or executable
regions that may have been manually allocated.
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You can specify the -D option to save suspicious regions to disk. For each detection, metadata,
a hexadecimal dump, and a disassembly fragment are displayed. After saving to disk, you can
use the Linux command file to identify the type of dumped files.

1.8.3 yarascan Plugin

The yarascan plugin allows you to scan memory using custom YARA rules. You can use the
--yara-file option to load a rules file, or the --yara-rules parameter to define inline rules,
byte patterns, or regular expressions (e.g., --yara-rules="{eb 90 ff e4 88 32 0d }" or --

↪→ yara-rules="/my(regular|expression{0,1})/").
By default, it scans user memory, but adding the -K option enables kernel space scanning.

Note that the plugin expects a single .yar file. If you have multiple YARA rules files organized
by family, you can use a Python script by Andrea Fortuna to merge them into a single file. A
large collection of ready-to-use rules is available in the official YARA-Rules repository: https:
//github.com/Yara-Rules.
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34th Jyväskylä Summer School

1.8.4 svcscan Plugin

The svcscan plugin lists the services registered in the system at the time of the memory ac-
quisition. For each service, it provides: (i) associated process, (ii) whether the service is active,
(iii) service type and current status, (iv) original and display names, (v) related executable file.
For instance, to identify malware that uses svchost.exe and hides its payload inside a DLL,

use the --verbose option, which reveals the path to the ServiceDLL registry key:

1.8.5 ldrmodules Plugin

The ldrmodules plugin detects hidden DLLs by comparing several internal Windows module
lists that record the libraries loaded in a process. When a DLL is loaded into memory, Windows
maintains pointers to it in multiple linked lists within the process’s PEB (Process Environment
Block) and loader data structures. These include:

• Load Order List: Lists modules in the order they were loaded.
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• Memory Order List: Lists modules according to their location in memory.

• Initialization Order List: Lists modules in the order their entry points were called.

Under normal conditions, a loaded DLL will appear in all three lists. However, malware,
especially advanced threats such as rootkits or fileless malware, may attempt to unlink a DLL
from these lists to hide its presence. This is known as DLL unlinking or DLL dumping.
Even when a malicious DLL is removed from these lists, it typically still exists in memory. This

is where Virtual Address Descriptors (VADs) come into play. VADs are kernel-level structures
that Windows uses to manage the virtual memory allocation of each process. A VAD represents a
range of memory assigned to a process and includes information about the base and end addresses
of the memory region, access permissions (read, write, execute), whether the memory is assigned
to a file (e.g., a DLL or an EXE), and the file’s path on disk (if applicable).
Even if a DLL has been hidden in loader lists, its presence can be detected by traversing the

process’s VAD tree and checking for memory regions that are marked as executable, are assigned
to a known DLL, and are not referenced in the usual module lists.
The ldrmodules plugin cross-references these different data sources to detect discrepancies,

flagging modules that appear in one structure but not the others. These inconsistencies often
point to attempts to hide code in memory and are strong indicators of compromise.

1.8.6 idt Plugin

The idt plugin prints the Interrupt Descriptor Table (IDT) for each CPU. The IDT is a funda-
mental structure of the operating system kernel that defines how the system responds to hardware
and software interrupts, such as when a key is pressed, a page fault occurs, or a system call is
made. Each IDT entry corresponds to a specific interrupt or exception and contains the address
of the function to be called when that interrupt occurs (known as the interrupt handler).
In a healthy operating system, most IDT entries point to legitimate kernel routines located in

trusted modules (e.g., the Windows kernel or HAL). However, rootkits (types of hidden malware)
can manipulate the IDT to redirect interrupts or system calls to malicious code, effectively hiding
their presence and gaining control over system behavior.
This plugin displays the address of the interrupt handler, the owning module, and the GDT

selector. The Global Descriptor Table (GDT) is another critical structure used by the CPU
to manage memory segmentation. It defines the base addresses, boundaries, and access rights
for different memory segments (such as code, data, or system segments). Each GDT entry is
identified by a selector, which the CPU uses to find the correct segment descriptor. The GDT
plays an important role in defining the code execution environment, including its privilege level
(kernel or user mode).
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Think of the IDT as a “routing table” for interrupts: when an event occurs, the CPU consults
the IDT to determine what to do. The GDT, on the other hand, is like a blueprint for memory
segmentation, telling the CPU how to access different memory regions safely and efficiently.
Using -v (verbose) in this plugin adds additional details. This is useful for detecting rootkits

that hijack IDT entries like KiSystemService to redirect system calls.

1.8.7 gdt Plugin

Similar to the previous plugin, gdt displays the GDT, which rootkits can manipulate to allow
user-mode programs to execute kernel-level code using constructs like CALL FAR.

1.8.8 callbacks plugin

This plugin detects kernel callbacks and notification routines registered by the system, anti-
malware software, or rootkits. These include:

• PsSetCreateProcessNotifyRoutine (process creation),

• PsSetCreateThreadNotifyRoutine (thread creation),
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• PsSetImageLoadNotifyRoutine (image load),

• IoRegisterFsRegistrationChange (file system registry),

• KeRegisterBugCheck, KeRegisterBugCheckReasonCallback,

• CmRegisterCallback (registration callbacks on Windows XP),

• CmRegisterCallbackEx (registration callbacks on Windows Vista and 7),

• IoRegisterShutdownNotification (shutdown callbacks),

• DbgSetDebugPrintCallback (debug print callbacks on Windows Vista and 7), and

• DbgkLkmdRegisterCallback (debug callbacks in Windows 7).

1.8.9 driverirp Plugin

The driverirp plugin lists the I/O Request Packet (IRP) functions for each driver. Prints the
address, function purpose, and owning module. You can also detect hooks in these functions and
disassemble their code with -v.

1.8.10 devicetree Plugin

This plugin displays the relationships between device objects and drivers. It is useful for identi-
fying hidden or unauthorized devices that might be linked to a rootkit.
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1.8.11 timers Plugin

This plugin lists kernel timers and associated Deferred Procedure Calls (DPCs). Some rootkits
use these timers to periodically execute malicious actions. Suspicious timers pointing to unknown
kernel memory regions may indicate malicious behavior and should be further investigated using
disassembly or known IoCs.

1.8.12 getsids Plugin

The getsids plugin displays the security identifiers (SIDs) for each process. This helps identify
which user account the process belongs to and whether it has escalated privileges (e.g., at the
system level).

© CC BY-NC-SA 4.0 – Ricardo J. Rodŕıguez (University of Zaragoza, Spain) 19 de 22



Getting Started with Volatility
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1.8.13 privs Plugin

This plugin displays the privileges assigned to each process. The --silent option displays only
enabled privileges, while --regex allows filtering by privilege name. This is useful for detecting
processes that may bypass security controls.
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1.8.14 verinfo

The verinfo plugin extracts metadata from executables and DLLs in user space. This includes
version information, product name, company, and description. Please note that malware authors
often forge or remove this data, so it is not always reliable.
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1.8.15 envars Plugin

This plugin lists the environment variables for each process. It includes useful context such as the
system path, current directory, temporary folders, username, hostname, number of processors,
etc.

2 What’s next?

After completing this lab, we recommend practicing with other memory dumps (e.g., those from
modern systems like Windows 10), exploring Volatility 3 in the following lab, or combining
memory forensics with disk analysis using tools like Autopsy or Velociraptor.
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