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Selected Oil and Gas Pipeline Infrastructure in the Middle East
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Moderador
Notas de la presentación
The Saudi petroleum pipeline and export network (and energy sector in general) has been a terrorist target. In February 2006, Saudi security prevented an attempted suicide bomb attack at the Abqaiq petroleum processing facility, after Al-Qaeda leadership called for renewed attacks against the countryies economic backbone. Nevertheless, energy infrastructure remains well-protected. Following the 2006 incident, the government increased the National Guard and military security force to approximately 20,000, in addition to the 5,000 guards employed directly by Aramco. In addition to direct security, Saudi Arabia is known to ensure export security by maintaining "redundancy" (i.e., multiple options for transportation and export) in its oil system, in part as a form of indirect security against any one facility being disabled. 
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Vulnerabllity analysis of the network

* Analyze the impact of a coordinated attack
on the network throughput

— Maximize throughput after attack
— ldentify critical paths

— How to distribute the oil-flow between the
alternative paths to maximize throughput

— Reduce the economic loss due to an attack
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t [ Interval time Petri net, i.e. when

[a,b]

enabled, t fires within interval [a,b]
of time.

1

L

Routing intervals, i.e. per each
sl firing of t,, t, must fire in average
a number of times in [r,S]
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Example of two critic pipes (to Janbu) and a critic junction (Qadif)



traversal time =Acycle time of start {end)

Distribution
Network

N g W
shared resource
places

Coordinated attack
& repair

(A)

5147 [1,2]

Coordinated attack to three objectives & repairs

(B)

(A) Petri net model of the attacked network.

traversal time = 1/throughput of transition ‘end’

(B) Subnet of a coordinated attack on three targets
(Qadif junction and Janbu pipes) and repairs.




e The Problem in PN model terms:

— Test different coordinated attack scenarios.

— ldentify worst coordinated attack
= find attacked network with minimum
throughput, and for It:

1. Compute the throughput
= throughput of transition “end”

2. ldentify critical points
= bottleneck subnets

3. Compute optimum oil paths
= optimum routing ratios at choice places



Before this work

 Problem 1. Compute the throughput
= throughput of transition “end”, efficiently solved:

Proposition 1VLet TF = (T.R) be a live and bounded TPNF system. A
throughput upper bound x[t1] of a transition ty € T", can be computed by solving
the LPP:

Py = maximize x[t;] (1)
s.t. M = MO - CT
Z x[t)F Z x[t|B[t,p],Vp € P
te®p tep®
M{p] > x[ﬂ t|B[t,p],Vt € T and Vp € *t
Talte] <Toaft;], r"alt;] < Palty], Vt;, t, € ECS

x,0 207, M>0p

) Bernardi & Campos: “Computation of performance bounds for real-time systems using
Time Petri Nets”, IEEE Transactions on Industrial Informatics, 5(2):168-180, May 20009.



Before this work

Problem 2. Identify critical points
= bottleneck subnets

Not (efficiently) solved

Problem 3. Compute optimum oil paths
= optimum routing ratios at choice places

Not (efficiently) solved



After this work

 Problem 1. Compute the throughput
= throughput of transition “end”, efficiently solved:

Proposition 2 Let TF = (T, R) be a live and bounded TPNF' system where all
the timed transitions are persistent (that is, once enabled they eventually fire).
A cycle time lower bound of a transition ti (i.e., the inverse of its throughput
upper bound) can be computed by solving the min-max problem:

P, = min mar vy (BT ®a)v 3
1 veD, yeD. y ( ) ( )

st.Dy: {Cy =0r,Mgy =1,y > 0p}
D, : {Rv < 0Og, Clv = Opj'u[tl} =1,v> OT}



After this work

Problem 2. Identify critical points
= bottleneck subnets, efficiently solved:

Support of vector y*
of the optimal solution of the previous problem

Problem 3. Compute optimum oll paths
= optimum routing ratios at choice places,
efficiently solved:

Vector v*
of the optimal solution of the previous problem



Results (in this case study)

Worst coordinated attack with minimum risk for terrorists

Path ratios
Facilities | Throughput Iy ™| To Janbu To Al-Ju’aymah | To Ras Tanura
_pathy i1 9 ﬂ i=3,4,5) L2 =678
U-pa,thl pai‘h,r paHLG
js 0.549048 [{j5, s34, s83, 5114, s145} {1;0.75} {1. 5;1.5;1} {1;1.25;1.5}
p1 0.552826 {p1, 9, s146} {1;1.25} {1.5;1.5;1} {1:1.25; 1.5}

L ps3 0.561798 {p3.s10, 5147} {1;0.75} {1. 5;1.5;1} {1:1.25;1.5}
P1.P3 0.523560 {p1, 9, s146} {1;1} {1.5;1.5;1} {1:1.25; 1.5}
75, P1 0.549048 |{j5. s34, 583, 5114, 5145} {1:1.25} {1. 5;1.5;1} {1:1.25; 1.5}
75, P3 0.549048 |{j5.s34,s83,s114,s145} {1;0.75} {l 5:1.5:1 } ;1.25: 1.5}

Js.p1,p3| 0.523560 {p1,s9, s146} {1;1} 1.5;1.5; :1.25; 1.5}

0\

optimum routing ratios

bottleneck subnets .
at choice places

targets attacked

inverse of traversal time



Technically speaking

The main result of the paper is in the 5-pages Appendix:

P, =1/P,
where
Py = maximize x|[t]
st. M =Mg+Clo
Z;t Flt,p| = Z:{ Blt,p].Vpe P
te®p tep®
M|p] > ;r[t] [t|Bt,p],Vt €T and Vp e *t
rlafty] <7 at], ity < P afty], Vi, te € ECS
x,0 > 07, M > 0p
v o= g gy B o)y

st.Dy:{Cy =0r,Mgy =1,y > 0p}
\ D, : {RV < 0Ox. Clv = Op:t‘[tﬂ =1,v > OT}



Additional results

* Proposal of two algorithms to solve the new programming
problem (P,):

— An approximate sub-gradient method
— Another exact method that previously requires the solution of P,

* A benchmark of PN models to compare both solution
algorithms

— 40 Time PN models, several of them being case studies taken from
the literature



Questions?
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