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1. Introduccion
CVE-2020-1472

* Vulnerabilidad publicada el 14 de septiembre de 2020

- También conocida como Zerologon
* Descubierta por Tom Tervoort (de Sectura)
* Informe técnico en https://www.secura.com/pathtoimg.php?id=2055
U00000z3r01090n00000¢
D00000z3£01090n00000
D0access_granted0l

WHITEPAPER

Unauthenticated domain controller compromise 2 5 o 7
i > P i

by subverting Netlogon cryptography (CVE-2020-1472) ’

Créditos: eCarteIera

by Tom Tervoort, September 2020

USecura


https://www.secura.com/pathtoimg.php?id=2055
https://www.ecartelera.com/peliculas/la-tormenta-perfecta/

WRITES

-

PERFECT

1. Introduccion
Impacto de CVE-2020-1472

* Permite realizar elevacion de privilegios a través del protocolo Netlogon
- EN UN ACTIVE DIRECTORY (AD) de Windows N, RN
« AD: implementacion de Microsoft para su implementacion de servicio de directorio en red 0“!“ wonn co“NT

Permite diferentes protocolos, como LDAP o Kerberos, entre otros
JIXCVE-2020-1472 Detail RN TS

Los mejores del curso 2020! .o

A"n '0“ EH A 1“ A"n 'n“ This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result
in further changes to the information provided.
GET.A-10/AND YOU.GETA10
» Current Description
An elevation of privilege vulnerability exists when an attacker establishes a vulnerable Netlogon secure channel

S EESE— - A
connection to a domain controller, using the Netlogon Remote Protocol (MS-NRPC), aka 'Netlogon Elevation of Privilege

Vulnerability'.

+View Analysis Description

Severity IR GaEs

CVSS 3.x Severity and Metrics:

@ NIST: NVD Base Score: Vector: CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:C
1 F A JC:H/I:H/A:H

Créditos: https://nvd.nist.gov/vuln/detail/CVE-2020-1472

‘ /‘1‘

\EVERYONE GETS A 10!
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1. Introduccion

. Qué necesitamos saber?

« Sistemas distribuidos
* Protocolos RPC: Netlogon

« Criptografia simeétrica
 Cifrado de blogue AES y modo de funcionamiento CFBS8

* Analisis de binarios mediante binary diffing

centro criptolégico nacional




2. Conceptos previos
Protocolos RPC

* Propuesto en 1984 (Birrell & Nelson)

* Remote Procedure Call (RPC)
* Invocacion de un procedimiento remoto como si la invocacién fuera local

 Ventajas
« Simplifican el desarrollo aplicaciones cliente / servidor
* QOcultan la capa de la comunicacion de red
* Proporcionan una capa de abstraccion

 Evolucion:
* Protocolos CORBA
 Java RMI

centro criptolégico nacional




2. Conceptos previos

Protocolos RPC: modelos

« RPC sincrono

» Cliente espera respuesta de servidor para continuar

 Otros modelos:
« RPC asincrono
 RPC sincrono diferido
« RPC one-way (direccion unica)

coN-cert

centro criptolégico nacional

Wait for result

Cliont e—omimmmsg
/ N\
Call remote Return
procedure from call
Request Reply
Server -—-----—------— —— e

Call local procedure Time —>»
and return results

Créditos: A. S. Tanenbaum, M. van Steen; Distributed Systems:
Principles and Paradigms, 2nd ed., Pearson Education, 2007
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2. Conceptos previos
Protocolos RPC: Netlogon

« MS-NRPC Netlogon Remote Protocol

Especificacion abierta: https://docs.microsoft.com/en-us/openspecs/windows protocols/ms-nrpc/ff8f970f-3e37-
40f7-bd4b-af7336e4792f

RPC sincrono

“... an RPC interface that is used for user and machine authentication on domain-based networks; to replicate
the user account database for operating systems earlier than Windows 2000 backup domain controllers; to
maintain domain relationships from the members of a domain to the domain controller, among domain
controllers for a domain, and between domain controllers across domains; and to discover and manage these
relationships”

Autentica la identidad de un usuario (u otros servicios) ante servicios de red cuando se intenta acceder
e Facilita el logueo de usuarios usando el protocolo NTLM de Microsoft
* Y también actualizar la contrasefa del usuario en el dominio

Servicio de Windows (se ejecuta en segundo plano)

Usa un protocolo criptografico propio para autentificar a un cliente (usuario del dominio) con un servidor
(controlador de dominio) y probar que ambos conocen un mismo secreto

* El secreto (compartido) es un hash de la contrasefia del usuario



https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-nrpc/ff8f970f-3e37-40f7-bd4b-af7336e4792f

Client Server
(domain-joined computer) (domain controller)

2. Conceptos previos s

Protocolos RPC: Netlogon

Client challenge
 Intercambio de claves (hand-shake inicial) \,

1. El cliente inicia la sesion, enviando un challenge
. Server challenge
2. El servidor responde con su challenge /
e Llamados nonces (numeros Unicos), de 8 bytes
3. Se deriva una clave de sesion (KDF, key derivation function)
* Usando los challenges y el numero secreto (propio)

Session key = KDF(secret, challenges)

Client credential
« Establecimiento de conexion (autenticacion de la conexién) (Encrypt(Session key, client challenge))

1. Usando la clave de sesion, el cliente genera sus credenciales \,
2. El servidor calcula de nuevo esas credenciales Server credential

. . . . ., N (Encrypt(Session key, server challenge))
* Si coinciden, se asume que el cliente conoce la clave de sesidn y la contraseia /

Signed + sealed
with session key:

* Netlogon permite cifrar y firmar todos los mensajes después de autenticarse
. P d Il
- Evita ataques basados en red || vt autheniicatr

« Sino esta activo, y la operacion es sensible, se necesita un elemento \

autenticador (que se calcula con la clave de sesion)

Créditos: T. Tervoort, “Zerologon:Unauthenticated domain controller compromise by subverting Netlogon cryptography (CVE-2020-1472)", Secura,
Septiembre) 2020




2. Conceptos previos
Protocolos RPC: Netlogon

* Don't roll your own: Primera regla de la criptografia

"Anyone can invent an encryption algorithm they themselves can't break; it's much
harder to invent one that no one else can break"” - Bruce Schneier

« CVE-2019-1424 | ‘
200' * Notable alto: 8.1 . wnITE THHR UWN

~
Space e https://nvd.nist.gov/vuln/detail/CVE-2019-1424 | CIPHER

Odyssey » Descubierta también por T. Tervoort

« Siun ataque person-in-the-middle es posible (puede ver y modificar
trafico), se puede conseguir acceso de administrador local

A
AnNoveEL 2y ARTHUR C.CLARKE

STANLEY KUBRICK and ARTHUR C. CLARKE .. |



https://nvd.nist.gov/vuln/detail/CVE-2019-1424

ao.o ao.l ao,z ao.3 bo.o bo.l bo.z bo.3 centro criptolégico nacional
2. Conce pto S previos sk S AR ENCHCY
" >
aZ. 0 a2 82.2 2,3 b2. 0 b2.1 b2.2 2,3
I} V4 No
Cr, to ra fla: A ES 3, a;,1| 33_2433,3 Bs o 32|53 change .0| Fo,1| 3.2 Fo3 : _ 3p,0| F0,1| F0,2| 0,3
p g \. g ./ Shift 1 axLo /31.3 /31.3 /81.3 31| 31,2| 3.3 210
. Shift 28,4 &, %2 /az.z 832 82,3 3,0 B2
 AES (Advanced Encryption Standard) s a;;ita; . B .
 Algoritmo de criptografia simétrica ——
« Cifrado por bloque -
- Desarrollado por Joan Daemen y Vincent Rijmen (Bélgica) By d— s 5| Bys
ixColumn
* Funcionamiento: b d o 1.2 B3
« Tamano de bloque de 128 bits b4 B,y Pa2| Pas
« Clave variable (128, 192 6 256) bs 4 P b,
 Rondas: (10, 12 6 14; depende del tamano de la clave) ®C(x)/
[ ] ° i 1] 0,1 0,2 0,3 bOO bOl b02 b03
Ent.rada. bloque de 128-b|ts :o : : : sy o
e Salida: bloque de 128 bits —1 T > '
* Diferentes etapas 20 a'r!:rl: o|bs
* SubBytes, ShiftRows, MixColumn, AddRoundKey A .
» Matriz de estado: o] Kot | Ko o] Ko s
* 16 bytes puestos en columnas Kao| K| K2z E
k3.0 k3.1 ; .3

Créditos: https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
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2. Conceptos previos THE BEST OPERATION MODE
Criptografia: Cifrado por bloque . .

 Un bloque es un conjunto de bits, de longitud fija

 El modo de operacion define como se aplica la operacidon de (des)cifrado ¢
tamano del bloque

« Vector de inicializacion (V)

« Bits usados para aleatorizar el cifrado y garantizar que el texto cifrado es ¢
texto plano varias veces

» Diferentes modos de operacion
« 0OJO: algunos modos tienen problemas (e.g., AES-ECB, AES-CBC)

Summary of modes

Mode Formulas bl
imgflipicom
Electronic codebook | (ECB) | Y;=F(PlainText; Key) Yi
Cipher block chaining | (CBC) | Y;= PlainText; XOR Ciphertext;_4 F(Y, Key); Ciphertexty =

Propagating CBC (PCBC) | Y;=PlainText; XOR (Ciphertext;_; XOR PlainText.{) | F(Y, Key); Ciphertexty =

Cipher feedback (CFB) | Y;=Ciphertext;_4 Plaintext XOR F(Y, Key); Ciphertexty =
Output feedback (OFB) | Y;i=F(Y.1, Key); Yp = F(IV, Key) Plaintext XOR Y;
Counter (CTR) | Y;=F(IV + g(}), Key); IV = token() Plaintext XOR Y;

Créditos: https://en.wikipedia.org/wiki/BIock_cipher_mode_of_operation




2. Conceptos previos
Criptografia: AES-CFB

« Las credenciales de Netlogon las genera la funcién
NIComputeCredentials

 Recibe un parametro de 8 bytes y realiza la derivacion de la = &
clave de sepsi(')n yesy GQ"E I’ASI\ “ETI.“G“"?

imgfiip.com

« Dos versiones, depende de la configuracion del cliente: Initialization Vector (IV)
« 2DES (por defecto, se rechaza por el servidor) T
+ AES: con modo CFB oy g | | v | | v — it
. Plaintext Plaintext Plaintext
° MOdO CFB (Clpher feedbaCk) ||1||E|“?|?(|||||—r> ||11|E|"?191X1||||—|_>e |||11‘-=|“?|e|x11|||—|_>e
[EEEEEENEENENN] NENNENNENNENN] NEENENNENNNNN]
Ciphertext Ciphertext Ciphertext
IV 1= 0
Ci = {E j(C' )& P;, otherwise
K i—1 L) Initialization Vector (1V)
P, = Ex(Ci 1) ® Ci, mmfmm | |
block ciph block ciph block ciph
Key — er?tc:rycpl‘t)ioer: Key — er?tc:rycplFt)ioenr Key — er:,cc:ryi;Ft)ioenr
Ciphertext Ciphertext Ciphertext
~<[TITITTITT1T11] ~<[TTTTITTTT1T1] ~<[TTTTTTTTTIT1
[IITTTTITTTTT] (ITTTTTITTTTT] OTTTTTTTITTT]

Créditos: https://en.wikipedia.org/wiki/Block_cipher_mode_of operation Plaintext Plaintext Plaintext




2. Conceptos previos
Criptografia: AES-CFB i

 En NIST SP800-38A (https://csrc.nist.gov/publications/detail/sp/800-38a/final) se
define una anchura 1 < s < b para el modo CFB

* Indica el tamafio de cada trozo de texto plano/cifrado -
* Indirectamente, se trunca la salida del cifrador de bloque

Iy =1V.

I; = ((Ii-y < s)+C;) mod 2",
C; = MSB, (Ex(I._1)) ® P,
P; = MSB, (Ex(Ii-1)) ® C;,

« Eltamano se suele acompanar al nombre: CFB1 (1 bit), CFB8 (8 bits), CFB64 (64 bits), CFB128 (128 bits)
- CFBS8

« Creado para minimizar la propagacion de errores en un canal con ruido (mejor usar CRCs u otros...)
 Es lento: concretamente, 16 veces mas lento
* Requiere una operacion de cifrado de bloque PARA CADA BYTE

Créditos: https://en.wikipedia.org/wiki/Block _cipher_mode_of operation



https://csrc.nist.gov/publications/detail/sp/800-38a/final
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2. Conceptos previos
Criptografia: AES-CFBS8

AES-CFB8 encryption (normal operation)

fa |b3|c6/53/26 ca  af |bo|ca co |21 |c3| 18 [c1] o1 [68|01]02]03]04 05|06 07 |08 | 1) Prepend a random IV before the
PP e e e R message to be encrypted
AES
a2 2) Apgly AES to the IV: only keep
| the first byte of the result
v
>
!bsTce 5326 ca| af |b0ca cb 21 |c3 |18 [c1] of |68 |e3]02]03 04 ]05]06[07[08] 3) Xorthe encrypted byte with the
e e ™ e — first message byte
9a 4) Apgly AES to the 16 bytes (IV
and ciphertext) preceding the next
) message bytes
>®
I c5 53 26 ca /b0 caco 21318 [c1] of [68 o3 o8 0304 |05 06 [07 o8] 5) Encrymt the next byte: keep
T T going until the entire message is
encrypted
y 6) When finished; throw away the
e3|98 |15 |93]42/12]f0 [ba] v

Creditos: T. Tervoort, “Zerologon:Unauthenticated domain controller compromise by subverting Netlogon cryptography (CVE-2020-1472)", Secura,
Septiembre 2020




2. Conceptos previos
Criptografia: AES-CFB8

coN-cert
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Funcién NIComputeCredentials
* Define un 1V fijo, de 16 bytes, de todo ceros

Uso inseguro de AES-CFB8

« Las propiedades de seguridad se mantienen solo
cuando los |V son aleatorios

Dado un mensaje m = 0N (es decir, todo ceros) y dado
un IV de todo ceros, existe una probabilidad P = ﬁ de

obtener como mensaje cifrado un mensaje con todo
ceros

Sin pérdida de generalidad, si IV tiene todo ceros, 3x €
N,0<x<255:P,=xC; =0,1<i<N,donde x esta
distribuido uniformemente de manera aleatoria
 Es decir, no es necesario que sean ceros los
bytes del mensaje, si no que sean idénticos
(esto lo recordaremos mas adelante...)
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3. Vulnerabilidad CVE-2020-1472

Analisis

 NetrServerAuthenticate3 autentifica a un cliente después del hand-shake
Usa las credenciales que recibe de la funcién NIComputeCredentials, que usa el challenge

enviado anteriormente por el cliente

El valor de challenge puede ser arbitrariamente puesto por eI cliente (e.g., todo ceros)

1 de cada 256 claves de sesion sera todo ceros ©

264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289

290
2Q1

}

®

&

&
<

rverAuthenticate3 - (netlogon_vuln.dll)

N1PrintRoutine(0x4000000,L"NetrServerAuthenticate: SessionKey %lu = ",
(ulonglong)uvari7,plvaris);

N1pDumpBuffer(0x4000000, local_250,&DAT_00000010, (uint *)plvaris);

puVarl3 = (uint *)(ulonglong)xparam_11;

NlComputeCredentials(&local_260, (undefined8 *x)&local_258, (int %) local_250,%param_11);

N1PrintRoutine(0x4000000,L"NetrServerAuthenticate: ClientCredential %lu GOT =",
(ulonglong)uVari7,puvari3);

N1pDumpBuffer(0x4000000, Llocal_288,&DAT_00000008,puVari3);

N1PrintRoutine(0x4000000,L"NetrServerAuthenticate: ClientCredential %lu MADE = "
(ulonglong)uvari7,puvari3);

N1pDumpBuffer(0x4000000,&l0cal_258,&DAT_00000008,puvari3);

if (xlocal_288 =

CONCAT17(uStack593, CONCAT25(uStack595, CONCAT41(uStack599, local_258)))) {
local_29c = 1;
goto LAB_1800147b8;

}

puvarl3 = (uint *)(ulonglong)uvari7;

N1PrintDomRoutine(0x100, (longlong)plVvar3,

L"NetrServerAuthenticate: Bad password %lu for %ws on account %ws\n"
,puvari3);
uVarl?7 = uvVarl7 + 1;
while (uvarl7 < 2);

pplvarll = param_6;
uvaré = N1StrArrayContains((short x)puvari@[5], (short x)param_6);
if ((int)uvare == 0) {

3

N1StrArrayAppendStr((short ) (puvari® + 5),(wchar_t x)pplvaril);
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3. Vulnerabilidad CVE-2020-1472
Analisis
Echemos un vistazo a otras funciones dentro de netlogon.dlil....

 NIComputeCredentials:

« Llamadas a BCryptGetProperty y BCryptGenerateSymmetrickey para gestion de cifrado AES
* NtinitializeCNG:

« Usode AES + CFB

 NIComputeCredentials:
« Llamada a BCryptEncrypt con IV cero




-

42
43
L%
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68

}

™

coN-cert
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3. Vulnerabilidad CVE-2020-1472

Analisis

adentials - (netlogon_vuln.dll) % O Z

SVLUAL_TT T OTTIMIIVL T AT MEe TN L\ WV VI S P o v vnwvy
local_42 = x(undefined *)((longlong)param_3 + 0xd);
iVarl = (x(code *)ImgDelayDescr_IAT@1800bd2a®)(local_40,&local_48,param_2);
if (ivarl < 0) {
NlAssertFailed("NT_SUCCESS(Status)");
}
Wvar3 = 7;
pivar5 = &local_48;
while (lvar3 = 0) {
lvar3 = War3 + -1;
*(undefined x)pivar5 = 0;
pivar5 = (int %) ((longlong)pivar5 + 1);

}

“l

local_80 = 0;
local_54 = 0;
local_58 = 0;
local_88 = &local_58;

iVarl = (x(code *)__imp_BCryptGetProperty)(N1GlobalAesHandle,L"ObjectLength",&local_54);
hMem = (HLOCAL)®@x0;
if (((-1 < ivarl) && (local_58 = 4)) &

(hMem = LocalAlloc(0x4@, (ulonglong) local_54), hMem != (HLOCAL)0x@)) {

local_78 = (undefined8 x)((ulonglong)local_78 & oxffffffffoo000000);

uvaré = (ulonglong) local_54;

local_80 = 0x10;

local_88 = param_3;

uvar2 = (x(code x)__imp_BCryptGenerateSymmetricKey) (N1GlobalAesHandle,&local_50);

OO~ S WN =

N b b e b b fed ed ek ek e
S VWOWNOOWULHEWNRMRSW

N
Q

(%)

llInitializeCNG - (netlogon_vuln.dll)

uint NlInitializeCNG(void)

{
uint uVarl;
wchar_t xpwVar2;
undefined8 uVar3;
int local_res8 [2];
ulonglong in_stack ffffffffffffffes;

local_res8[0] = 0;
uvar3 = 0;
uvarl = (x(code *)__imp_BCryptOpenAlgorithmProvider) (&8N1GlobalAesHandle,L"AES");
if ((int)uvarl < 0) {
pwVar2 = L"NlInitialize(NG: Failed to open AES algorithm @x%x\n";

= 0x20;

= (x(code x)__imp_BCryptSetProperty)
(N1GlobalAesHandle,L"ChainingMode",L"ChainingModeCFB", 0x20,
in_stack_ffffffffffffffes & oxffffffff00000000);
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3. Vulnerabilidad CVE-2020-1472

BCryptEncrypt function (bcrypt.h)

» 4 minutes to read

Analisis

The BCryptEncrypt function encrypts a block of data.

HC; Decompile: NIComputeCredentials - (netlogon_vuln.dll) % i

65 uvaré = (ulonglong) local_54;

66 local_80 = 0x10; Syntax
67 ocal_88 = param_3;

68 uvar2 = (x(code x)__imp_BCryptGenerateSymmetricKey) (N1GlobalAesHandle,&local_50); -

69 if ((int)uvar2 < 0) {

0 owVard = L" H 1 1 1 S5 e
0 pwVar L"NlComputeCredentials: Failed to initialize encryption 0x%08x\n"; NTSTATUS BCryptEncrypt(

BCRYPT_KEY_HANDLE hKey,

- PUCHAR pbInput,

o E— ULONG cbInput,

- L0 VOID *pPaddingInfo,

- PUCHAR pbIV,

ki o ULONG cb1v,

a ' . PUCHAR pbOutput,

79 - ;;csm*;?xe, ULONG cbOutput,

z Lo = N (et en . ULONG *pcbResult,

uVar2 = (*(code *)__imp_BCryptEnc r\iglli ocal_50,param_1); ULONG dwFlags
= e = H .
pwVard = L"N1lComputeCredentials: Failed to encrypt credential 0x%08x\n"; )i

8 } pbIV

84 N1PrintRoutine(0x100,pwvar4, (ulonglong)uVar2,uvaré);

: } ) The address of a buffer that contains the initialization vector (IV) to use during encryption.
The cblV parameter contains the size of this buffer. This function will modify the contents o
this buffer. If you need to reuse the IV later, make sure you make a copy of this buffer

* before calling this function.

else

{ This parameter is optional and can be NULL if no IV is used.
LOD’I"JORD( = :] = BCry Ipt LIl 'l"f ( [RaE 'E 'y v/, Bu, B164,|8164, 8,| V5, Bu, &pcbRe The required size of the IV can be obtained by calling the BCryptGetProperty function to
if ( ( int ) /5 =8 :] get the BCRYPT_BLOCK_LENGTH property. This will provide the size of a block for the

thD LABE L_?} algorithm, which is also the size of the IV.

/9 = L"NlComputeCredentials: Failed to encrypt credential @x&%@sx\n";

. cbIV

The size, in bytes, of the pblV buffer.
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3. Vulnerabilidad CVE-2020-1472

Client Server

I m p a c to (domain-joined computer) (domain controller)

 Acceso al dominio como cualquier usuario del ’.
dominio (hasta el propio controlador)

| NetrServerReqChallenge
(challenge = 0000..00)

« Cambio de la contrasefia del controlador del dominio |
i
(avg. attemtps: 256)

¢ AU te n t i fi Ca I' C U a I q u i e I' R P C u—— NetrServerAuthenticate3

(identity = DC;
credential = 0000..00;
sign/seal = 0) >

« Elevacioén de privilegios (hasta administrador del
dominio)

NetrServerPasswordSet2
[T (target = DC;

authenticator = 0000..00;

timestamp = 0; >

enc. password = 00000..00)

Empty password set!

Créditos: T. Tervoort, “Zerologon:Unauthenticated domain controller compromise by subverting Netlogon cryptography (CVE-2020-1472)", Secura,
Septiembre 2020




3. Vulnerabilidad CVE-2020-1472
Impacto — BONUS track

Explotacion del protocolo NTLM
Requiere ciertas condiciones para la explotacion
Obtencién de hashes de las contrasenas de los usuarios del dominio

©®

§es510n_lee

Eotoaon -
DC EA netlog ! Server

C’ieﬂ-

Créditos: Dirk-jan Mollema, https://dirkjanm.io/a-different-way-of-abusing-zerologon/
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Analisis mediante binary diffing

« Binary diffing (o patch diffing)

Herramientas = _SHUTUP A“n

Técnica de analisis de binarios mediante comparacién entre cédigo binario

Normalmente, se compara el fichero binario original con el fichero binario actualizado (después de aplicar el
parche)

Muy aplicado para deteccion de vulnerabilidades tras publicacion de parches
* Ejemplo: https://googleprojectzero.blogspot.com/2017/10/using-binary-diffing-to-discover.html

IDA Pro + Diaphora (https://github.com/joxeankoret/diaphora)
IDA Pro + BinDiff (https://www.zynamics.com/bindiff.html)
Ghidra + BinExport + BinDiff

* https://ghidra-sre.org/

* https://github.com/google/binexport/tree/master/java/BinExport



https://googleprojectzero.blogspot.com/2017/10/using-binary-diffing-to-discover.html
https://ghidra-sre.org/
https://github.com/google/binexport/tree/master/java/BinExport
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3. Vulnerabilidad CVE-2020-1472

Analisis mediante binary diffing

 Instalacion de herramientas
« Compila BinExport (con gradle) y listo
« Anade la extension de BinExport a Ghidra (File -> Install Extensions ... )

 Pasos para el analisis

* Obtener ficheros binarios (vulnerable y actualizado)
* Suerte con las actualizaciones de Windows update... (déjale unos dias)

* Analisis con Ghidra
* Abre los ficheros en Ghidra, descarga el PDB manualmente y analiza el fichero con la

informacion del PDB descargada

* Guardala BDD generada

« Exportacion con BinExport desde Ghidra

» Crea el diff de los ficheros exportados
* Via comando, bindiff filel.BinExport file2.BinExport
* Viainterfaz de BinDiff

 Ajugar!

0110
ooooo
ooooo
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'/ Single Function Diff Views (0) , | Overview

netlogon_vuln.dll vs netlogon_u
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r Diff Info

Diff Path

File Date

r Primary Image

IDB Name
Image Name
Hash
Architecture

Functions

-n oo

Functions 96.2% Similarity 0.93
g
'-E 600
T 400
[ JON ) BinDiff
7 Workspace
'/ single Function Diff Views (0) , | 22/ 22 Secondary Unmatched Functions
) netlogon_vuln.dll vs netlogon_u < ik
j" Call Graph (962_/969) Address Name Type Basic Blocks Jumps Instructions Callers Callees
-Z» Matched Functions (947) I
/Users/ricardc 2\ Primaty Unmetched Functia 0000000180... NetrLogonGetCapabilities Normal 14 21 14 0 1
_ S‘a 000000B1808... NetrLogonComputeClientSignature Normal 29 44 29 0 1
Nov 27,20207 0000000180... NlControlHandler Normal 12 17 12 0 1
0000000180... __D1llMainCRTStartup Normal 27 41 27 0 1
0000000B180... NetpAllocWStrFromUtf8Str Normal 1 0 1 0 1
netlogon_vuln. .
0000000180... N1SitesNeedPollISM Normal 4 4 4 0 1
netlogon_vulin. 0000000180... N1StopDomainThread Normal 5 8 5 0 1
b506538b8ch: 0000000180... NlWorkerTermination Normal 5 6 5 0 1
0000000180... _guard_check_icall Normal 1 0 1 4 0
x86-64 0000000180... NlQueueWorkItem$fin$e Normal 5 5 5 0 1
@ 0000000180... DsrUpdateReadOnlyServerDnsRecords Normal 41 64 41 0 1
0000000180... NlUpdateVulnerableChannelAllowList Normal 8 12 8 0 1
0000000180... NlpAuthzAccessCheck Normal 14 20 14 1 1
0000000180... NlGetMachineOs Normal 19 31 19 0 1
[eeogeeo1se. .. |NiIsChallengeCredentialPairVulnerable | Nomal J& Ju &~ o~ Jo
0000000180... N1MidlAllocateString Normal 4 4 4 0 1
0000000180... NlAllowUnsecureAccount Normal 13 19 13 0 1
0000000B180... NlVerifyRpcIsSecured Normal 14 19 14 0 1
0000000180... NlpWriteDiscoveryMachineEvent Normal 6 8 6 0 1
0000000180... NlpWriteDiscoveryTrustEvent Normal 6 8 6 0 1
0000000180... I_NetLogonFree Thunk 1 1 1 0 0
0000000180... GetLastError Thunk 1 1 1 0 0




coN-cert

centro criptolégico nacional

3. Vulnerabilidad CVE-2020-1472

Analisis mediante binary diffing

00000001800A9624  NlIsChallengeCredentialPairVulnerable
00000001800A9624  CMP dword ptr [DAT_180@bf9b4], @x1
00000001800A9628B MOV R8, RCX
00000001800A962E  JUNZ LAB_180029659
| T
I T~~o
| S~
I T~
| =~<
I Y
|
| 00000001800A9624  N1IsChallengeCredentialPairVulnerable
| 00000001800A9630  TEST RCX, RCX
| 00000001800A9633  JZ LAB_180029656
! T T
| | S~a
! | S~
~~
: ¥ ~~.
| 00000001866A9624  N1lIsChallengeCredentialPairVulnerable |
| 00000001806A9635  TEST RDX, RDX |
| 00000001800A9638  JZ LAB_1800a9656 :
|
I . |
| | T~ [
-~ |
: ! T~ ~ |
| ~a |
! ! !
| 00000001800A9624 NlIsChallengeCredentialPairVulnerable [
| 00000001808A963A  MOVZX R9D, byte ptr [RCX] [
| 00000001800A963E MOV EDX, 8x1 | :
I T :|
|
| L, 1|
| Y Y [T
| 00000001800A9624  N1IsChallengeCredentialPairVulnerable [
i 00000001806A9643  MOVSX ECX, byte ptr [RDX + R8#0x1] [
e 00000001800A9648  CMP ECX, R9D [
// 00000001806A964B  UNZ LAB_18008a9659 [
< Lol
Ve
- - : Loyl
- - \ |
i =" | [
¥ ¥ Y I
00000001800A9624 N1lIsChallengeCredentialPairVulnerable 00000001800A9624 NlIsChallengeCredentialPairVulnerable 1 : |
00000001800A9659  XOR AL, AL 00000001800A964D  INC RDX 1
000000B180BA965B  RET 00000001880A9650  CMP RDX, @x5 1
1800A9654  JL LAB_180029643 [
T | ———— b
7 |
=~ ~ P - I
S - |
y ¥ Y

00000001800A9624 N1lIsChallengeCredentialPairVulnerable

00000001800A9656 MOV AL, ex1
00000001806A9658  RET

Decompile: NllsChallengeCredentialPairVulnerable - (ne % W
1
2 |/* WARNING: Globals starting with '_' overlap smaller symbols at the same address */
3
4 |lundefined NlIsChallengeCredentialPairVulnerable(byte *param_1,longlong param_2)
5
6 [{
7 longlong lvari;
8
9| if (_DAT_1800bf9b4 != 1) {
10 return 0;
1| }
12 if ((param_1 != (byte %)0x0) && (param_2 != 0)) {
13 Warl = 1;
14 do {
15 if ((int)(char)param_1[lvarl] != (uint)xparam_1) {
16 return 0;
17 }
18 WVarl = lWarl + 1;
19 } while (lvarl < 5);
20| }
21 return 1;
22 |}
23

Como parametro recibe el challenge del cliente
Comprueba los 5 primeros bytes del challenge,
comparando del 2 al 5 con el primero

* Devuelve 0 (no vulnerable) si hay al menos dos
bytes diferentes

« Sison todos iguales, devuelve 1 (vulnerable)

¢, Recuerdas lo que vimos antes? S

« silVtienetodoceros,3x e N0 <x < 255: P, =
x~C; =0,1<i<N,donde x esta distribuido
uniformemente de manera aleatoria
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Analisis mediante binary diffing

- Diff de la actualizacién del protocolo Netlogon:

* https://winprotocoldoc.blob.core.windows.net/productionwindowsarchives/MS-NRPC/%5bMS-
NRPC%5d-200826-diff.pdf

windows.net

104  of 284

is specified in section 3.4.5.2.2.

6. The server receives the NetrServerAuthenticate, NetrServerAuthenticate2, or
NetrServerAuthenticate3 call and verifies the client Netlogon credential. It does this by
computing a session key, as specified in section 3.1.4.3, duplicating the client Netlogon credential
computation, using its stored copy of client challenge, and comparing the result of this
recomputation with the client Netlogon credential that was just received from the client. If the
comparison fails, the server MUST fail session-key negotiation without further processing of the
following steps.

7. If none of the first 5 bytes of the client challenge is unique, the server MUST fail session-key

) of the following ste



https://winprotocoldoc.blob.core.windows.net/productionwindowsarchives/MS-NRPC/%5bMS-NRPC%5d-200826-diff.pdf
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0000000180014400 NetrServerAut‘lTenug'ate3 y \ NetrServerAuthenticate3 0000000180011C70 ;
M 0000000180014400 llelrServeermmucate! 0000000180011C70  NetrServerAuthenticate3d
rII I la ©00000018001465C RAX, gword ptr [RDI + 8x18) 22200001 BBO11EFF mov RAX, gword ptr [R13 + éx1B] Con ar
00 00000180014660 WV R13D, dword ptr [RSP + local _2b4) 20000001 BO811F83 MoV ECX, dword ptr [RSP + local _2d4]
©000000180014665 LEA RDX, [u_NetrServerAuthenticate: ClientCh] 20000001 BBB11FE7  LEA RDX, [u_NetrServerAuthenticate: ClientCh]
22200001 BBO11FOE INC ECX
B2000BR1BBR1466C MOV qword ptr [RBP + local 26B], RAX 0000001 BBB11F18 MOV qword ptr [RBP + local 25B), RAX
2000000180014678 MOV RAX, gword ptr [RDI + @x18) 00000001 BBB11F14 MOV RAX, gword ptr [R13 + éx18]
2000000180014674  INC R13D
2000000180014677 MOV RBD, R13D 02200001 BBB11F1BE MOV dword ptr [RSP + local _2d4), ECX
200000018001467A MOV ECX, ©x4000000 02200001 BBB11FIC MOV RBD, ECX
200000018001467F MOV dword ptr [RSP + local 2b4], R13D 20000001 BBB11F1F mov ECX, ©x4008800
8200000 180014684 MOV qword ptr [RBP + local 268], RAX 0DBO0001 BBB11F24 MOV gqword ptr [RBP + local 26B8), RAX
©000000180014688 CALL NLPrintRoutine 02200001 BBO11F2B  CALL NlPrintRoutine
©0000001800146BD LEA RDX, [RBP + -8x58) 22200001 BB811F2D LEA RDX, [RBP + -8x28]
2000000180014691 mov RBD, ©xB 20000001 BBB11F31 mov RBD, ©xB
2000000180014697 MOV ECX, ©x4000000 00000001 BBB11F37 MOV ECX, ©x4008800
200000018001469C CALL NlpDumpBuffer 20000001 BBB11FIC  CALL N1pDumpBuffer
B0820001B80146A1 MOV RBD, R13D
200B0021600146A4 MOV R13D, @x4080080
B0000081B88146AA  LEA RDX, [u_NetrServerAuthenticate:_ServerCh)
20 00000180014681 MoV ECX, R13D 082800081 88011F41 mov RBD, dword ptr [RSP + local _2d4)
20000001800146B4  CALL N1PrintRoutine
2000000180014689 LEA X, [RBP + -8x68) 20000001 BEB11F46 LEA RDX, [u_NetrServerAuthenticate:_ServerCh]
20020001800146BD MOV RBD, ©xB
20000001800146C3 MOV ECX, R13D 0BBOB081 BBB11FAD MOV ECX, ©x4000800
©0000001868146C6  CALL NlpDumpBuffer 20808081 BBA11F52  CALL NlPrintRoutine
20020021800146CB  XOR ECX, ECX
20020081800146CD MOV R13D, ECX
00000001 BBB11FS7  NOP
282000081 88011F5B JMP LAB_1B884e5f9
{ A T
So : .
~ 1
\ Y
| A 0000000180011C78  NetrServerAuthenticated
| 1\ 22000 81BBBJIESFI LEA RDX, [RBP + -8x18)
| [ ©0OO001BBBIESFD MOV RED, 8xB
] / BBB000 81B88B4E6ET wov ECX, ©9x4088800
| : BBBOP0O1BPBJEGRB  CALL N1lpDumpBuffer
| 22000 81 BBBJE6ED LEA RCX [RBP + -8x28)
| BBB00881BBBJE6T1 wv R1
| BBBBPBO1BBBIE6T4  CALL NllsChallenqeCredenua].PauVulnerabl.e
| 22208 81BBBJIE69 XOR ECX, ECX
BBBOBRO1BPRIE6IB  TEST AL, AL
: BBBOBBO1BRBJE6ID INZ LAB_1B8@de6Be
5 (N T T
' :
|
! 0000000180011C70  NetrServerAuthenticate3d
! 88000001BBB4EGTF MOV R12D, ECX
I 00080B01B0B4E622  JMP LAB_180842626
| <
| =<
| BN
¥ ¥ i~ Y ¥
0000000180014400  NetrServerAuthenticated | 80011C70  NetrSer 3
B20PPR1800146D8  TEST R13D, R13D ! 2000001 BBBJE626 TEST R12D, R12D
B20PEBR180014603 UNZ LAB_188877177 : 2000001 BBBJE629 JNZ LAB_1B884e634
|
|
|
|
|
|
|
0000000180014400 llelrServeerthenucnea 0000000 180014400  NetrServerAuthenticate3 ! meumnwe NetrServer Authenticate3 0000000180011C70 IlelrServerAmhenue ted
GeBBBBE1B88TT177  CMP ax1 ©0B0000 160814609  MOVAPS  XMMB, xmmword ptr [REP + local 228]0]1 | 68966081 BBBIEET. P 0BBBGA1BBBIEE2E  MOVAP XMM3, xmmword ptr [RBP + local _238[8]]
000PBBR1BRET 71T INZ LAB_ 186677|bc : eeeeeoe!mams JNZ LAB_1B884e671 00000001 BRBJE62F  JMP LAB_188081128e
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 Actualizar Windows:

https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2020-1472

Solucionan el problema de challenges del cliente que puedan debilitar AES-CFBS8, pero no han cambiado Ia
inicializacion con IV de ceros

Tutorial de Microsoft acerca de los cambios necesarios a aplicar (para administradores)

e https://support.microsoft.com/en-us/help/4557222/how-to-manage-the-changes-in-netlogon-secure-channel-
connections-assoc

 Modo DC Enforcement: activarlo via Registro (hasta febrero 2021 no estara disponible via parche)

* RECOMENDADO activarlo ahora de este modo, hasta que esté el parche
 Meétodos para deteccion de explotacion:
Common Zerologon Windows Dump LSASS Snort /
« https://www.kroll.com/en/insights/publications/cyber/cve-2020-1472- Exploits eventlogs ofhash  (Yara Suricata
zerologon-exploit-detection-cheat-sheet history  rules)
« https://yelata.medium.com/zerologon-cve-2020-1472-turning-microsofts- DC password reset v v v v
patch-to-a-snort-rule-and-a-little-extra-534bbaf4fc45 iiiergivepaseuors

reestablished

https://blog.zsec.uk/zerologon-attacking-defending/#how-do-we-fix-it

DC password reset

with original password \/ \/ / \/

reestablished

Spool service (printer

bug) + NTLM Relay \/ / \/

without password reset


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1472
https://support.microsoft.com/en-us/help/4557222/how-to-manage-the-changes-in-netlogon-secure-channel-connections-assoc
https://www.kroll.com/en/insights/publications/cyber/cve-2020-1472-zerologon-exploit-detection-cheat-sheet
https://yelata.medium.com/zerologon-cve-2020-1472-turning-microsofts-patch-to-a-snort-rule-and-a-little-extra-534bbaf4fc45
https://blog.zsec.uk/zerologon-attacking-defending/
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5. Conclusiones

Take-home messages

- Evita implementar vuestro propio algoritmo criptografico
Si lo haces, libéralo. Deja que la comunidad encuentre lo que tu no ves

- Estudia bien los algoritmos criptograficos que vas a usar
Los modos de AES son un mundo, y ciertas combinaciones pueden ser peligrosas

« Usa estandares: cuanto mas contrastados, mejor

Menor probabilidad de “fallos inesperados” CANT:HAVE'ANY PROBLEMS WITH
| THE UPDATE

ACTUALIZA SIEMPRE TU SISTEMA OPERATIVO

-

IFYOU DONT UPDATE THE
§h  SYSTEM
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Algunas referencias de interés

» https://www.secura.com/pathtoimg.php?id=2055
« https://github.com/SecuraBV/CVE-2020-1472 (prueba de concepto original)

o https://www.kb.cert.org/vuls/id/490028
« https://nvd.nist.gov/vuln/detail/ CVE-2020-1472
* https://media.cert.europa.eu/static/SecurityAdvisories/2020/CERT-EU-SA2020-046.pdf

« https://packetstormsecurity.com/files/159190/Zerologon-Proof-Of-Concept.hitml

« https://packetstormsecurity.com/files/160127/Zerologon-Netlogon-Privilege-Escalation.html

* https://blog.0patch.com/2020/09/micropatch-for-zerologon-perfect.html

« https://nakedsecurity.sophos.com/2020/09/17/zerologon-hacking-windows-servers-with-a-bunch-of-zeros/



https://www.secura.com/pathtoimg.php?id=2055
https://github.com/SecuraBV/CVE-2020-1472
https://www.kb.cert.org/vuls/id/490028
https://nvd.nist.gov/vuln/detail/CVE-2020-1472
https://media.cert.europa.eu/static/SecurityAdvisories/2020/CERT-EU-SA2020-046.pdf
https://packetstormsecurity.com/files/159190/Zerologon-Proof-Of-Concept.html
https://packetstormsecurity.com/files/160127/Zerologon-Netlogon-Privilege-Escalation.html
https://blog.0patch.com/2020/09/micropatch-for-zerologon-perfect.html
https://nakedsecurity.sophos.com/2020/09/17/zerologon-hacking-windows-servers-with-a-bunch-of-zeros/

MUCHAS GRACIAS




