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$ find . -name "* ]ava” | xargs grep -r "@version"
./Gh1dra/Framework/SoftwareModel1ng/src/ma1n/]ava/gh1dra/program/model/lang/UnknownInstruct1onExcept1on java: * @version 2000-02-15
./Ghidra/Framework/SoftwareModeling/src/main/java/ghidra/program/model/lang/InsufficientBytesException.java: * @version 2000-02-15
./Ghidra/Framework/SoftwareModeling/src/main/java/ghidra/program/model/lang/UnknownContextException.java: * @version 2000-02-15
./Ghidra/Framework/SoftwareModeling/src/main/java/ghidra/program/model/lang/UnknownDataException.java: * @version 2000-02-15
./Ghidra/Framework/SoftwareModeling/src/main/java/ghidra/program/model/address/AddressIterator.java: * @version 2000-02-16
./Ghidra/Framework/SoftwareModeling/src/main/java/ghidra/program/model/address/AddressOQutOfBoundsException.java: * @version 1999-03-31
./Ghidra/Framework/SoftwareModeling/src/main/java/ghidra/program/model/address/AddressRangelterator.java: * @version 2000-02-16
./Ghidra/Framework/SoftwareModeling/src/main/java/ghidra/program/model/scalar/ScalarOverflowException.java: * @version 1999-03-31
./Ghidra/Framework/SoftwareModeling/src/main/java/ghidra/program/model/scalar/ScalarFormat.java: * @version 1999/02/04
./Ghidra/Framework/SoftwareModeling/src/main/java/ghidra/program/model/mem/MemoryAccessException.java: * @version 1999-03-31
./Ghidra/Framework/Generic/src/test/java/ghidra/util/datastruct/LongArrayArrayTest.java: * @version
./Ghidra/Framework/Generic/src/test/java/ghidra/util/datastruct/StringArrayArrayTest.java: * @version
./Ghidra/Framework/Generic/src/test/java/ghidra/util/datastruct/IntArrayArrayTest.java: * @version
./Ghidra/Framework/Generic/src/test/java/ghidra/util/datastruct/ArrayTest.java: * @version
./Ghidra/Framework/Generic/src/test/java/ghidra/util/datastruct/ByteArrayArrayTest.java: * @version
./Ghidra/Framework/Generic/src/test/java/ghidra/util/datastruct/DataTableTest.java: * @version
./Ghidra/Framework/Generic/src/test/java/ghidra/util/datastruct/StringArrayTest.java: * @version
./Ghidra/Framework/Generic/src/test/java/ghidra/util/datastruct/ShortArrayArrayTest.java: * @version
./Ghidra/Framework/Generic/src/main/java/ghidra/util/exception/NotYetImplementedException.java: * @version 1999/02/05
./Ghidra/Features/Base/src/test/java/ghidra/framework/options/SaveStateTest.java: * @version 1.0
./Ghidra/Features/Base/src/test/java/ghidra/program/model/address/AddressObjectMapTest.java: * @version

« Caodigo abierto, liberado en conferencia RSA 2019
» Desarrollado por la NSA
» Licencia Apache 2.0
+1.2M SLOC

La historia de la herramienta no se conoce, pero
comentarios del codigo la datan en febrero 1999

T SAr :
memeguy.co
©OSe et
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1. Introduccion 5 [
Caracteristicas de Ghidra GHIDRA, YU NO

« Aproximaciones en el analisis de un programa binario

« Analisis estatico: codigo muerto / analisis frio (desensamblador)
« El cdédigo binario no se ejecuta
. S_e ana_ljza la estructura del codigo, con todos los posibles caminos de
ejecucion.
« PROBLEMA:EXxplosiéon de estados
« Analisis dinamico: cddigo vivo / analisis en caliente (depurador)
« (Cddigo binario en ejecucion
« Sodlo se analiza un unico camino (el que se esta ejecutando)
« PROBLEMA: Completitud del analisis

nsadeveloper789 commented Mar 7, 2019

It's one of the in-development features announced at RSA.

« Actualmente, Ghidra sélo soporta analisis estatico

* La posibilidad de depuracion esta en desarrollo
[@oEe) cov-cert
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1. Introduccioén
Ghidra comparada con otras SREs

Ghidra/ También se busco

= 0, @,RACK-NG
Interactive Radare2 OllyDbg John the objdump Aircrack-ng Microsoft

Disassembler Ripper Windows

+ Faltaria | !NAPIY en esta imagen (y sobran otros, claro...)

centro criptolégico nacional



1. Introduccion

Ghidra comparada con otras SREs

I -~ XI11IJORNADASCCNCERT

IDA vs Binary Ninja vs Ghidra

IDA

Maturity
Windows support
Decompiler
Existing corpus of
powerful plugins
Debugger
Support for paid
customers

Well tested
Industry standard

Créditos: “Three Heads Are Better Than One: Mastering NSA's Ghidra Reverse Engineering Tool”, Alexei Bulazel, Jeremy

Blackthorne,INFILTRATE Con 2019

[@rosle)

Binary Ninja

Innovation and
modern design
Program analysis
features (SSA)
Multi-level IL
Rich API
Embeddable
Python-native
scripting

Clean modern Ul
Community

Ghidra

Maturity
Embedded support
Decompiler
Massive API
Documentation
Breath of features
Collaboration
Version tracking
Price and open
source extensibility
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1. Introduccion
Ghidra comparada con otras SREs

Decompiler - IDA Hex-Rays vs Ghidra

IDA Hex-Rays Ghidra Decompiler Decompiler

Créditos: “Three Heads Are

Optional add-on for IDA for IDA Deeply integrated with Ghidra
Microcode-based P-code based

Supports limited architectures Supports all architectures

Better built-in support for Windows No way to xref from decompiler
Variables, data, and functions can Produces fewer goto statements
be xrefed from decompiler and seemingly more idiomatic C
Variables can be mapped Built in program analysis features,
Variable representation can be e.g., slicing and data flow

changed in the decompiler Variables cannot be mapped
(decimal, hex, char immediate, etc) Variable representation cannot be

Click to highlight changed in the decompiler
Middle click to highlight

Better han One: Mastering N Idra Reverse Engineering Tool”, , Jeremy

Blackthorne,INFILTRATE Con 2019

[@rosle)
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1. Introduccion
Obteniendo Ghidra

Pagina web oficial: https://ghidra-sre.org/
» (Cddigo fuente en GitHub: https://github.com/NationalSecurityAgency/ghidra

Version actual: 9.1

Instalacién sencilla:
1. Descargar ZIP
2. Descomprimir

3. Ejecutar desde consola “./ghidraRun” (MacOS X/ Linux)
« RECUERDA:Java VM >= 11
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2. Conociendo la herramienta Ghidra

« Gestidon de aplicaciones a analizar mediante proyectos
» Se pueden anadir a un proyecto TODOS los ficheros que correspondan al mismo analisis
» Permite tener proyectos compartidos (“collaborative reversing”)

 Ficheros:

Similaral plugin DArling del IDAPro
Activo por defecto, se ha de configurar

Lectura recomendada: https://medium.com/@jannis.kirschner/ghidra-collaborative-reversing-1-2-how-to-
setup-a-ghidra-server-711f4212912e A cdit Project Tools ¢

New Project... 3N

se pueden anadir a cada proyecto uno a uno, o en serie Open Project... %0

Reopen > |

Close Project £
Save Project #®S

Delete Project...

Archive Current Project...
Restore Project...

Configure...
Install Extensions...

Veamos un efemplo de la herramienta con un crackME sencillito. ..

[@10e)

Batch Import...
Open File System... 381

Exit Ghidra N'cerr

ntro criptolégico nacional
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00 @

Ghidra: NO ACTIVE PROJECT
File Edit Project Tools Help
EREER LIRS

(Tool Chest

~Active Project: NO ACTIVE PROJECT

Bl NO ACTIVE PROJECT

Filter:

Table View

(Running Tools: INACTIVE

‘@ G |Closed project: hello

<>

. ert
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( J ® Import Results Summary
Project File Name: CRACKME_CrueHead. EXE
Last Modified: Thu Dec 05 16:09:33 CET 2019
Readonly: false
- - Program Name: CRACKME_CrueHead. EXE
2. Conociendo la herramienta (< =%
" Compiler ID: borlandcpp
Processor: x86
®  ©® Import/Users/ricardo/Desktop/CRACKME_CrueHead.EXE Endian: Little
Address Size: 32
Minimum Address: 00400000
e Maximum Address: 00407 ff
Format: Portable Executable (PE) B (1] # of Bytes: 29696
# of Memory Blocks: 13
Language: x86:LE:32:default:borlanddelphi z ch Eg;i;ﬁ_gtégzz 244
# of Functions: 5
Destination Folder: prueba:/ # of Symbols: 76
# of Data Types: 39
# of Data Type Categories: 3
Program Name: CRACKME_CrUEHeadEXE Compiler: borland:pascal
Created With Ghidra Version:9.1
Date Created: Thu Dec 05 16:09:32 CET 2019
Options... Executable Format: Portable Executable (PE)
Executable Location: /Users/ricardo/Desktop/CRACKME_CrueHead.EXE
Executable MD5: 66157303618b99863d75743eff84115d
Executable SHA256: 0c7cdfdb6d4c8876e9c5bae906fcflchbf174f019ef45d518954885856501a0be
FSRL: file:///Users/ricardo/Desktop/CRACKME_CrueHead.EXE?MD5=66157303618b99863d7
Relocatable: true
ﬁ Cancel SectionAlignment: 4096
[ NON ) Analyze
CRACKME_CrueHead.EXE has not been analyzed. Would you like to analyze it now?

rAdditional Information

ﬁ No - Loading /Users/ricardo/Desktop/CRACKME_CrueHead.EXE —————
Searching for referenced library: USER32.DLL ...

Unable to find external library: USER32.DLL

Searching for referenced library: COMCTL32.DLL ...

Unable to find external library: COMCTL32.DLL

Searching for referenced library: COMDLG32.DLL ...

Unable to find external library: COMDLG32.DLL

Searching for referenced library: KERNEL32.DLL ...

Unable to find external library: KERNEL32.DLL

Searching for referenced library: GDI32.DLL ...

()OO — vt
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® ® Analysis Options JADASCCNCERT

Analyzers Description

Enabled ‘Analyzer Name

Aggressive Instruction Finder (Prototype)
Apply Data Archives

ASCII Strings

Call Convention Identification
Call-Fixup Installer

Condense Filler Bytes (Prototype)
Create Address Tables

Data Reference

Decompiler Parameter ID

Decompiler Switch Analysis

Demangler

Disassemble Entry Points

Embedded Media

External Entry References

Function ID

Function Start Search

Function Start Search After Code
Function Start Search After Data
Non-Returning Functions - Discovered
Non-Returning Functions - Known
PDB

Reference

Scalar Operand References

Shared Return Calls

Stack

Subroutine References

Windows x86 PE RTTI Analyzer
WindowsPE x86 Propagate External Parameters

2. Conc

~Options

(< H<J<J<]

[CH B R NI IR NI R QI N J R J<]<]

WindowsResourceReference

x86 Constant Reference Analyzer

X86 Function Callee Purge

Select All Deselect All Restore Defaults

S coN-cert
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o0 CodeBrowser: prueba:/CRACKME_CrueHead.EXE
File Edit Analysis Navigation Search Select Tools Window Help

B &= BPRBEFER JIDULFRYBE- @48 o vEIEDGO0BOEE3, @

im.mTrees & ®» x “rueHead. & i IQ_ s ®@ El- X ﬁer OB & v x
v [/ CRACKME_CrueHea
Headers B "
CODE // Headers
" // ram: 00400000-004003ff 4'
DATA /7
.idata
.edata assume DF = 0x0 (Default)
.reloc IMAGE_DOS_HEADER_00400000 XREF[1]: 00400134 (x) |
[ B = 00400000 4d 5a 50 IMAGE_DO...
00 02 00
= 00400000 4d 5a char[2] "Mz" e_magic
- 00400000 [0] M, 'z N
ass Symbol i o X 00400002 50 00 dw 50h e_cblp Bytes of last pa
> Cia Imports 00400004 02 00 dw 2h e_cp Pages in file
> O Exports 00400006 00 00 dw 0h e_crlc Relocations
» [=F Functions 2 00400008 04 00 dw 4h e_cparhdr Size of header i1 _
> [=® Labels 0040000a 0f 00 dw Fh e_minalloc Minimum extra pa
> [ Classes 0040000c ff ff dw FFFFh e_maxalloc Maximum extra pa
> [{}Namespaces 0040000e 00 00 dw oh e_ss Initial (relatiwv(
00400010 b8 00 dw B8h e_sp Initial SP value
00400012 00 00 dw 0h e_csum Checksum -
00400014 00 00 dw Oh e_ip Initial IP value
00400016 00 00 dw 0h e_cs Initial (relatiw
. 00400018 40 00 dw 40h e_lfarlc File address of
Filter: 5 0040001a la 00 dw 1Ah e_ovno Overlay number
0040001c 00 00 00 00 00 dw([4] e_res[4] Reserved words =
ype Manager = X 00 00 00
- - . - 00400024 00 00 dw oh e_oemid 0EM identifier (-
== e K k 00400026 00 00 dw oh e_oeminfo OEM information;
00400028 00 00 00 00 00 dw[10] e_res2[10] Reserved words
8 Data Types 00 00 0N AN AN
»> ﬁ BuiltinTypes —
> ocRACKME_Cruetiead.xe | |ICONSOIE S Seipting 8Y x
» ﬁ windows_vs12_32
2

00400000
- 7 . U

centro criptolégico nacional
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2. Conociendo la herramienta Ghidra

Ventana principal dividida en 2 partes
Parte lateral:

* “Program trees”. permite organizar las secciones del codigo desensamblado de diferentes modos.

Haciendo click derecho, en "Modularize By” aparecen las opciones (“Subroutine”, “Complexity Depth” o
“Dominance”)

« "Symbol trees™ muestra los funciones de importacion, exportacion, propias, etiquetas, clases y
namespaces de la aplicacion. Con click derecho sobre una funcion de importacion y “Show
references to” nos mostrara todas las referencias a esa funcién

- “Data Type Manager” muestra todos los tipos definidos, incluyendo los propios del compilador, asi
como los especificos de la aplicacidén y otros de Ghidra (los de Windows en “windows_vs12 327).
Con click derecho sobre uno de ellos, se pueden encontrar las ocurrencias con “Find uses of”

Parte principal:

« ‘“Listing”’: ventana de desensamblado. Altamente configurable (boton “Edit the Listing Fields”)

 “Decompile”. ventana de decompilado. Interpretacion en pseudo-C del lenguaje de bajo nivel
(bastante bueno; menos GOTO que IDA Pro)

* Lectura recomendada: “No_More Gotos: Decomsoilation Using Pattern-Independent Control-Flow Structuring
and Semantics-Preserving Transformations” (NDSS’15)

« Mantiene sincronia entre ambas ventanas

Manual de ayuda: seleccionala parte que quieres consultary presionatecla “F1”

[@10e)
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2. Conociendo la herramienta Ghidra

. [ Comments > SetEOLComment. |
Opciones del panel de desensamblado pata Y o b ongets [ weo |
ey - . . . Disassemble D Set Pre Comment... r

« Adicién de comentarios: diferentes tipos de comentarios Distseyble (Resiicid SetRepeatable Eommontint |
isassemble (Static et... .

Instruction Info... ~ Show History... |

 Navegacion en llamadas
« Hacia delante (Alt/Opt + flecha derecha) y hacia atras (Alt/Opt + fecha izquierda) [iconos de flecha]

®  ® AddLabel at 00402048
. . - yoys = Enter Label
« Etiquetas en direcciones para facilitar analisis :
[ Gooat |

~Properties

Entry Point Primary Pinned

« Tanto las etiguetas como los comentarios se mantienen entre vistas T
 Ghidra mantiene la coherencia entre las diferentes partes de la herramienta

[@10e)
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2. Conociendo la herramienta Ghidra

Opciones del panel de decompilado

» Analisis de flujo de datos (Data Flow Analysis) automatico (auto-analisis)

o ConceptOS ml’nimOS SObre DFA RegisterClassA( (WNDCLASSA *)&DA_\T_@04@2®64);

DAT_001
* Permite calcular el efecto de un bloque basico, mediante la

composicion de los efectos de cada expresion chomid

Edit Function Signature
Override Signature

Lt
(b4
));

« Ejemplo: considera la expresion “a=b + ¢’ Updatew Rename Global L
 Esta usando“b” y “c” Invalid Retype Global 8L EC
“ ” D . . ‘o while (  Auto Fill in Structure o[ 1oz
« “Mata” una definicion anterior (valor anterior de “a”) Trans  Edit Data Type
* Proporciona una nueva definicion (“a”) , s Highlight Def-use
» Util para diferentes analisis: ExitPra Higﬂ:igﬂt Forxlz(varddsnlce
. . . if (in_  Highlight Backward Slice
A_Vallable expressions if (i Highlight Forward Inst Slice
* Liveness , ret  Highlight Backward Inst Slice
) Very busy expreSSIonS if (i Cnmmit Paramc /Ratiirn P

* Reaching definitions: definiciones def-use
« Una definicion de una variable “x”

(1Pt

Ky, "

X" es una expresion que asigna un valor a “x

* Una definicion “d” alcanza un punto de programa “p” si 3 un camino desde el punto que sigue

(1Pl

inmediatamente a “d” hasta “p” tal que “d” no es eliminado en el camino

» Click derecho para ver cadenas def-use y forward/backward slices; flujos desde menu “Select”

[@10Ele)

coN-cert
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[ NON | Function Graph [CodeBrowser: prueba:/CRACKME_CrueHead.EXE] \DASCCNCE RT

File Edit Analysis Navigation Search Select Tools Help

EH a-=- oo~

KME_CrueHead.EXE) D & =52 -9 @ X #B

rueHead.EXE
00401000 - entry ¥-@0 M
undefined __register entry(void) or
u AL:1 <RETURN>

undef ined
entry

+.1000 PUSH 0x0

-.1002 CALL GettoduleHandleA

-.1007 MOV [DAT_004020cal, EAX

-.100C PUSH 0x0

L
...100e PUSH s_No_need_to_disasm_the_cow. r
1013 CALL FindwWindowA
1018 R EAX, EAX
"&md- LAB0040101d g/~ — il

..101a 37 LAB 0040101d
sy
o I I I Ca LAB_0040101d
Mov

dword ptr [DAT_00402064] ,0.
MOV dword ptr [DAT_00402068] V.
MOV dword ptr [DAT_0040206c],0.
MOV dword ptr [DAT_00402070],0...
MOV EAX, [DAT_004020cal
MOV [DAT_00402074] , EAX
PUSH 0x64
PUSH EAX
CALL LoadIconA
MOV [DAT_00402078] , EAX
PUSH 0x7f00 h
PUSH 0x0
CALL LoadCursorA L.
MOV [DAT_0040207c] , EAX 5. entry
MOV dword ptr [DAT_00402080],0...
MOV dword ptr [DAT_00402084],D.
MOV dword ptr [DAT_00402088],s...
PUSH DAT_00402064
CALL RegisterClassA
PUSH 0x0
PUSH dword ptr [DAT_004020ca]
PUSH 0x0
PUSH 0x0
PUSH 0x8000
PUSH 0x8000
PUSH 0x6e
PUSH 0xbd
PUSH 0xcf0000
PUSH s_CrackMe_v1.0_004020e7
PUSH s_No_need_to_disasn_the_co...
PUSH 0x0
CALL CreatenlindowExA
MOV [DAT_00402004] , EAX
PUSH 0x1

* Navec

[ ] PUSH dword ptr [DAT_00402004]
CALL Showhlindow
PUSH dword ptr [DAT_00402004]
CALL Updatenindow
PUSH 0x1

[ ]

PUSH 0x0
PUSH dword ptr [EBP + 0x8]
CALL InvalidateRect

F fofi-. -0 W
13 LAB_004010f 1
..10f1 PUSH 0x0

...10f3 PUSH 0x0

...10f5 PUSH 0x0

...10f7 PUSH DAT_00402048
...10fc CALL GetMessageA
..1101 MP  AX,0x0

[ De n U‘ ..1105 3 LAB_0040111d

|oo401107 ®-0 W
-..1107 PUSH DAT_00402048
«.110c CALL TranslateMessage
-.1111 PUSH DAT_00402048
...1116 CALL DispatchMessageA
..111b JMP  LAB_004010f1

100401114 - LAB_004011... 5 ~ (] Jif
LAB_0040111d

+»111d PUSH dword ptr [DAT_00402050]

--1123 CALL ExitProcess <

i coN-cert
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2. Conociendo la herramienta Ghidra

Otras vistas de interés

« “Function Call Graph”
* ICFG (interprocedural CFG)
* Navegacion (delante/atras) como en la ventana de desensamblado

 “Disassembled View”
* Ventana con cédigo desensamblado, sin florituras

« “Defined strings”
« Listado de cadenas del binario

« Desde la ventana del desensamblado, click derecho “References >
Show References to Address”

- “Bytes: ...”
* Visor hexadecimal (permite edicion)
* Opciones de vision configurables

* Terminal de Python integrada

[@10e)

+ Bookmarks

Bytes: CRACKME_CrueHead.EXE
Checksum Generator
Comments

Bl Console

|29 Data Type Manager
Data Type Preview

C¢ Decompile: entry

i Defined Data

b4 Defined Strings
Disassembled View

: Equates Table

1 External Programs

3 Function Call Graph

]

&) Function Call Trees: entry

*B

¥*E

. Function Graph

Function Tags
: Functions

o Byte Viewer Options
Alignment Address: 00400000
Bytes Per Line: 16

Group size (Hex View Only): 1

Views
Address Ascii
Binary Disassembled
Hex HexInteger
Integer Octal

coN-cert
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2. Conociendo la herramienta Ghidra SR A 0
¢P-Code? R i o a

RAX = INT_RIGHT RAX, $Ub7c@

$U33e0:1 ; INT_NOTEQUAL $Ub7c0, 0:4
* NO CONFUNDIRC?" VB P-code _ $U330:4 = INT_SUB $Ub7c0, 1:4

« https://web.archive.org/web/20010222035711/http://msdn.microsoft.com $U3400:8 = INT_RIGHT $Ub7d0, $U33f0
[library/backgrnd/htmi/msdn c/pcodeZ.htm $U3410:8 = INT_AND $U3400, 1:8

/ ‘ . . $U3430:1 = INT_NOTEQUAL $U3410, 0:8
ht;ps.//\iivca/tgrq[rcleca/Gtgq/wecjb/Zr]?151222171 103/http://www.woodmann.co PO P e s
M/CrackZz/ tutorials DCO €. m $U3450:1 = INT_AND $U3440, CF

$U3460:1 = INT_AND $U33e0, $U3430
. . . - . CF = INT_OR $U3450, $U3460
 Lenguaje intermedio para instrucciones de ensamblador $U3490:1 = INT EQUAL $Ub7cO, 1:4

« Permite hacer analisis mas facil $£jbgi - E'SZ:S;EZ,?TE”"ZQ’Z;J“"

- Abstrae la complejidad de cada ISA, proveyendo un conjunto de :U34§0;1 _ INT AND $U34§0’ -
instrucciones comun y simplificado, e independiente de la 5U34€0:1 = INT AND $U3490, $U34b0
arquitectura OF = INT_OR $U34d0, $U34e0

% GeneradO con SLEIGH $U2e00:1 = INT_NOTEQUAL $Ub7c0, 0:4
_ o _ _ _ . $U2€20:1 = INT_SLESS RAX, 0:8

+ Lenguaje especifico de Ghidra que proporciona_informacion de $U2e30:1 = BOOL_NEGATE $U2e@0@
desensamblado (bytes 89 d8 es MOV EAX, EBX) e informacion $U2e40:1 = INT_AND $U2e30, SF
semantica (MOV EAX, EBX es EAX = COPY EBX) $U2e50:1 = INT_AND $U2e00, $U2e20

SF = INT_OR $U2e40, $U2e50

 Representacion Single Static Assignment (SSA) $U2e80:1 = INT_EQUAL RAX, 0:8
° i i Ni $U2e90:1 = BOOL_NEGATE $U2e00
A cada v.a’mable. s.e le asigna un valor una uUnica vez CUren0.1 = INTAND SUzes0. 2F

« Documentacion adicional en docs/languages/html/pcoderef.html $U2eb0:1 = INT_AND $U2e00, $U2e80

« Accesible en https://ghidra-decompiler-docs.netlify.com/index.html 22 e e

[@10e)

coN-cert
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2. Conociendo la herramienta Ghidra

Options for CodeBrowser(2)

ecompiler
ecompiler Popups

Diff
) Editors
Entropy
» |5 Function Graph

@ Key Bindings

[=] Listing Display
v & Listing Fields
Address Field
Array Options
Bytes Field
Cursor
Cursor Text Highlight
EOL Comments Field
Format Code
Function Pointers
Function Signature Field
Labels Field
Mnemonic Field
Mouse
Operands Field
B Pcode Field
4| Plate Comments Field
Post-comments Field
Pre-comments Field
References Highlight
Register Field
Selection Colors
N XREFs Field
» [ Listing Popups

tﬂ Navigation

oo

A\ A A 4 .

]

() ) o) ] ] e e ] ]

I

[ o e e ]

Y A

rPcode Field

Display Raw Pcode

Maximum Lines To Display 30

Filter:

- Cancel Apply

Restore Defaults

@@Lﬁd\w

*CRACKME_CnJeHead.EXE X - ] § §
Address Break  Plate  Function  Variable Open Data  Array ;Z
] Register Transition | i;
Pre-Comment | 33
Label | XRef Header | 34
Address ] Bytes | |P| Mnemonic | | Operands 35
PCode 35
| Post-Comment | Add Field
// ram: 00401000-004015ff Insert Row
/" Remove All Fields
Remove Field
* FUNCTION
Reset All Formats
undefined __register entry(void) Reset Format
undefined AL:1 o <RETURN>
entry XREF [4] :
00401000 6a 00 PUSH 0x0
$U6730:4 = COPY 0:4
ESP = INT_SUB ESP, 4:4
STORE ram(ESP), $U6730
00401002 e8 ff 04 CALL GetModuleHandleA
00 00
ESP = INT_SUB ESP, 4:4
STORE ram(ESP), 0x401007:4
CALL *[ram]@x401506:4
00401007 a3 ca 20 MoV [DAT_004020ca] ,EAX
40 00
*[ram]0x4020ca:4 = COPY EAX
0040100c 6a 00 PUSH 0x0
$U6730:4 = COPY 0:4
ESP = INT_SUB ESP, 4:4
STORE ram(ESP), $U6730
PUSH s_No_need_to_disasm_the_code!_004020f4

0040100e 68 4 20

coN-cert
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2. Conociendo la herramienta Ghidra

Otras caracteristicas

I -~ XI11IJORNADASCCNCERT

« Soporte de decompilacion de diferentes arquitecturas
« X86, x64, SPARC, PPC, ...
» Extensible a otras arquitecturas

* “Tools > Program Differences”
« Util para detectar cambios en el mismo binario

 Editor de estructuras
* Accesible desde ventana “Data Type Manager”

[@10e)

Filter:

QI I | 00401081 c7 05 88 MoV

T category

Data Type M 1

|

L8 Data Types

» i# BuiltinType

v
> |5 basetsc
v &7 commc

_TBI

& LPC

Filter:

Enum...
Align All...

Function Definition...
Paste &V Structure...
Commit Datatypes To »  Typedef..

: J
Disassociate Datatypes from » Union... E

Refresh Sync Indicators For » ﬁ

Revert Datatypes From >

Update Datatypes From >
Collapse Xt
Expand W)

7‘ Apply Function Data Types

[ ) @ Structure Editor - struct (CRACKME_CrueHead.EXE) [CodeBrowser: prueba:/CRACKME_CrueHead.EXE]

Help

B Structure Editor - struct (CRACKME_CrueHe

H +t3fS8Hx o@wE ~ x

Offset Mnemonic

DataType Comment

Search:

Byte Offset: 0

Component Bits:

Name: struct
Description:
Category: CRACKME_CrueHead.EXE/
Size: 0

Alignment: 1

AL

Align

coN-cert
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[ JoN
File

Edit

Window Help

Version Tracking: VT__WallaceSrc.exe__WallaceVersion2.exe

B 0+ oo @

Version Tracking Matches - [Session: VT__WallaceSrc.exe__WallaceVersion2.exe] -354 matches 1 FJO [V R | = 4 v X
Tag Score Confide... | Votes # Co... Source Name...  Source Label Source Ad... lMuI... [Dest Namesp... | Dest Label Dest Address [Source... IDest L... lAlgorithm
3 |, Function 1.000 1.000 1 0 Global __FindPESection 004132d0 Global __FindPESection 004132b0 117 117 Exact Function Instructi...
2 [, Data 1.000 1.000 0 0 <No Symbol> 004194ca <No Symbol> 004194ba 15 15 Exact Data Match
4 [, Function 1.000 1.000 6 0 Global FUN_00411da0 00411da0 Clobal FUN_00411d80 00411d80 290 290 Exact Function Mnemon...
2 [P, Data 1.000 1.000 0 0 <No Symbol> 0041a028 <No Symbol> 0041a028 8 8 Exact Data Match
2 [, Data 1.000 1.000 0 0 <No Symbol> 004193fe <No Symbol> 004193ee 11 11 Exact Data Match
2 [, Data 1.000 1.000 0 0 Global s_Stack_memory_c.. 00416al4 Global s_Stack_memory_co.. 00416al4 24 24 Exact Data Match
2 [, Data 1.000 1.000 1 0 Global u__controlfp_s(((vo.. 004171a8 Clobal u__controlfp_s(((voi.. 004171a8 100 100 Exact Data Match
4 |, Function 1.000 1.000 0 0 Clobal _pre_cpp_init 00411e70 Clobal _pre_cpp_init 00411e50 90 90 Exact Function Mnemon...
2 [, Data 1.000 1.000 0 0 Global s_Stack_memory_a.. 00416ac0 Global s_Stack_memory_ar.. 00416ac0 44 44 Exact Data Match
2 [, Data 1.000 1.000 1 0 Global s_Lady_Tottington.. 0041688c Global s_Lady_Tottington_.. 0041688c 16 16 Exact Data Match
2 [, Data 1.000 1.000 0 0 <No Symbol> 0041956¢ <No Symbol> 0041955c¢ 19 19 Exact Data Match
2 P",, Data 1.000 1.000 0 0 <No Symbol> 004194f4 <No Symbol> 004194e4 6 6 Exact Data Match
2 [, Data 1.000 1.000 0 0 <No Symbol> 004195c2 <No Symbol> 004195b2 15 15 Exact Data Match
3 Function 1.000 1 0 Global 00412200 Global 004121e0 13 13 Exact Function Instructi...
2 [P, Data 1.000 1.000 1 0 Global s_Were_Rabbit_00.. 0041687c Clobal s_Were_Rabbit_004.. 0041687c 12 12 Exact Data Match
2 [, Data 1.000 1.000 0 0 <No Symbol> 00419646 <No Symbol> 00419636 28 28 Exact Data Match
2 [, Data 1.000 1.000 1 0 Global s_%s_%s_deployed.. 00416830 Clobal s_%s_%s_deployed_.. 00416830 22 22 Exact Data Match
Filter: Score Filter:  0.000 to 1.000 | Confidence Filter: -9.999 to 9.999 | Length Filter: 0 4
.exe__WallaceVersion2.exe] -3 markup items =~ EE Q@ [l}_ lﬂ_ M ve & v x
Status Source Address [ | Dest Address Markup Type Source Value Current Dest Value ]Origina| Dest Value
/4 00412200 004121e0 Plate Comment Library Function - Single Match Nam... Library Function - Single Match Nam... Library Function - Single Match Nam...
/4 00412200 004121e0 Function Name _NtCurrentTeb _NtCurrentTeb _NtCurrentTeb
A 00412200 004121e0 Function Signature _TEB * _NtCurrentTeb(void) _TEB * _NtCurrentTeb(void) _TEB * _NtCurrentTeb(void)
Filter: &
Decompile View
Source: _NtCurrentTeb() in /WallaceSrc.exe Destination: _NtCurrentTeb() in /WallaceVersion2.exe
* Library Function - Single Match * * Library Function - Single Match *
* Name: _NtCurrentTeb * * Name: _NtCurrentTeb *
* Library: Visual Studio 2010 Debug * * Library: Visual Studio 2010 Debug +
LTEB * _NtCurrentTeb(void) LTEB * _NtCurrentTeb(void)
_TEB * EAX:4 <RETURN> _TEB * EAX:4 <RETURN>
_NtCurrentTeb XREF[1]: _NtCurrentTeb:004111 _NtCurrentTeb XREF[1]: _NtCurrentTeb:004111
_NtCurrentTeb:004111 _NtCurrentTeb:004111
— 00412200 8b ff MOV EDI,EDI — 004121e0 8b ff MOV EDI,EDI

@ |
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2. Conociendo la herramienta Ghidra
Scripting

« Acepta scripts tanto en Java como en Python (con Jython)

Ejecucion desde la GUl o modo headless (via linea de comandos, sin interfaz)

//Escribe el nombre de cada funcién en la consola

Para usar tus propios scripts, primero debes de importarlos:  //ecategory  pemo Jornadas stic

e “Di i > i i i > 47 import ghidra.app.script.GhidraScript;
Display Script Manager > Script Directories e L g e e e
® \’t!']tii'\ii “(:()1155()|€9” public class HelloWorld extends GhidraScript{
* Muestra salida del script @Override

public void run() throws Exception{
println("Hola, CCN CERT!");

Function current = getFirstFunction();

while(current !'= null){
- Ejemplo: calculo de complejidad ciclomatica (de todas las funcs) B I = L —
. .y }
* Medida de Ingenieria del Software }
}

» Calcula caminos unicos desde de una funcion
« Permite identificar funciones complejas, parsers, o maquinas de estados
» Créditos: presentacion de INFILTRATECON 2019

cov-cert

entro criptolégico nacional



I -~ XI11IJORNADASCCNCERT

2. Conociendo la herramienta Ghidra

Scripti
3 $ ./support/analyzeHeadless ~/ prueba -scriptPath Desktop/demo-scripts -postscript ComputeCyclomaticComplexityForAllFunctions.java -process -recursive

java version "11.0.5" 2019-10-15 LTS
Java(TM) SE Runtime Environment 18.9 (build 11.0.5+10-LTS)
Java HotSpot(TM) 64-Bit Server VM 18.9 (build 11.0.5+10-LTS, mixed mode)
INFO Using log config file: jar:file:/Users/ricardo/ghidra_9.1 PUBLIC/Ghidra/Framework/Generic/lib/Generic.jar!/generic.log4j.xml (LoggingInitialization)
INFO Using log file: /Users/ricardo/.ghidra/.ghidra_9.1 PUBLIC/application.log (LoggingInitialization)
INFO Loading user preferences: /Users/ricardo/.ghidra/.ghidra_9.1_PUBLIC/preferences (Preferences)
INFO Class search complete (987 ms) (ClassSearcher)
INFO Initializing SSL Context (SSLContextInitializer)
INFO Initializing Random Number Generator... (SecureRandomFactory)
INFO Random Number Generator initialization complete: NativePRNGNonBlocking (SecureRandomFactory)
INFO Trust manager disabled, cacerts have not been set (ApplicationTrustManagerFactory)
INFO HEADLESS Script Paths:

/Users/ricardo/Desktop/demo-scripts

/Users/ricardo/ghidra_scripts

(AutoAnalysisManager)
INFO REPORT: Analysis succeeded for file: /CRACKME_CrueHead.EXE (HeadlessAnalyzer)
INFO SCRIPT: /Users/ricardo/Desktop/demo-scripts/ComputeCyclomaticComplexityForAllFunctions.java (HeadlessAnalyzer)
INFO entry complexity: 3 (GhidraScript)
INFO WndProc complexity: 13 (GhidraScript)
INFO FUN_00401257 complexity: 8 (GhidraScript)
INFO FUN_0040130e ity: (GhidraScript)
INFO FUN_0040134d i (GhidraScript)
INFO FUN_00401362 i (GhidraScript)
INFO FUN_0040137e i (GhidraScript)
INFO FUN_004013c2 i (GhidraScript)
INFO FUN_004013d2 i (GhidraScript)
INFO FUN_004013d8 i (GhidraScript)
INFO LoadCursorA complexity: @ (GhidraScript)
INFO MessageBeep complexity: @ (GhidraScript)
INFO LoadIconA complexity: © (GhidraScript)
INFO SetFocus complexity: © (GhidraScript)
INFO MessageBoxA complexity: © (GhidraScript)
INFO PostQuitMessage complexity: @ (GhidraScript)
INFO InvalidateRect complexity: © (GhidraScript)
INFO TranslateMessage complexity: © (GhidraScript)
INFO ShowWindow complexity: @ (GhidraScript)
INFO UpdateWindow complexity: @ (GhidraScript)
INFO RegisterClassA complexity: © (GhidraScript)
INFO CreateWindowExA complexity: @ (GhidraScript)
INFO DefWindowProcA complexity: © (GhidraScript)
INFO DialogBoxParamA complexity: @ (GhidraScript)
INFO DispatchMessageA complexity: © (GhidraScript)
INFO EndDialog complexity: © (GhidraScript)
INFO FindWindowA complexity: © (GhidraScript)
INFO GetDlgItemTextA complexity: © (GhidraScript)
INFO GetMessageA complexity: © (GhidraScript)
INFO GetModuleHandleA complexity: © (GhidraScript)
INFO ExitProcess complexity: @ (GhidraScript)
INFO ANALYZING changes made by post scripts: /CRACKME_CrueHead.EXE (HeadlessAnalyzer)
INFO REPORT: Post-analysis succeeded for file: /CRACKME_CrueHead.EXE (HeadlessAnalyzer) CN_cm
INFO REPORT: Save succeeded for processed file: /CRACKME_CrueHead.EXE (HeadlessAnalyzer) ]
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3. Ejemplos de uso

« Metodologia de ingenieria inversa
« Si se puede, ejecutarlo para comprender funcionamiento (flujo de ventanas, informacion, etc.)
« Analisis de cadenas
 Busquedade cadenas de interés y analisis del codigo cercano
« Comprension del codigo desensamblado / decompilado
« ¢Aplicar scripts?
« Calculode complejidad ciclomatica
« Busqueda de constantes tipicas de criptografia

centro criptolégico nacional



3. Ejemplos de uso
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4. Conclusiones

* Retos de analisis estatico:
 Ofuscacion
« Software packing

 Herramienta SRE bastante completa

» Desarrollada por la NSA

* For reverse engineers, by reverse engineers

* Pros:
« (Codigo abierto
« Técnicas de analisis estatico incorporadas (CFA, DFA, symbolic execution?)
«  Util como alternativa a IDA Pro para talleres o clases practicas
*  Modo GUI y modo headless
«  Scripting

+ Contras:
+ Lefalta capacidad de depuracion
* Interfaz demasiado compleja
« Java

« Una herramienta util para nuestra tool chain (pero no unica!)

* Recursos online: https://ghidra.re/online-courses/

[@10Ee) cov-cert

entro criptolégico nacional




I -~ XI11IJORNADASCCNCERT

Q&A

‘n
-2 :

B




COMUNIDAD Y CONFIANZA,
BASES DE NUESTRA CIBERSEGURIDAD

#XIIJORNADASCCNCERT

OC.CCN.CNL.ES
WWW.CCN.CNL.ES

WWW.CCN-CERT.CNI.ES EEE—

X

JORNADAS |
STIC

CCN-CERT

i
’}u',‘

/




