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Background What is a malware?

Definitions (I): what is a malware?

Malicious software

Its main goal

Specially designed for harming your computer

FAQs

What can it perform to my computer?

How did it get in?

How can I prevent from any of these?
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Malware taxonomy
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Rootkit

As Anonymous, they are there but you
don’t realise that. . .

Spyware

As reading Facebook’s timeline, but
more user-focused. . .
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System tools allow other actions. . .

Non-orthogonal taxonomy!
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Background But. . . from where?

From where is it coming?: Some statistics (I)
Software malware threats

(report of http://www.threatexpert.com/, end of May 2012)
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Background But. . . from where?

From where is it coming?: Some statistics (II)
Infection of web malware threats

(monthly report of Kaspersky1, April 2012)

1Collects data from computers having installed Kaspersky software products.
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(monthly report of Kaspersky2, April 2012)

2Collects data from computers having installed Kaspersky software products.
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Background But. . . from where?

From where is it coming?: Some statistics (IV)
Infected sites hosting malware

(monthly report of Kaspersky3, April 2012)

3Collects data from computers having installed Kaspersky software products.
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Objectives of malware Malware goals

What do they intend?

Main malware goals

Botnets

The Lord is my Shepherd
E.g.: DDoS, spam. . .
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What do they intend?

Main malware goals

Botnets

The Lord is my Shepherd
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Information retrieval

User-content data (files)
Privacy data (keyloggers)
Pictures (by using webcam)

Computer-napping (ransomware)

MBR (Master Boot Record)
O.S.

Fraud (explicitly)

Extra hits on ads (adware)
Porn diallers (modem connections)
Premium numbers callings, SMS
(mobile phones)
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Objectives of malware Malware Market

Malware Market (I)
An incipient well-profit market: 2011 benefits estimation

(taken from http://www.securityaffairs.co/)
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Objectives of malware Malware Market

Malware Market (II)
An incipient well-profit market: economic damages

(taken from http://www.securityaffairs.co/)
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Spreading mechanisms

Spreading mechanisms
How the hell did it comes here?

File sharing

Diskettes? :)
USB
Internet software. . .
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Preventing mechanisms

Some useful preventing techniques

Install some AV & anti-spyware

A trustworthy AV. . .
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Ask your computer-geek friend
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Preventing mechanisms

The End
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R.J. Rodŕıguez Avoiding to be infected by malware 3rd June, 2012 19 / 20



Avoiding to be infected by malware
We are not alone. . . : watch your back!

Ricardo J. Rodŕıguez
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