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1. Introduction (1)

Worldwide Smartphone OS Market Share
(Share in Unit Shipments)
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1. Introduction (llI)

.

* Android OS clearly beats the market and>301>
* Consequently, there exist a large set of

malware for Android
—Last report from Forbes: 97% target at Android

http://www.forbes.com/sites/gordonkelly/2014/03/24/report-97-of-mobile-malware-is-on-android-this-is-the-
easy-way-you-stay-safe/#768449637d53

* 238in 2012 to 804 in 2013 {(...)




1. Introduction (IV)

* Keep an eye on this table:

http://forensics.spreitzenbarth.de/android-malware/

— 200 families (roughly)
—Bots, PUPs, fraud, ...

This application turns an Android smartphone into a GPS tracker.

* Tons of tools & defence .
mechanisms proposed

Description Capabilities

it

,3.
—

©

uploads them to a remote server.

—As well as taxonomies



1. Introduction (V)

® What about iOS malware?

https://www.theiphonewiki.com/wiki/Malware for iOS

— Few (known) families (~35)
— Less attention from the academia. How come?

* Market share: the higher the number of devices, the greater the
probability of success of infection
* Security models differ

— Permission-based approach (differ on granularity) + platform protection
mechanisms (ASLR, DEP)

— Unlike Android, iOS relies also on market protection



1. Introduction (VI)

* Apple vetting process

— Apps must comply a set of rules before deployment to
final users (thr. official markets)

e Effective, but...
— XCodeGhost: trojanized official SDK

* 39 malware apps into the App Store during last year

— Other: enterprise/ad-hoc provisioning, private APIs
abuse, compromised iCloud accounts



1. Introduction (VII)

 Taxonomy and classification of 35 i0S malware
families (2009 to 2015), regarding:
— Affected devices
— Distribution channels
— Infection
— Attack goals

— Attack vector



2. On iOS Security Model



2.0n10S Security Model (|) iOS architecture

« 0
: e Secure boot chain
Softare | | gt — Integrity of low-level code
— Execution upon a valid device

\ i 4

------ * Boot ROM
[ N } — Immutable code

Hardware ! — Contains Apple Root CA pk
Firmware L°W'Leve'TB°°"°ade' * Used to verify LLB signature

[, e




2.0n10S Security Model (”) iOS architecture

* Low-Level Bootloader (LLB)
— Verifies and executes iBoot

Software & —
User Partition ° iBOOt
o g — Verifies and executes iOS kernel
[ } e iOS Kernel
iBoot —> iOS Kernel
; — Verifies and executes full iOS

Hardware

Firmware |-V Bootoader ] — Loads OS + user partition

i
e * NOTE: firmware is sighed

Apple Root CA




2.0n10S Security Model (|||) iOS architecture

* Different app security layers
— Apple-issued certificate

* Every app is signed by developers using a certificate issued by Apple,
after identity verification thr. iOS Dev Program

— App sandbox: isolated, non-privileged user “mobile”
— Data Protection

* Data file associated with a specific class file, defining access
granularity

— Others: ASLR, DEP



2.0n10S Security Model (|V) vetting process

¢ App REVleW GUIdG'IﬂES (https://developer.apple.com/app-store/review/guidelines/)

* Ensures apps...
— Are reliable
— Perform as expected
— Free of any offensive material

* Set of over 100 rules, covering aspects as functionality,
meta-data, location, advertising, etc.



2. 0n iOS Security Model (V): vetting process

* Reasons to reject submitted apps:
— Crash on execution
— Inclusion of undocumented/hidden features
— Use of private APlIs

— Data read or write out of boundaries

— Download any external code

* Bypassing examples:

— trojanized SDK, obfuscate private APIs, abuse of inter-app interaction
services
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3. Features of iOS malware (l)

Who are targeting at individuals?
* On-sale malware
— For sale to the public (any of you folks!)

 State-sponsored malware
— Government/state intelligence agencies

e Underground malware
— Cybercriminals -- aka malware in-the-wild



3. Features of iOS malware (1)

Malware family Discovery GRS T R

name(s Date
name(s) Date (s) -
- Tkee Nov 2009
Trapsms Jun 2009 . O
. 0NN LBTM Sept 2010
MobileSpy Jul 2009 . PNy
i r Find and Call Jul 2012
OwnSpy Feb 2010 ) ,
, ) Nobitazzz (packages) Aug 2012
MobiStealth Oct 2010 - - . o
: ) Malware family Discovery AdThief Mar 2014
FlexiSpy Dec 2010 )
_ o name(s) Date SSLCreds Apr 2014
iKeyGuard April 2011 - - — . o
o FinSpy Mobile Aug 2012 AppBuyer Sept 2014
Copy9 Jul 2011 . ) i o
, o Hacking Team tools .Jun 2014 WireLurker Nov 2014
StealthGenie Nov 2011 ] ) .

S Oct 2011 Inception Dec 2014 Xsser mRAT Dec 2014
 mePY ¢ P XAgent Feb 2015 Lock Saver Free Jul 2015
iKeyMonitor Mar 2012 . o =

o« (b) state-sponsored malware KeyRaider Aug 2015

SpyKey Apr 2012 v DN

PO XcodeGhost Sept 2015

Copy10 Aug 2012 : o9V &

InnovaSPY Sent 2012 YiSpecter Oct 2015

e e o014 Muda/AdLord  Oct 2015

Sov A Oct 2014 Youmi Ad SDK Oct 2015

c

Py PP TinyV Oct 2015

(a) on-sale malware

(¢) underground malware

15+4+16 malware families, from 2009 to 2015



3. Features of iOS malware (1)

non-jailbroken (NJ)

devices
jailbroken (JD)
official market (OM)
distribution alternative market (AM)
unknown sources (US)
allowed by the user (AS)
infection

exploit any vulnerability (EV)

spamming (SM)

ransom (RS)

attack goals data theft (DT)

fraud (FR)

spying (SP)

Apple-issued
enterprise/developer certificates (DC)

bundle ID forged (BF)

private APIs (PA)

attack vector trojanized official SDK (T0)

Cydia Substrate (CS)

bypassed vetting process (BV)

compromised credentials (CC)
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4. Classification of iOS malware ()

Classification a total of 35 malware families according to the next features:

X N Y Y B
Devices |Distribution Infection |Attack goals Attack vector
Non-jailbroken| Official market Allowed by the user Spamming Misuse of enterprise/developer certificates
Jailbroken Alternative market | Vulnerability exploited Data theft Masque attack

Unknown sources Fraud Abusing private APIs
Spying Trojanized SDKs
Ransom Cydia Substrate

Bypassed App Store code Review

k JK J\ )K Jcompromised credentials ) |
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4. Classification of iOS malware (lI)

Malware  |Devices|Distribution|[Infection| Attack goals | Attack vector
family [NJ JD IOM AM US AS EV ]SM RS DT FR SP|DC BF PA TO CS BV CC
ON-SALE MALWARE
Trapsms
MobileSpy
OwnSpy
MobiStealth .
FlexiSpy
iKeyGuard
Copy9
StealthGenie
mSpy .
iKeyMonitor
SpyKey
Copy10
InnovaSPY
imole
Spy App .
STATE-SPONSORED MALWARE
FinSpy Mobile .
Hacking Team | o o
Inception .
XAgent . .
UNDERGROUND MALWARE
Ikee
LBTM (]
Find and Call | e
Nobitazzz
AdThief
SSLCreds
AppBuyer
WireLurker .
Xsser mRAT
Lock Saver Free
KeyRaider
XcodeGhost .
YiSpecter .
Muda/AdLord
Youmi Ad SDK .
TinyV




4. Classification of iOS malware (llI)
Devices

At

|
M@E
[s{P[v]x[E] Y]

e Mdbiatealtn

| Copy 83| QJ

SUATTIHCHE RHTONNS 30/

o

SR

| iKeyGuard

*  Few work on non-jailbroken devices

W *  Many of them require jailbroken devices
INNQVASPY . .. o s .
:5 ' . * Jailbreaking increases the likelihood to be infected
Non-jaibroken
* Cydia allows anyone to run a third-party repository
YISPECTER o
=) and distribute any software

) BHKI % I0S SDKF L H I . . . .

*  Mostly spyware tools require jailbroken devices
@ _— *  “Finding may secretly jailbreak the target's device”

e -The Million Dollar iOS 9 Bug Bounty-

sser mRAT *  Some malware run old iOS versions, but do not work

@
(X)

SSSSS

on current ones
10S.TINYV

Lock Saver Free
1.0
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Be kindly informed in case you are going to use mSpy without a

jailbreak solution you do not need to install mSpy on the device.

1 4 an 2\
; oy : ith i i -—---- Forwarded Message --—----
Basically you are monitoring the device with I_CIOUd' thjat Is why Subject:[#254298): Certificates in MobilStealth Non-jailbroken solution
you need to know apple ID and password which are being used Date:Mon, 01 Feb 2016 10:40:02 +0000

-t From:Amanda Henson <ask@truehelpdesk.com>
> I Reply-To:ask@truehelpdesk.com

on the target device. The device performs back up to iCloud
once in 24 hours. To

Once activated mSpy will automatically get connected to the

Dear Laura,
target iCloud account and upload the information from it to —_—
your Control Panel. Note: only 1 device from target iCloud —— Thank You for contacting MobiStealth Support. Please note that MobiStealth
account can be monitored. Then mSpy gets connected to the Unl provide two solutions to track target iOS devices explained as under:
target iCloud account every hour and synchronizes the dataand ™ 1, Jailbreak Solution(supported upto i0S 9.0.2): You will need to jailbreak
sends it to your account once in 24 hours . Note: in case your target iPhone then install Software on target device. Detailed installation
target device did not synchronize any data to iCloud, mSpy will instructions will be given in account and physical access is required.

not be able to get it. 2. Non-Jailbreak Solution(supported on iOS versions from 6.0 to 9.2): No
physical access and jailbreak is required. You will only need to enter Apple ID
Please be informed mSpy without jailbreak solution which has and Password of target iPhone in your MobiStealth account under ‘Installation

following features: Contacts, Call Logs, Texts Messages, uide for Non-Jailbroken devices’. MobiStealth uses the iCloud backup to
Browser History, Events, Notes, Installed apps, Skype (Premium), I etch the data from the device, so iCloud backup must be enabled on the
WhatsApp (Premium), Wi-fi (Premium). Please check ovice
http: / /www.mspy.com/compatibility.html

If you have any additional questions, we are happy to provide Thank you for allowing us to be of service to you.
you all the necessary information.

Kind Regards, Regards,

Diane Miller Amanda - MobiStealth Customer Support
Customer Care Manager

L e—_



4. Classification of iOS malware (V)

Infection
User’s fault by installing the malicious App

wWwwivwwriri
* Cydia Apps & extensions 010011110001
e 75000 devices infected with AdThief/Spad 310110001113
e 225k valid Apple accounts compromised with KeyRaider 10100101101C
110011001111
*  App Store 001110010010
 Atleast 39 apps published in the iOS App Store with XcodeGhost

* 256 apps (*1M downloads) affected with Youmi Ad SDK foor Sonnios

* Underground websites
* Social engineering (or other) delivery

*  Via USB with an infected computer
* Hundreds of thousands affected devices (mostly in China) with WireLurker
Third-party user’s credentials



4. Classification of iOS malware (VI)
Infection

Few cases involve exploiting a vulnerability in the device
«  CVE-2014-1276 (fixed in i0S 7.1)
*  Monitor on user actions in other apps
*  Date Trick (fixed in iOS 8.1)
*  Expired enterprise certificates, by user to set the device's time back
«  CVE-2014-4494 (fixed in iOS 8.1)
* Enterprise-signed app launched without prompting for trust
* CVE-2014-4493 (fixed in iOS 8.1.3)
*  Enterprise-signed application may be able to take control of the local container for applications
* CVE-2015-3722, CVE-2015-3725 (Masque Attack, fixed in iOS 8.4)
* Allowed a collision to occur with existing bundle IDs E
* CVE-2015-5770 (fixed in iOS 8.4.1) JHackingTeam|

* Does not ensure the uniqueness of universal provisioning profile bundle IDs



/Rootad®

4. Classification of iOS malware (VII)

Attack goals

On-sale and state-sponsored malware mainly focused on spying and data theft (as expected!)

SMS, iMessage, Emails, Call Logs, GPS Location, Key presses, Skype, WhatsApp, Viber, Facebook,
Images, Videos, listen in real time actual phone calls

FinSpy: Recording of common communications. File download. Country tracing of target

Hacking Team:

— Remote Control System tool for monitoring of chat, location, contacts, and list of calls

— Newsstand keylogger tool capture keystrokes
— 11i0S apps within Hacking Team’s arsenals that utilise Masque Attack

Inception: Capturing user’s address book, phone number, roaming status, ApplelD, MAC address,
Wifi status, default and local time zone and more

Operation Pawn Storm:
— XAgent steals personal data, record audio, make screenshots
— Madcap is similar to the XAgent malware, but unlike it, MadCap is focused on
recording audio




4. Classification of iOS malware (VIII)
Attack goals

Top 5 attack goals in Underground malware
1. Data theft

Stealing Apple IDs
« KeyRaider: stolen Apple ID accounts -
* SSLCreds / Unflod Baby Panda: listens to outgoing SSL connectlons and steal Apple ID credentials
XcodeGhost: create fake iCloud password sign-in prompts, UUID, device name

WireLurker: Information stealing (contact names phone numbers, Apple ID, UDID)
2. Spamming

Stealing revenue from advertisments

«  AdThief/Spad: hijack the revenues fro 284 .4 ements on the infected device. The hooks modify
the publisher identifier and generate revenue for the attacker referenced by the modified
identifier
Lock Saver Free: extra tweak that hooks into ad banners to insert its own ad identifier, presumably
in order to give ad revenue to the author of the tweak




4. Classification of iOS malware (I1X)
Attack goals

3. Commit fraud
*  AppBuyer: steal user’s Apple ID and password and buy apps from the official App Store by victim’s
identity
* KeyRaider: attackers can purchase non-free iOS apps from App Store using stolen accounts
4. Spying
*  mRAT: used against the Occupy Central protesters in Hong Kong (“WhatsApp msg with link”).
Extract a vast range of personal information including iOS address book, SMS messages, call logs,
GSM identities, geographical location (by the cell tower ID), on-device pictures, as well as
passwords and other authentication data in the iOS keychains
5. Ransom
* KeyRaider: also has built-in functionality to hold iOS devices for ransom
*  Previous ransomware attacks: remotely controlling the iOS device through the iCloud service (Find
my Phone)



4. Classification of iOS malware (X)
Attack vector

</dict>

<key>ExpirationDate</key> AL,
o o o . <date>2016-03-23T03:55:40Z</date> </ A
Attacking non-jailbroken devices <keysName</keys e ¥
. . .pe <string>ADPage</string>
* Misuse of enterprise and developer certificates key=ProvisionsAlidevicess/key>
. . . . <true/> PROV
*  WireLurker installs downloaded third-party applications ckey>Teanldentifier</key> E——
° Hacking Team has a Iegitimate Signing certificate </array><5tfinQ>VN36KFTLTA</string> :)r:\zelzz::i-Pr:\:vt?islie;ri:\;is::ﬁ]e
. . . . <key>T N </key>
¢ YlspeCter download Its Components Slgned Wlth <s§¥in;:ge2?ing ;_{n_g_n_l_o_b_ Interaction Technology co, .ltd</string>
. o re <key>TimeToLive</key>
enterprlse Certlﬁcate <integer>365</integer>
. o . <key>UUID</key>
° Released iOS 9 has been improved enterprise cert <§)rli3g>e92c%is—zc86-4de3-9cae—12371c5a0d3e</string>
«  Masque attack Zintegersi</integers
* Could replace a legitimate application as long as both applications used the same bundle
identifier. </dict>
. . e . . key>CFBundleIcons~ipad</k
«  Abundle ID precisely identifies a single application g O oonsipadsibEy
*  WireLurker replace another genuine app <key>CFBundleIdentifier</key>

. . <string>com.weiying.ad</string>
as long as both apps used the same bundle identifier.

* Hacking Team was re-packaging apps such as Skype, Twitter, Facebook, WhatsApp and more.



4. Classification of iOS malware (XI)
Attack vector

Attacking non-jailbroken devices (cont.)
*  Abusing private APIs
* Undocumented API of the iOS frameworks
* Used to implement sensitive functionalities and steal sensitive information
*  Youmi Ad SDK steals user's Apple ID email address, platform serial
* YiSpecter combines enterprise certificates to get installed in devices
and abuse private APIs to download

and install each Component :samples $ rabin2 -1 Trojan_iPhone0S_YiSpecter_samples/NoIcon
. . [Linked libraries]
® TlnyV abuse prlvate APIs /System/Library/Frameworks/AdSupport. framework/AdSupport
. /System/Library/Frameworks/SystemConfiguration. framework/SystemConfiguration
to download and install components /usr/1ib/libz.1.dylib
. /System/Library/Frameworks/CoreTelephony. framework/CoreTelephony
*  Security researchers have focused /usr/1ib/libsqlite3.dylib
. /System/Library/Frameworks/CoreGraphics.framework/CoreGraphics
how to scan for private API usage /Systen/Library/Frameworks/UIKit. framework/UIKit
L. |/System/Library/PrivateFrameworks/MobileInstallation. framework/MobileInstallation
(SOUFCGDNA, CC-TOO', IRIS) /System/Library/Frameworks/Foundation. framework/Foundation

|/System/Library/PrivateFrameworks/SpringBoardServices.framework/SpringBoardServices
/usr/lib/libobjc.A.dylib

/usr/1ib/1ibSystem.B.dylib

/System/Library/Frameworks/AVFoundation. framework/AVFoundation
/System/Library/Frameworks/AudioToolbox. framework/AudioToolbox
/System/Library/Frameworks/CoreFoundation. framework/CoreFoundation
/System/Library/Frameworks/Security.framework/Security




4. Classification of iOS malware (XIl)
Attack vector

Attacking non-jailbroken devices (cont.)

* Trojanized SDK
Xcode7 R3 , Xcodeb £RF|HEMEM

. Xcode(.Shost is the first corppller malware‘m O$ X. B E)EXcode 7 LUK Xcode 6.4%
Its malicious code located in a Mach-O object file ot & AR A 15 0
repackaged into some version of Xcode T ——
Xcode.app/.../SDKs/Library/Frameworks/CoreServices.framework/CoreService RS XIERTNTT, - Row R

Xcode 7 : hitp//pan ba

Xcode.app/.../SDKs/Library/PrivateFrameworks/IDEBundlelnjection.framework

o ——
*  Bypassing App Store code Review S~ P
* In addition to abuse of private APIs and trojanized SDK prT——
 LBTM adware (2009) and Find and Call worm (2010) ’ =
e Compromised Credentials " J—
* Apple ID credentials compromised (MobiStealth and mSpy) S oo S

« Jailbreak devices lkee/Eeki and Duh “alpine” SSH password :% __



4. Classification of iOS malware (XIll)

Attack vector

Attacking jailbroken devices
* Cydia App & extensions (tweak)

e Cydia Apps can possess higher permission than StoreApps
— Can access the whole filesystem
— In most cases, Cydia Apps’ install packages are .deb
— Owner and (owner) group are usually root and admin

*  Mobile Substrate framework 0x000 o522 movs 3, 8
bbf@2cea blx fcn.000cfedc
4 0620 movs ré, 6
— Infrastructure of most tweaks o o 200 19, spy ox1e
a 02a9 add ri, sp, 8
— All the tweaks in Cydia work as dylibs o o0 strre Tl
0720 movs re, 7
/7;, y _ . . . . . . 4 che Ztr Ee, S‘[sp, 0x30]
/\Cj/ Placed in /Library/MobileSubstrate/DynamicLibraries R W % SN
&% —  MSHookMessageEx and MSHookFunction boooiisdy  gsas 2 10, 3, o
; bbf@2eea blx iym.s[:d::Hl::basic_string_char_std::
http://www.cydiasubstrate.com/api/c/ i 5 7eb1 oz o, exidors
E 4ef69d51 movw ril, @xed9d
. . € e 0920 movs re, 9
Most KeyRaider samples hook SSLRead and SSLWrite o crermi movt ri, extree
¢ 8 c0f20c02 movt r2, oxc
functions in the itunesstored process. S e 2dd 2, be i

0c90 str r@, [sp, 0x30]
0198 ro, [sp, 4]

bbfef6e9 blx sym.imp.MSHookFunction



5. Some Recommendations



5. Some recommendations (I) O

 Update your applications and OS timely SZ,EEES
* Set a passcode

This update contains security updates and bug fixes

* Don’t install applications from unofficial/untrusted ool st ATHEN
sources. .

 Don’t allow using apps from untrusted developer or sl ppesop T2
untrusted enterprise developer

* List of available trust root certificates in iOS 9 T —

https://support.apple.com/en-us/HT205205

£ Settings General

Enter Passcode

Date & Time o o0 o o
Untrusted Enterprise Untrusted Developer Keyboard
Developer - :
Your device management settings do 5
B not allow using apps from developer Language & Region
sslesssey s wsm| has not been “iPhone Developer:

trusted on this iPhone. Until this
developer has been trusted, their
enterprise apps will not be available for
use.

e oo . o A o
s " on this iPad. You can

3 ; % iTunes Wi-Fi Sync
allow using these apps in Settings.

VPN

Cancel Cancel

Profile




5. Some recommendations (1)

* Don’t click “Install” on a pop-up from a third-party s e TN
web page.

* Don't trust in unsolicited emails or SMS/MMS ?“Fmg{‘%“"mm
messages suggesting smartphone applications need
updating.

* Don't trust in pop-ups applications to gain access to
sensitive information (contacts, photos, current
location, calendar, etc). Click "OK" at your own risk.

" Would Like to = " Would Like to q " Would Like to
Access Your Photos Access the Microphone Access Your Contacts

This allows you 10 share photos from
your library and save photos to your

cameora roll Don't Allow OK Don't Allow OK

OK



5. Some recommendations (1)

* Download from the official App Store, or p
organization’s internal applications under your IT ' Download on the
department’s guidance.

* Even applications from the App Store can also
abuse private APIs for harmful operations.

* Beware of plug-in iOS devices on a compromised
laptop via USB cable.

App Store
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5. Some recommendations (V)

 Don’t jailbreak mobile phones

* Use all Cydia repositories at your own risk %
* Evaluate the reputation of the package and the
developer
e Evaluate how the package is distributed \\.,q
* Via default repositories r / J a l l b rea k

tweaks news, and more for jailbroken iPhones, iPads, and iPod touches.

* Repositories hosting pirated packages
e Distributing tweaks without developer

. . @ EtlgBiotstrs*b gboss.org/repofiles/cydia/
permission

@ Cydla/TeIesphoreo

http

https://www.reddit.com/r/jailbreak/wiki/howtoresearch ModNiyRcam

http://apt.mo

ZodTTD & MacCiti

http://cydia.zodttd.com/repo/cydia/



6. Related work



6. Related Work: on Android malware

« Reference behaviour, analysis approach, malware behaviour (Amamra et

al., MALWARE’12)

* Current and future incentives (Felt et al., SPSM’11)
— 46 samples analyzed, 4 of them were iOS malware

* Attack type and installation methods (Zhou & Jiang, S&P’12)
— 1200 samples analyzed

« ANDRUBIS (Lindorfer et al., BADGERS’14)
— Dynamic analysis tool

e Attack goals, malware behaviour, distribution, infection, and privilege
acquisition (Suarez-Tangil et al., Comm. Surv. 2014)

— Really nice survey. 9 samples belong to iOS



6. Related Work: on iOS tools

 PiOS (Egele et al., NDSS’11)

— Static analysis; detect exfiltration of sensitive information
e XiOS (Bucicoiu et al., ASIA-CCS’15)

— Mitigate attacks as lazy bindings or abuse of private APIs
* iRiS (Deng et al., CCS’15)

— Better vetting system

— Static and dynamic analysis
* Abuse of iOS sandboxing (Xing et al., CCS’15)

— Inter-app interaction services



7. Conclusions & Future work



7. Conclusions & future work (I)

* Mobile malware are rapidly emerging
* i0OS security strongly relies on vetting process
— Still fruitless, several ways to bypass it

 Few samples target at non-jailbroken devices
* Few samples exploit iOS vulns
* Data theft and spying are common goals



7. Conclusions & future work (1)

* |n the future, we expect:
— More samples targeting at non-jailbroken devices
— A diversity of attack goals

e Future work
— Find binary similarities among samples (malware clustering)
— ldentify data to build useful IOCs (e.g., stolen certificates)
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mlw.te

— For providing us with samples <3
Radare2 community “E<<

— For maintaining r2 for free . A
The iPhone Wiki

RootedCON
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