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Introduction

Cybercriminals are interested in collecting information

Ak

m 61 % of data theft breaches in 2018 were perpetrated by

external actors (McAfee)

What external groups were responsible

for your data breaches?

Hackers
Malware authors
Organized crime

Nation state

Activists

| 2018 W 2015

33%
35%

https://www.mcafee.com/enterprise/en-us/forms/gated- form.html?docID=b5e4babd-d8f1-4155-a242-5c578ef4c6c8
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Your usual defenses

= Firewalls

» Demilitarized Zone Networks (DZM)

m Intrusion Detection Systems (IDS)

= Endpoint Detection and Response (EDR)
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Introduction
Your usual defenses

= Firewalls

» Demilitarized Zone Networks (DZM)
m Intrusion Detection Systems (IDS)
= Endpoint Detection and Response (EDR)

WHO WOULD WIN?

ACRONYMS

- DZM

- EDR

- IDS

- DITYIM
- BMGWL

DEFAULT(CONFIG?

$ sudo ufw status
Status: active

To Action From
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Data Exfiltration - -

XIS - it comes from the military term

= Unauthorized transfer of mformatlon from an mformatlon system
(NIST) b S
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Introduction _F I-I 1.
Data Exfiltration - -
— it comes from the military term

= Unauthorized transfer of mformatlon from an mformatlon system
(NIST) i ¥k

Countermeasures
= Data Loss Prevention (DLP) systems:
e Endpoint
e Network
e Web/Mail Gateway
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Covert Channels

= Any communication channel that can be exploited by a process to
transfer information in a way that violates the system security policy
(U.S. DoD)
1. Storage channels
2. Timing channels

Alice Walter Bob

Icons from flaticon.com

IoT Protocols for Data Exfiltration [CC BY-NC-SA 4.0 © D. Uroz & R. J. Rodriguez] NcN2k22 10/33


https://www.flaticon.com/
https://creativecommons.org/licenses/by-nc-sa/4.0/deed.es

Introduction | -
- | |
Agf

Covert Channels

= Any communication channel that can be exploited by a process to
transfer information in a way that violates the system security policy
(U.S. DoD)
1. Storage channels — Data exfiltration
2. Timing channels

Alice Walter Bob

Icons from flaticon.com
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Covert Channel

Covert channels are not new...
= TCP/IP (Rowland, 1997) and IPv6 (Graf, 2003) protocol suite
= HTTP(S), WLAN, VoIP, SSH, FTP, NTP (Mazurczyk et al., 2016)
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Covert Channel

Covert channels are not new...

= TCP/IP (Rowland, 1997) and IPv6 (Graf, 2003) protocol suite
= HTTP(S), WLAN, VoIP, SSH, FTP, NTP (Mazurczyk et al., 2016)

= |EEE 802.3 10 Gigabit Ethernet physical layer (Lee et al., 2014) and
between virtualized systems in the cloud (Wu et al., 2015)
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Covert Channel

Tunneling protocols

= A specific type of storage covert channel where one protocol is
embedded within the payload of another protocol
= Suitable for data exfiltration:
e T Throughput
e | Low-profile communication
= Example of IPv4 over DNS:

https://code.kryo.se/iodine
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loT Protocols

Internet of Things (loT)

m Integration of various sensors, objects, and smart nodes capable of
communicating with each other without human intervention
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Introduction _: g B
loT Protocols rl -

Internet of Things (loT)

m Integration of various sensors, objects, and smart nodes capable of
communicating with each other without human intervention

Y I LIRS T f (Palattella et al., 2013)

Aoolication CoAP, MQTT, AMQP,
PP XMPP

Network ROLL RPL

6LoWPAN

Physical | IEEE 802.15.4 Zaragoza
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Data Exfiltration in 1oT Networks - |
Corporate loT l\% loT Cloud Provider
# E. ‘
L =
N — ~ -
U =7

-

Zaragoza
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Introduction
Data Exfiltration in 1oT Networks

Corporate loT Network

~ -
-
-
-
-
~ -
-

1-

! -

A

loT Cloud Provider

Adversary Network

-

Which loT protocol is best suited for data exfiltration?

Zaragoza
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Comparative Analysis
loT Protocols

Corporate loT Network

/

!

h

loT Cloud Provider

/

Adversary Network

~
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Comparative Analysis { I-I }
loT Protocols

Application CoAP, MQTT, AMQP,
PP XMPP

6LoWPAN

Adaptation
Physical

IEEE 802.15.4e

IEEE 802.15.4

i

% Universidad
181 Zaragoza
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Comparative Analysis

loT Protocols
Application CoAP, MQTT, AMQP,
PP XMPP

Network ROLL RPL

Adaptation

6LoWPAN

IEEE 802.15.4e

Physical

IEEE 802.15.4
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loT Protocols
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MQTT v3.1.1 MQTT v3.1.1 MQTT v3.1.1
AMQP v1.0

r
-
L
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Comparative Analysis
loT Protocols

s J
)

MQTT v3.1.1 MQTT v3.1.1 MQTT v3.1.1

r
-
L d

AMQP v1.0
For the sake of completeness:
= MQTT v5.0
= CoAPv1.0
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Comparative Analysis
Mmmmmm..., standards

STANDARDS?
&< |

y
TELL MEALLABOUTT!
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Comparative Analysis

Mmmmmm..., standards

[REC Hone [TEXTIZOE|MTAL] [Tracker] [1R] [Ecratal [Info pagel

PROPOSED STANDARD
Updated by: 959, Errata Exist
Thternee, Engineering Task Force (terr)
sequest or Coments:
Category e glartee
e
Universitaet mm 5
Dine 2014

The Constrained Application Protocol (co?)
Abstract
The Constratned Appl ication Protocol (CoaP) is a specialized web
Transfer profocol for use uith constrained nodes and constrained

(=73, lou-power, 10ssy) netuorks.  Tie noges o7
sicficontratlers with snall onauns of o o
-

Ihroughput of S6s of KBL/a.  The rotocel 13 aesianed for achine-
L0 nachine (M2H) applications such as seart enerdy and building

Conp provides o request/response, intersction sadel becueen
application endpoints, Sapports tuils in discotery of Services and
“Elources. and includes key concepts of the Web.sich a5 URIS

Iarnet hedia types. Comb 13 Gesigned 10 ebsily dMtarface with KTTP
for Iitegration vith e wen e festing Specialized requrenents
such as multicast support, very low overhead, and simplicity f
Constrained enviromments.

Status of This Hemo
This 15 an Internet Standards Track document

This docusent i a product of the Internet Engineering Task Force

Internet Engineering Steering Group (1E56).  Furth
Internet Standards 15 available in Section 2 of G

formation on
S

Infornation about the current status of this docusent, any errata,
ndhow Lo provide fecdback on 1 may be obtaincd at
hitps//ses réc-editor org/info/ric7252.

CoAP
112 pp.

STANDARDS?
>

>e

y
TELL MEALLABOUTT!

JOASIS

MQTT Version 5.0
OASIS Standard
07 March 2019

specicaton URls

e ey

e e
[

50 tae)

IL ‘I

OASIS [

OASIS Advanced Message Queuing Protocol
(AMQP) Version 1.0

OASIS Standard
29 October 2012
Specification URls

2 A Emiangcon s h ot

s 1
S i HREE
s ssacatn ot

Rt oot tm@ynge

e

MQTT
137 pp.

IoT Protocols for Data Exfiltration [CC BY-NC-SA 4.0 © D. Uroz & R. J. Rodriguez]

NcN2k22 18/33


https://creativecommons.org/licenses/by-nc-sa/4.0/deed.es

Comparative Analysis JF I- g B
Ll la

Qualitatively Analysis

= Message type
e CoAP methods
e MQTT control packets
e AMQP performatives
= Transport
e UDP: CoAP
e TCP: MQTT, AMQP
= Error detection

e All protocols rely exclusively on the error detection mechanisms
provided by the transport layers (UDP and TCP checksum field)
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Quantitative Analysis
Each message type is divided in

= Payload: how much data a protocol can carry in a single message
= Overhead: each byte sent that does not represent exfilirated data
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Quantitative Analysis

Each message type is divided in
= Payload: how much data a protocol can carry in a single message
= Overhead: each byte sent that does not represent exfilirated data
Overhead is not only headers

constructor untyped bytes

+-—t o+ +
I | |
OxA1  Ox1E "Hello Glorious Messaging World"
| | | |
[ utf8 bytes |
| |

I # of data octets

I
string value encoded according

|
|
|
|
|
|
|
| to the str8-utf8 encoding
|

primitive format code
for the str8-utf8 encoding

AMQP primitive type
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Comparative Analysis JF rl "
Quantitative Analysis -

Adversary types

= Stealthy adversary: adapts messages to commonly used sizes
= Rough adversary: maximizes the possible payload for each message

Zaragoza
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Comparative Analysis
Quantitative Analysis

Ak

Stealthy Adversary Rough Adversary

Message Size Overhead #M g M ge Size Overhead # Messag
CoAP
GET/DELETE 1280 0.94 % 827 65,507 0.74 % 17
POST/PUT 1280 0.55% 820 65,507 0.01% 17
MQTT (version 3.1.1) (version 5.0)
CONNECT 37 37.84% 45,591 1,048,635 0.01% 1
CONNACK - - - 1,048,628 <0.01% 1
PUBLISH 65,495 0.01% 17 1,048,583 <0.01% 1
PUBACK/PUBREC/PUBREL/PUBCOMP 5 60 % 524,288 1,048,627 <0.01% 1
SUBSCRIBE 263 2.28% 4081 1,048,626 <0.01% 1
UNSUBSCRIBE 262 1.91% 4081 1,048,625 <0.01% 1
SUBACK/UNSUBACK 5 60 % 524,288 1,048,627 <0.01% 1
PINGREQ/PINGRESP - - - - - -
DISCONNECT - - - 1,048,627 <0.01% 1
AUTH - - - 1,048,627 <0.01% 1
AMQP
Open 4121 0.61% 256 1,048,601 <0.01% 1
Begin 30 60 % 87,382 1,048,606 <0.01% 1
Attach 4126 0.63% 256 1,048,602 <0.01% 1
Flow 30 60 % 87,382 1,048,625 <0.01% 1
Transfer 65,495 0.03% 17 1,048,596 <0.01% 1
Disposition 20 80.00 % 262,144 1,048,605 <0.01% 1
Detach 19 78.95% 262,144 1,048,615 <0.01% 1
End - - - 1,048,613 <0.01% 1
Close - - - 1,048,613 <0.01% 1

Exfiltration of 1,048,576 bytes (1 MiB) by loT protocol. Message size is expressed in bytes
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CHITON Toolf

Chitén. Capricho n? 28, Francisco de Goya (Museo Nacional del Prado)
https://github.com/reverseame/chiton

Free Software

Free as in Freedom
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Experiments and Discussion JF r g B
Threat Modeling - I -

About our adversary...

= Maximizes the payload exfiltrated in each message
= Chooses loT traffic to avoid heavily monitored networks
= Does not have privileged access
e Only ports greater than 1024 are available to communicate
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Description of Experiments

= Exfiltrate data from 1 KiB to 100 MiB using CHiton (x10)

= Message best suited for exfiltrating data (71 payload/overhead ratio):
e CoAP: POST and PUT methods
e MQTT: PUBLISH control packet
e AMQP: Transfer performative

[0

CHITON Client CHITON Server
Raspberry Pi 3 Model B Ubuntu 20.04 Workstation
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What happens with CoAP?

1. More messages are needed to send the same amount of data
2. It runs on top of UDP (unlike the MQTT and AMQP protocols)
3. Its message size could be suboptimal
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Conclusions and Future Work

m How to exfiltrate data over loT protocols?
e Use MQTT
= Chiton tool (it’s free software, use and expand it! )

.........

= How to protect systems against data exfiltration over loT protocols?

e Put DLP systems in place
e Make sure your defense systems are stateful
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Conclusions and Future Work

m How to exfiltrate data over loT protocols?
e Use MQTT
= Chiton tool (it’s free software, use and expand it! )

.........

= How to protect systems against data exfiltration over loT protocols?

e Put DLP systems in place
e Make sure your defense systems are stateful

= Empirical tests with real firewalls or IDPS
= Emulate the “happy flow” of the protocol (in case of detection)
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