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Motivation (1)

Motivation

Development Cycle Phases Analysis

Requirements

Implementation

H

Verification

Maintenance

@ Requirements (properties):
@ Functional: what the system
does
@ Technical data, data
processing. . .
@ Non-functional: how the
system does
@ No. of clients to attend,
transfer speed. . .

@ Requirements engineer role
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Motivation

Motivation (II)

Requirements analysis
@ Functional: (more or less) obvious

@ What about non-functional?
o Constraints, usability, performance. . .

o After this: systems engineer + software engineer

Security: the Forgotten One (1)

@ Non-functional property of the system

@ Lack of interest

@ Consequence: “fix it later”
@ Fix the problem when the problem raises. ..
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Motivation

Motivation (lII)

Security: the Forgotten One (2)

@ Severe consequences

@ High cost reimplementation/redesign

@ Financial looses

@ Down services — less customers

o Disclosure of confidential data (e.g., Sony PSN)

Who pays?

@ Requirements engineer?

@ Systems engineer?

@ Software engineer?
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Motivation

Motivation (lII)

Security: the Forgotten One (2)

@ Severe consequences
@ High cost reimplementation/redesign
Financial looses
Down services — less customers
Disclosure of confidential data (e.g., Sony PSN)

Who pays?

Requirements engineer?

¢ ¢ ¢

Systems engineer?
Software engineer?

Subprime lending?

All of'em (no, subprime crisis not here...) & nobody
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Motivation

Motivation (1V)

So, then what?
@ Minimum of security knowledge
@ Think on security on ALL development phases
@ Methodology change — Secure Software Engineering
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Motivation

Motivation (1V)

So, then what?
@ Minimum of security knowledge
@ Think on security on ALL development phases
@ Methodology change — Secure Software Engineering

Security:
from the beginning to the end
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Related work (1)

Related work

Requirements, architecture & aspects. ..

@ Requirements analysis

o Haley et al. (SESS, 2006)
o Wolter et al. (Requir. Eng., 2010)

@ Architecture

©

¢ ¢ ¢

@ Aspect-oriented

Schmidt et al. (SA, 2006)
Yskout et al. (ARES, 2008)
Abi-Antoun et al. (ASE, 2010)
Heyman et al. (ESSoS, 2011)

o Braga et al. (SoSym, 2010)
o Georg et al. (TSE, 2011)
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Related work (II)

Related work

Methodologies, patterns & formal methods. . .

@ Design frameworks
o Mouratidis et al.

(CAISE, 2003)

o Islan et al. (SoSym, 2010)
o Khan (Comp. F & S, Aug 2011)

o SDL (Microsoft)
@ Security patterns

o Fernadndez (SERP, 2004)
o Halkidis et al. (TDSC, 2008)

@ Formal methods (automata or Petri nets)
o Schneider ( TISSEC, 2000)

@ Horvath et al. (SESS, 2008)
o Patzina et al. (SD4RCES, 2010)
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Related work

Related work (II1)

Semi-formal methods. . .

@ Using UML
o Jiirgens (UMLSec, UML, 2002)
o Lodderstedt et al. (SecureUML, UML, 2002)
o Goudalo et al. (SECURWARE, 2008)
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Related work

Related work (II1)

Semi-formal methods. . .

@ Using UML
o Jiirgens (UMLSec, UML, 2002)
o Lodderstedt et al. (SecureUML, UML, 2002)
o Goudalo et al. (SECURWARE, 2008)

UML-based approach
@ Standard de facto

@ Structural and behavioural system aspects

@ Well-known — does it make easier to add security?
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Background (1)

UML profile: what?

@ OMG standard

Background

@ Stereotypes and tagged values
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Background

Background (1)

UML profile: what?
@ OMG standard
@ Stereotypes and tagged values

@ Annotate UML elements

@ Expressing Non-Functional Properties (NFP) on the UML designs
@ Extending model semantic

OMG example

@ Modelling and Analysis of RT Embedded systems (MARTE)

o Support for performance and schedulability analysis
@ NFPs expressed thru VSL (Value Specification Language) syntax

OMG. A UML profile for Modeling and Analysis of Real Time Embedded Systems (MARTE). Document ptc/Og-—-O ar%'%%’gidad
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Background

Background (I1)

Security definition (classic)
o Confidentiality
@ Integrity
@ Availability
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Background

Background (I1)

Security definition (classic)
o Confidentiality
@ Integrity
@ Availability
@ Tight relation with dependability (Avizienis)

v

Dependability UML profile

@ Dependability Analysis and Modelling (DAM)

o MARTE specialisation
@ Dependability properties into UML

@ ++Literature (many use cases)

A\,

Avizienis, A. et al. Basic Concepts and Taxonomy of Dependable and Secure Computing. TDSC, 2004

Bernardi, S. et al. A Dependability Profile within MARTE. Journal of Software and Systems Modelling, 2009
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Background

Background (I11)

Dependability Security
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Background

Background (1V)

Ok mate, and all this, what for?

@ Quantitative analysis
o Conversion to formal models (Petri nets, PN)
o Powerful analysis techniques

i Universidad
AN Zaragoza

R.J. Rodriguez SSD in Early Stages within UML Profiles 12 /29



Background

Background (1V)

Ok mate, and all this, what for?

@ Quantitative analysis

o Conversion to formal models (Petri nets, PN)
o Powerful analysis techniques

p, @ Mathematical model

@ Places (circles, px)
@ Transitions (rectangles, tx)

t t @ Time transitions interpretation

¢ Immediate (t = 0)
@ Timed (deterministic or probabilistic
distribution)

P
? @ Tokens (black dots)
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SecAM UML profile A general overview. . .

SecAM UML profile (1): a general overview. ..

Security Analysis and Modelling

<<profile>>
SecAM::SecAM_UML_Extensions

— —
import

*

—1

<<modelLibrary>>
SecAM_Library

t
I <<import>>

1

SecAM_UML_Extensions

Rodriguez

] ]
Cryptography ‘

Resilience

1
SecurityMechanisms ‘ ‘ AccessControl ‘

[
<<profile>> ‘<<|mport>> | Li | .
SecAM | <<|anor1>> <<modelLibrary>> | <<import>>

SecAM::SecAM_Library
—1
. <<apply>>
Basic_SECA_Types Ry ARG

<<import>>

—1

Complex_SECA_Types

L Profiles
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SecAM UML profile

Cryptography package

SecAM UML profile (I1): Cryptography package (1)

<<profile>>

SecAM::Cryptography

<<stereotype>> <<tupleType>> <<tupleType>>
DAM::DaStep SecaCipher SecaMessageDigest <<tupleType>>
JAN

errorRate : NFP_Real length : NFP_DataSize | SecaCrypto |
operationalRate : NFP_Real

: padding : PaddingScheme[0..1] key : Secakey
kind : CipherKind opMode : Operati
blocks : SecaBlock [1..¥] <<tupleType>>
<<tupleType>> T <<tupleType>> SecaKey
SecaStream SecaBlock size  NFP_Integer
type : StreamType size : NFP_Integer type : KeyType
perioricity : Perioricity ing : i heme[0..1]| kind : KeyKind[0..1]
opMode : OperationMode <<§;T:J£pce>> cipher : SecaCipher{0..1]
- - key : SecaKey
<<enumeration>> <<enumeration>>
<<enumeration>> KeyType OperationMode <<enumeration>> <<enumeration>>
SecStepKind <<Constant>> Software | [<<Constant>> ECB Perioricity StreamType
<<Constant>> vulnerable <<Constant>> Hardware| |<<Constant>> CBC <<Constant>> Periodic <<Constant>> Synchronous
<<Constant>> intrusion <<Constant>> Biometric ::g"“sta”tzz gm <<Constant>> NonPeriodic | |<<Constant>> Asynchronous
<<Constant>> cryptographic S Conetontas, CTR
<<enumeration>> <<enumeration>> <<enumeration>>
CipherKind KeyKind P heme
<<Constant>> Stream <<Constant>> Assymmetric| |<<Constant>> Zero
<<Constant>> Block <<Constant>> Symmetric <<Constant>> Bit
<<Constant>> Byte

%% Universidad
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SecAM UML profile Cryptography package

SecAM UML profile (I1): Cryptography package (2)

alice : User bob : User
<<secaStep>>
«secaStep»

{kind=cryptographic;
cryptographic=(key=
(size=256,type=hardware kind=Symmetric))}

| |

! 1: sendMessaqe ’[E]
I .

I

I

|

|

|

I
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SecAM UML profile SecurityMechanisms package

SecAM UML profile (I1): SecurityMechanisms package (1

<<stereotype>>
ARTI RM::Resource <<metaclass>>
UML:Package

<<enumeration>>
ServiceOffered
|<<Constant>> Web
<<Constant>> Mail
<<Constant>> FTP
<<Constant>> DNS
<<Constant>> Proxy
<<Constant>> VPN
<<C Honeypot
DefenceType <<c Other
<<Constant>> Proactive
_ <<C Reactive <<enumeration>>
<<enumeration>> <<Constant>> Both Feature
<tupleType>> HPotType —<Constant
aCommonType <<Ct irtu <<enumeration>> <<Constants>> Hegls(ry
name : NFP. smng <<Constant>> Logical D <<C Process
version : NFP_Stri <<C © <<c i <<C t>> Memory
Valnerabilties : SecaVulnerable [0.] <<c c Services
<< <<C Ports
<<tupleType>> <<tupleTypes> <<Constant>> Other <<Constant>> All
SecaHostFirewall 20, I —
; P o
Secane [[ ] FilterLevel = aond
SecaWBPlugin g 0.7 C OnDemand G DataLink <<Constant>> Write
— <<Constant>> RealTime | [<<Constant>> Packet <Constantos Greate
<<C Stateful <<Constant>> Delete
l <<tupleType>> <<tupleType>> l <<Constant>> Circuit <<Constant>> Open
SecaAntivirus SecalDPSsoftware <<C <<C Kill
[scsnninuMode:ScsnninnMode ] [deteciion  DetectionMethod ] <<C Close
; - <Constant
~<tupleTypes> <<tupleType>> Degree Location wersidad
<<Ci Low Host Zara o0za
WoPlugins : SecaWBPlugin [0.] feature : Feature <<Constant>> Medium || Constant>> Network 9
securityLevel - Degree operation : OpMonitored [1..*] | |<<Constant>> High




SecAM UML profile SecurityMechanisms package

SecAM UML profile (Il): SecurityMechanisms package (2)

<<gaCommHost>> «secaFirewall»
WAN {location=Network; defenceType=Reactive;|
«secaFirewall» filterLevel=Stateful } Ij
{location=Network; defenceType=Reactive;| N
| filterLevel=Packet} .
<<deviceResource>>| [.-*” | <<secaFirewall>>
<<secaFirewall>> g1 <<gaCommHost>> ' <deviceResource>>
firewall LAN InternalFirewall

1

q<secaDMZ>>

<<secaBastion>>
WebServer

<<secaBastion>>

<<secaBastion>>
TestServer

<<secaBastion>>

<<gaCommHost>>
InternaLAN

,:O MailServer ProxyServer

<<secalink>> o
<<gaCommHost>>1+
SecurelnternalLAN

<<secaBastion>>
oVPNServer

«secaLink»
~l{nFactor=2;
layer=Network;

protocol=IPsec}

Universidad
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SecAM UML profile Resilience package

SecAM UML profile (IIl): Resilience package (1)

<<profile>>
SecAM::Resilience
<<stereotype>> <<stereotype>> <<enumeration>> -
MARTE::GQAM::GQAM_Workload:: DAM::DaStep ClassOfAttack <<enumeration>>
- Ty fAttack
o ator Kind : StepKind <<Constant>> Virus ypeOfAttack
R iotep) <<Constant>> Worm <<Constant>> Active
pop : —integer <<Constant>> Trojan <<Constant>> Passive
<<Constant>> BufferOverflow =
<<tupleType>> <<Constant>> ResourceConsuming <<enumeration>>
SecaAttack <<Constant>> Physical CoordinationType
<<stereotype>> <<Constant>> Password Constant: C lati
DAM::DaFaultGenerator type : TypeOfAttack <<Constant>> InformationGathering | [<<Constant>> Cumulative
class : ClassOfAttack <<Constant>> Replicated
kind: KindOfAttack[*] <<enumeration>> <<Constant>> Mixed
objective : AttackObjective AttackObjective n
<<tupleType>>. location : AttackLocation - - <<enumeration>>
SecaVulnerable <<Constant>> Denial-Of-Service AttackLocation
<<Constant>> RunArbitraryCode =
degree : Degree <<Constant>> PrivilegeScalation <<Constant>> Single-source
composed : SecaVulnerable[*] <<tupleType>> <<Constant>> DataModification || <=Constant>> Multi-source
<<tupleType>> SecaCoordAttack <<Constant>> InformationLeakage | <<Constant>> Reflector-source
% type : CoordinationType <<enumeration>>
Sch,esssgza\'/ulneFagé / ocurrenceProb : NFP_Real[*] KindOfAttack
attacks : SecaAttack[0..*] | <<Constant>> Injection
= |<<Constant>> ResourceModification

|<<Constant>> ProtocolManipulation
<<Constant>> Analysis
<<Constant>> APlabuse
<<Constant>> BruteForce
<<Constant>> Flooding
|<<Constant>> Spoofing
<<Constant>> SocialEngineering

%% Universidad
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SSD in Early St Hack.LU



SecAM UML profile Resilience package

SecAM UML profile (IIl): Resilience package (2)

«gaAnalysisContext»

«secaStep»
{contextParams=in$nThreads, {hostDemand=
in$process, |[«secaAttackGenerator» (value=$process,unit=s,
ingattack, {attack=$1} statQ=mean, source=est);
ingsuccess} kind=vulnerable;
g vulnerability=$2}

g’éttendCustomer(c)

« resour e»
{resMult= $nThreads}

$1=(occurenceProb=
(value=$attack;source=assm);
type=active)
$2=(degree=high)

( Processing .- g
do / processCustomer(c)af

«paStep» X
{probability= - «secaStep»
(1- $success*$aﬁack)} {kind=intrusion;
intrusion=

(successProb=(value=$success,

source=assm) ;
cause=$1;
origin=$2)}
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SecAM UML profile AccessControl package

SecAM UML profile (IV): AccessControl package

Proposal (draft)

® Subjects, operations and objects
@ Operations: kind and granted/not granted (boolean)
Read
Write
Access
o Execution?
@ Subjects: self-association

@ Delegation of authorisation
o Separation of duties

¢ € ¢

@ ldea: access control policies specified by OCL (UML constraints)

v
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Use case Problem description

Use case (1): problem description

Problem

@ Services on-demand system
® 2 kind of services

o Service 1: 1s
@ Service 2: 2s

® Maximum of simultaneous requests: 100

““““ Universidad
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Use case Problem description

Use case (1): problem description

Problem
@ Services on-demand system
@ 2 kind of services

o Service 1: 1s
@ Service 2: 2s

® Maximum of simultaneous requests: 100

@ Legitimate and illegitimate users
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Use case Problem description

Use case (1): problem description

Problem
@ Services on-demand system
@ 2 kind of services

o Service 1: 1s
@ Service 2: 2s

® Maximum of simultaneous requests: 100

@ Legitimate and illegitimate users
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Use case Using SecAM

Use case (Il): using SecAM

Adding a bit more information to the UML model

«secaAttackGenerator» N
«gaAnalysisContext» {attack=(occurrenceProb=(value=$attRate, source=est);
{contextParams={in$attRate, in$incR, in$hitRate} } .| type=Active; class=ResourceConsuming; kind=Flooding;
objective=Denial-of-Service)}

Server «secalDPS» AN
_______ {location=Host; defenceType=Reactive;
detection=SignatureBased; hitRate=($hitRate, est)}

-~ - . J«gaWorkloadEvent»
{pattern=(open=(interArrival Time=(exp($incR, ms))))

@ 2 possibilities:
o IDPS1 (hit rate 80%)
o IDPS2 (hit rate 95%)

Universidad
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Use case (I11):

c : Customer|

Use case

more models. . .

(a1

[c is a legitimate customer]

executeservicel (o=~

(value=0.5; source=est);
[hostDemand:

(value=1; unit=m;
statQ=mean; source=est)}

executeService2()o -

D

{prob=

(value=0.5; source=est);
&

statQ=mean; source=est)}

—>»e

[fsecalDPS)

ale) {location=host; defenceType-proactive; ﬁ

[attack detected)a””

—»e

recoveryActions()

WV [gaStep»

‘ (value=30; w

statQ=mean;

Using SecAM

n Early Stages with

Hack.LU



Use case Using SecAM

Use case (I11): more models. . .

c Customer] s : Service provider
| fpaRn TS @nce
lipoolsiz
(value=100; source=est)}

(a1

[c is a legitimate customer]

al o (value=0.5; source=est);
executeServicel()o~ lhostDemar

(value=1; unit=m;
statQ=mean; source=est)}

D
{prob=
executeService2()o -~~~ L galuej)-s»wurCﬂst),

(value=1; unit=m;
statQ=mean; source=est)}

—>»e

[fsecalDPS)
{location=host; defenceType=proactive;

[attack detected)a””

—»e

recoveryActions()

WV «gaStep» . .
L] | Universidad
W ! ‘ (:‘xluFlﬂi unit=m; Zaragoza

+ + atQ=mean;

SSD in Early Stages within Hack.LU



Use case Experiments and results

Use case (IV): experiments and results

Experiments parameters
@ Input customers ratio: {5,10,20} customers/s
@ Firewall hit rate: 80%, 95%
@ Attacks rate: [0.15%...37.5%]
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Use case Experiments and results

Use case (IV): experiments and results

Experiments parameters
@ Input customers ratio: {5,10,20} customers/s
@ Firewall hit rate: 80%, 95%
@ Attacks rate: [0.15%...37.5%]
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Conclusions and future work Conclusions

Conclusions and future work (1)

Conclusions

@ Add security from the beginning
@ Use of UML profiles
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Conclusions and future work Conclusions

Conclusions and future work (1)

Conclusions

@ Add security from the beginning
@ Use of UML profiles

@ Make easier its use due to UML compliant

@ Make easier its addition into UML profile-case tools
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Conclusions and future work Conclusions

Conclusions and future work (1)

Conclusions

@ Add security from the beginning
Use of UML profiles
Make easier its use due to UML compliant

Make easier its addition into UML profile-case tools
SecAM-MARTE-DAM framework
@ Performance + dependability + security

Quantitative and qualitative analysis

(]

Detect security problems (o related) in design phase
@ Save on costs! (and the cheerleader!)

4
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Conclusions and future work Future work

Conclusions and future work (I1)

@ Security aspects not taken into account (what is missing?)

@ Refine current status of SecAM (AccessControl?)
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Conclusions and future work Future work

Conclusions and future work (I1)

@ Security aspects not taken into account (what is missing?)
@ Refine current status of SecAM (AccessControl?)
@ Qualitative analysis?
@ Agile methods?
@ Full support through tool
o Eclipse plug-in Papyrus

o MARTE + DAM + (part of) SecAM already added (but not in the last
version :))

4
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