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Motivation

Motivation (I): What?

Vulnerable Critical Systems

Mission must be accomplished in hostile
environments

Vulnerable

Internal or external faults

E.g. SCADA systems, avionics,
aerospace, manufacturing, logistics. . .
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Motivation (I): What?

Vulnerable Critical Systems

Mission must be accomplished in hostile
environments

Vulnerable

Internal or external faults

E.g. SCADA systems, avionics,
aerospace, manufacturing, logistics. . .

Fault-Tolerant Systems

Critical systems that add FT mechanisms to deal with faults

E.g., watchdog, rollback, rollforward, etc.

Shared resources, naturally modelled as Resource Allocation System
(RAS) → resources can be compromised or fail

Modelled by UML as semi-formal model language

Petri nets (PNs) as formal model language
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Motivation

Motivation (II): What else?

Expressing Requirements when Designing a System. . .

Requirement: a property of the system
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Motivation

Motivation (II): What else?

Expressing Requirements when Designing a System. . .

Requirement: a property of the system
Functional: how the system is supposed to behave

Technical data, data processing. . .

Non-functional (NFP): how the system is supposed to perform

Usability, performance, reliability. . .
E.g: how many customers can be attended by a web service? how
many bytes can be transferred? how many bytes can be ciphered?
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Motivation

Motivation (III): Where does security fit in?

Security: the Forgotten One

Non-functional property of the system

Lack of interest

Consequence: “fix it later”

Fix the problem when the problem arises. . .
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Non-functional property of the system

Lack of interest

Consequence: “fix it later”

Fix the problem when the problem arises. . .

Severe consequences

High cost reimplementation/redesign
Economic losses
Down services → less customers
Disclosure of confidential data (e.g., Sony PSN, RSA company)

Security:
from the beginning to the end
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Motivation

Motivation (IV): Considering Security in Early Stages
Main Contributions of this Dissertation

SecAM: A UML Profile for Security Analysis and Modelling

UML tailored for specific purposes: profiling

Cryptography, Access Control, Security Mechanisms, . . .

Enables quantitative analysis
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Motivation (IV): Considering Security in Early Stages
Main Contributions of this Dissertation

SecAM: A UML Profile for Security Analysis and Modelling

UML tailored for specific purposes: profiling

Cryptography, Access Control, Security Mechanisms, . . .

Enables quantitative analysis

Fault-Tolerant Techniques models

Using UML and Petri nets (PNs)

Composable models

Allows to introduce different security models

Find appropriate security strategies while meeting performance
requirements

From UML to PNs to analyse
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Motivation

Motivation (V): Just add security, fine. . . anything else?

Security addition to a system is not free
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Motivation (V): Just add security, fine. . . anything else?

Security addition to a system is not free

Can affect other NFPs

E.g. the more security, the lower system performance

Other trade-offs exist: availability, usability, economic

Our main interest: performance

Throughput: jobs completed per unit of time

Contribution: A Model-based Methodology

Quantitative estimation of performance-security trade-off

Fault-Tolerant Techniques (FTTs) + Security Mechanisms (SMs)

FTTs: watchdog, switch over failing, proactive-reactive recovery, . . .
SMs: (de)encryption, digital signature generation and verification, . . .

Goal: To compose security models with software architectural models
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Motivation

Motivation (VI): The BUT. . . (1)

Recall: FT systems modelled with Petri nets (PNs)
More precisely, process Petri nets (PPNs)

Good modelling capabilities
Interesting analysis skills. . .
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Motivation (VI): The BUT. . . (1)

Recall: FT systems modelled with Petri nets (PNs)
More precisely, process Petri nets (PPNs)

Good modelling capabilities
Interesting analysis skills. . .

State explosion problem: sooooo large

Computation of performance becomes unachievable

Avoid exact computation: upper throughput bounds

Using Linear Programming (LP) techniques
Good accuracy – computational complexity trade-off
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Motivation

Motivation (VI): The BUT. . . (2)

Contribution: Strategies for Upper Thr. Bounds Computation

Iterative strategies: The regrowing approach

Close to the real throughput

For Stochastic Marked Graphs and Stochastic Process Petri nets

Implemented in a tool: PeabraiN
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Contribution: Strategies for Upper Thr. Bounds Computation

Iterative strategies: The regrowing approach

Close to the real throughput

For Stochastic Marked Graphs and Stochastic Process Petri nets

Implemented in a tool: PeabraiN

Contribution: Data-throttling in Scientific Workflows

Minimise use of input buffers at tasks

Better use of network bandwidth

Also a quantitative metric for evaluating optimisation

Implemented in a tool: DT4SW (not yet released)
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Motivation

Motivation (VI): The BUT. . . (3)

Recall: security addition is not free

Performance, availability, etc. can be influenced
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Motivation (VI): The BUT. . . (3)

Recall: security addition is not free

Performance, availability, etc. can be influenced

FT systems with shared resources

Can we add more resources to compensate throughput degradation?

It depends → resource addition IS NOT free either

But let us try something. . .

Contribution: Compensation of Throughput Degradation

Several algorithms to compensate throughput degradation

Subject to a (major) constraint: Budget

A LP problem: Maximise throughput via incrementing resources
An Integer-LP problem: Minimise cost of compensating, considering
either:

Number of resources
Timing of FT techniques added
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Stereotypes and tagged values to annotate UML elements
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Security Modelling (I): UML profiling

UML profile: what?

OMG standard

Stereotypes and tagged values to annotate UML elements

Expressing Non-Functional Properties (NFP) on the UML designs
Extending model semantics

Some examples

Modelling and Analysis of RT Embedded systems (MARTE)

Support for performance and schedulability analysis
NFPs expressed thru VSL (Value Specification Language) syntax

Dependability Analysis and Modelling (DAM)

MARTE specialisation
Dependability properties into UML

OMG. A UML profile for Modeling and Analysis of Real Time Embedded Systems (MARTE). Document ptc/09-11-02, 2009

Bernardi, S. et al. Model-driven Dependability Assessment of Software Systems. Springer, 2013

R.J. Rodŕıguez Ph.D. Dissertation June 24th, 2013 13 / 69



Security and FTTs Modelling Security Modelling

Security Modelling (II): What is security indeed?
Tight relation with dependability (Avizienis)

Dependability

re
lia
bil
ity

m
aintanability

s
a
f
e
t
y

av
ai
la
bi
lit
y integrity

Security

c
o
n
fid

e
n
tia

lity

av
ai
la
bi
lit
y integrity

Avizienis, A. et al. Basic Concepts and Taxonomy of Dependable and Secure Computing. IEEE Trans. Dep. Sec. Comp., 2004
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Security and FTTs Modelling Security Modelling

Security Modelling (III): The SecAM profile (1)
Security Analysis and Modelling: A general overview. . .
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Security and FTTs Modelling Security Modelling

Security Modelling (III): The SecAM profile (2)
Cryptography package

<<modelLibrary>>

SecAM::SecAM_Library
<<import>>

<<Constant>>  Software

<<Constant>>  Hardware

<<Constant>>  Biometric

<<enumeration>>

KeyType

<<Constant>>  Assymmetric

<<Constant>>  Symmetric

<<enumeration>>

KeyKind

<<Constant>>  Zero

<<Constant>>  Bit

<<Constant>>  Byte

<<enumeration>>

PaddingScheme

<<Constant>>  ECB

<<Constant>>  CBC

<<Constant>>  CFM

<<Constant>>  OFM

<<Constant>>  CTR

<<enumeration>>

OperationMode

<<Constant>>  Synchronous

<<Constant>>  Asynchronous

<<enumeration>>

StreamType

<<Constant>>  Periodic

<<Constant>>  NonPeriodic

<<enumeration>>

Perioricity

<<Constant>>  vulnerable
<<Constant>>  intrusion
<<Constant>>  cryptographic
<<Constant>>  messageDigest

<<enumeration>>

SecStepKind

 size : NFP_Integer

 type : KeyType

 kind : KeyKind[0..1]

 cipher : SecaCipher[0..1]

<<tupleType>>

SecaKey

 type : StreamType

 perioricity : Perioricity
key : SecaKey

<<tupleType>>

SecaStream

 size : NFP_Integer

 padding : PaddingScheme[0..1]

 opMode : OperationMode

<<tupleType>>

SecaBlock

 errorRate : NFP_Real

 operationalRate : NFP_Real

 kind : CipherKind

<<tupleType>>

SecaCipher

<<Constant>>  Stream

<<Constant>>  Block

<<enumeration>>

CipherKind

 kind : SecStepKind

 vunerable : SecaVulnerable

 intrusion : SecaIntrusion

 cryptographic : SecaKey

 hash : SecaMessageDigest

<<stereotype>>

SecaStep

<<stereotype>>

DAM::DaStep

 length : NFP_DataSize

 padding : PaddingScheme[0..1]

 opMode : OperationMode

 blocks : SecaBlock [1..*]

<<tupleType>>

SecaMessageDigest

 key : SecaKey

<<tupleType>>

SecaMAC

SecAM::Cryptography
<<profile>>
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Security and FTTs Modelling Security Modelling

Security Modelling (III): The SecAM profile (3)
SecurityMechanisms package

<<Constant>> Low

<<Constant>> Medium

<<Constant>> High

<<enumeration>>

Degree

<<Constant>> OnDemand

<<Constant>> RealTime

<<enumeration>>

ScanningMode

<<Constant>> VirtualMachine

<<Constant>> Logical

<<Constant>> CapabilitySystem

<<enumeration>>

HPotType

<<Constant>> SignatureBased

<<Constant>> AnomalyBased

<<Constant>> StatefulBased

<<Constant>> Other

<<enumeration>>

DetectionMethod

<<Constant>> DataLink

<<Constant>> Packet

<<Constant>> Stateful

<<Constant>> Circuit

<<Constant>> Application

<<enumeration>>

FilterLevel

<<Constant>> FileSystem

<<Constant>> Registry

<<Constant>> Process

<<Constant>> Memory

<<Constant>> Services

<<Constant>> Ports

<<Constant>> All

<<enumeration>>

Feature

<<Constant>> Read

<<Constant>> Write

<<Constant>> Create

<<Constant>> Delete

<<Constant>> Open

<<Constant>> Kill

<<Constant>> Close

<<Constant>> All

<<enumeration>>

OpMonitored

<<Constant>> Host

<<Constant>> Network

<<enumeration>>

Location

<<Constant>> Proactive

<<Constant>> Reactive

<<Constant>> Both

<<enumeration>>

DefenceType

<<Constant>> Web

<<Constant>> Mail

<<Constant>> FTP

<<Constant>> DNS

<<Constant>> Proxy

<<Constant>> VPN

<<Constant>> Honeypot

<<Constant>> Other

<<enumeration>>

ServiceOffered

antivirus : SecaAntivirus [0..*]

hostFirewall : SecaHostFirewall [0..*]

idpsSoftware : SecaIDPSsoftware [0..*]

webBrowser : SecaWebBrowser [0..*]

<<tupleType>>

SecaOperativeSystem

scanningMode : ScanningMode

<<tupleType>>

SecaAntivirus

filterLevel : FilterLevel

<<tupleType>>

SecaHostFirewall

detection : DetectionMethod

<<tupleType>>

SecaIDPSsoftware

<<tupleType>>

SecaWBPlugin

wbPlugins : SecaWBPlugin [0..*]

securityLevel : Degree

<<tupleType>>

SecaWebBrowser

feature : Feature

operation : OpMonitored [1..*]

<<tupleType>>

SecaMonitorFeature

name : NFP_String

version : NFP_String

vulnerabilities : SecaVulnerable [0..*]

<<tupleType>>

SecaCommonType

<<modelLibrary>>

SecAM::SecAM_Library

<<import>>

<<stereotype>>

MARTE::GRM::Resource

location : Location
defenceType : DefenceType
hitRate : NFP_Real

<<stereotype>>

SecaSecurityDevice

key : SecaKey

<<stereotype>>

SecaCryptoHW

nParallel : NFP_Integer

nFaulty : NFP_Integer

tPeriod : NFP_Duration

tRecovery : NFP_Duration

<<stereotype>>

SecaWormhole

detection : DetectionMethod[1..*]

<<stereotype>>

SecaIDPS

filterLevel : FilterLevel

<<stereotype>>

SecaFirewall

<<metaclass>>

UML::Package

service : ServiceOffered

<<stereotype>>

SecaBastion

<<stereotype>>

SecaDMZ

type : HPotType

duration : NFP_DataTime

operativeSystem : SecaOperativeSystem

cryptoHW : SecaCryptoHW [0..*]

monitor : SecaMonitorFeature [0..*]

<<stereotype>>

SecaHoneyPot

<<extend>>

<<profile>>

SecAM::SecureMechanisms

nFactor : NFP_Integer

layer : ProtocolLayer
protocol : NFP_String

<<stereotype>>

SecaLink

nFactor : NFP_Integer

layer : ProtocolLayer
protocol : NFP_String

<<stereotype>>

SecaLink

CommunicationMedia

<<stereotype>>

MARTE::GRM::
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Security and FTTs Modelling Security Modelling

Security Modelling (III): The SecAM profile (3)
Resilience package

<<profile>>

SecAM::Resilience

<<stereotype>>

SecaAttackGenerator

attack : SecaAttack

<<stereotype>>

DAM::DaFaultGenerator

<<tupleType>>

DAM::DaFault

ocurrenceProb : NFP_Real[*]

<<tupleType>>

SecaCoordAttack

type : CoordinationType

attacks : SecaAttack[2..*]

/ ocurrenceProb : NFP_Real[*]

<<tupleType>>

SecaIntrusion

successProb : NFP_Real
origin : SecaVulnerable
cause : SecaAttack

<<tupleType>>

SecaVulnerable

degree : Degree

composed : SecaVulnerable[*]

<<tupleType>>

SecaAttack

type : TypeOfAttack

class : ClassOfAttack

location : AttackLocation

objective : AttackObjective
kind: KindOfAttack[*]<<stereotype>>

DAM::DaStep

<<stereotype>>
SecaStep

vulnerability : SecaVulnerable
intrusion : SecaIntrusion

<<Constant>> Injection

<<Constant>> ResourceModification
<<Constant>> ProtocolManipulation
<<Constant>> Analysis

<<Constant>> APIabuse
<<Constant>> BruteForce
<<Constant>> Flooding
<<Constant>> Spoofing
<<Constant>> SocialEngineering

<<enumeration>>

KindOfAttack

<<Constant>> Denial-Of-Service
<<Constant>> RunArbitraryCode
<<Constant>> PrivilegeScalation

<<Constant>> DataModification
<<Constant>> InformationLeakage

<<enumeration>>

AttackObjective

<<Constant>> Single-source
<<Constant>> Multi-source
<<Constant>> Reflector-source

<<enumeration>>

AttackLocation

<<Constant>> Virus
<<Constant>> Worm

<<Constant>> BufferOverflow
<<Constant>> ResourceConsuming
<<Constant>> Physical
<<Constant>> Password
<<Constant>> InformationGathering

<<Constant>> Trojan

<<enumeration>>

ClassOfAttack

<<Constant>> Cumulative
<<Constant>> Replicated
<<Constant>> Mixed

<<enumeration>>

CoordinationType

<<Constant>> Active
<<Constant>> Passive

<<enumeration>>

TypeOfAttack

<<modelLibrary>>

SecAM::SecAM_Library
<<import>>
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Security Modelling (III): The SecAM profile (4)
AccessControl package

 level : SubjectLevel

 inheritance : SecaSubject [0..*]

 exclusion : SecaSubject [0..*]

<<stereotype>>

SecaSubject

<<metaclass>>

UML::Classifier

<<metaclass>>

UML::Lifeline

<<stereotype>>

MARTE::GRM::Resource

<<stereotype>>

SecaObject

<<stereotype>>

DAM::DaStep

 type : OperationType [1..*]

<<stereotype>>

SecaOperation

<<extend>><<extend>>

<<profile>>

SecAM::AccessControl

<<Constant>>  Access

<<Constant>>  Read

<<Constant>>  Write

<<Constant>>  Execute

<<enumeration>>

OperationType

<<Constant>>  TopSecret

<<Constant>>  Secret

<<Constant>>  Confidential

<<Constant>>  Unclassified

<<enumeration>>

SubjectLevel

<<modelLibrary>>

SecAM::SecAM_Library
<<import>>
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Security Modelling (IV): A Case Study (1)
Problem description

Problem

Services on-demand system

2 kind of services

Service 1: 1s
Service 2: 2s

Maximum of simultaneous requests: 100
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R.J. Rodŕıguez Ph.D. Dissertation June 24th, 2013 20 / 69



Security and FTTs Modelling Security Modelling

Security Modelling (IV): A Case Study (2)
Using SecAM: Season to taste the UML model

2 possibilities:

IDPS1 (hit rate 80%)
IDPS2 (hit rate 95%)
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Security Modelling (IV): A Case Study (3)
More models. . .
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Security Modelling (IV): A Case Study (4)
Experiments and results

Experiments parameters

Input customers ratio: {5, 10, 20} customers/s

IDPS hit rate: 80%, 95%

Attacks rate: [0.15% . . . 37.5%]
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Security Modelling (IV): A Case Study (4)
Experiments and results

Experiments parameters

Input customers ratio: {5, 10, 20} customers/s

IDPS hit rate: 80%, 95%

Attacks rate: [0.15% . . . 37.5%]

Figure: Hit rate 80% Figure: Hit rate 95%
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Security and FTTs Modelling Fault-Tolerant Techniques Modelling

FTTs Modelling (I): Some Background. . .

Fault 

Tolerance

Techniques

Error Detection

Recovery

Fault 

Handling

Error 

Handling

Concurrent Detection

Preemptive Detection

Rollback
Rollforward
Compensation

Diagnosis

Reconfiguration
Isolation

Reinitialisation

Phases in a FT actuation

Aims at fault avoidance carrying out error detection and system
recovery

Avizienis, A. et al. Basic Concepts and Taxonomy of Dependable and Secure Computing. IEEE Trans. Dep. Sec. Comp., 2004
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FTTs Modelling (II): Based on PNs (1)

Integration with a system
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Security and FTTs Modelling Fault-Tolerant Techniques Modelling

FTTs Modelling (II): Based on PNs (1)

Integration with a system

Transformation Rule

Transition that fails: Tf

Adding pre and post places → allows model composition
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Security and FTTs Modelling Fault-Tolerant Techniques Modelling

FTTs Modelling (II): Based on PNs (2)
Error Detection model

(a) Error Detection model

(b) Places p|sed , p|ned added to the system model
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Security and FTTs Modelling Fault-Tolerant Techniques Modelling

FTTs Modelling (II): Based on PNs (3)
Recovery model

(a) Diagnosis & reinitialisation

(b) Isolation & reconfiguration
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Security and FTTs Modelling Fault-Tolerant Techniques Modelling

FTTs Modelling (II): Based on PNs (4)
Running Example (1): a packet-routing algorithm
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Security and FTTs Modelling Fault-Tolerant Techniques Modelling

FTTs Modelling (II): Based on PNs (4)
Running Example (2): a packet-routing algorithm with FT capabilities – reconfiguration
with rollbackward
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Security and FTTs Modelling Fault-Tolerant Techniques Modelling

FTTs Modelling (III): Based on UML (1)

Fault-Tolerant Techniques (FTTs) model library

Contains a set of FTTs modelling through UML

Annotated with MARTE-DAM-SecAM profiles
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FTTs Modelling (III): Based on UML (1)

Fault-Tolerant Techniques (FTTs) model library

Contains a set of FTTs modelling through UML

Annotated with MARTE-DAM-SecAM profiles

Composable models

Allows to introduce different security models

Find appropriate security strategies while meeting performance
requirements
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Security and FTTs Modelling Fault-Tolerant Techniques Modelling

FTTs Modelling (III): Based on UML (1)

Fault-Tolerant Techniques (FTTs) model library

Contains a set of FTTs modelling through UML

Annotated with MARTE-DAM-SecAM profiles

Composable models

Allows to introduce different security models

Find appropriate security strategies while meeting performance
requirements

Converted to PNs and analysed
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Security and FTTs Modelling Fault-Tolerant Techniques Modelling

FTTs Modelling (III): Based on UML (2)
A Proactive-Reactive Recovery Technique (1)

Reactive slot Proactive slot

Tslot = (⌈ fk ⌉+ 1) · Tdelay

⌈ fk ⌉ · Tdelay Tdelay

Reactive slot Proactive slot

Tslot = (⌈ fk ⌉+ 1) · Tdelay

⌈ fk ⌉ · Tdelay Tdelay

Tperiod = ⌈nk ⌉ · Tslot
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FTTs Modelling (III): Based on UML (2)
A Proactive-Reactive Recovery Technique (2)
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FTTs Modelling (III): Based on UML (2)
A Proactive-Reactive Recovery Technique (2)
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Security and FTTs Modelling Fault-Tolerant Techniques Modelling

FTTs Modelling (III): Based on UML (3)
Switch Over Failing

alt [r is an attack]

d : WatchDogws : webServer

8: login(r)

1: loginRequest(r)

1.1.1: analyseRequest(r, nAttacks)

ws1 : webServer

1.1: newLoginRequest(r)

alt
[r is detected as attack]

4: switchOn(ws1)

2: ws1= prepareNextReplica()

«gaStep»

{hostDemand=

      (value=0.5; unit=ms; 

      statQ=mean; source=mea)}
4.1: start()

alt
[nAttacks > threshold]

3: switchO�(ws)

3.1: shutdown()

«gaStep»

{hostDemand=

      (value=0.6; unit=s; 

      statQ=mean; source=mea)}

5: request clear

7: request clear

6: repair()

«gaStep»

{hostDemand=

      (value=70.1; unit=s; 

      statQ=mean; source=mea)}

«gaStep»

{prob=$hitRate}

sd SwitchOverFailing

«gaStep»

{hostDemand=

      (value=$analyse; unit=ms; 

      statQ=mean; source=est)}

«gaStep»

{hostDemand=

       (value=30; unit=min; 

        statQ=mean; source=mea)}

Spare replicas

Attack threshold

When threshold is
reached → switch to
another replica
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Security and FTTs Modelling Fault-Tolerant Techniques Modelling

FTTs Modelling (III): Based on UML (4)
Ping and Restore

alt

loop

loop m

[m < k]

[server is not down]

loop

t : timerm : monitorws1 : webServerws : webServer

6:

11.1:

11: switchOn(ws1)

10.1: 

10: switchO�(ws)

9: ws1 =

8:

7: t expired

5: ack

4: setTimeOut(t)
3: isAlive(ws)

1: wait()

2: initialise(m = 0)

cancelTimeOut(t)

increment(m)

shutdown()

prepareNextReplica()

start()

sd Ping&Restore

«gaStep»

{hostDemand=

      (value=$wait; unit=ms; 

      statQ=mean; source=est)}

«gaStep»

{hostDemand=

      (value=0.6; unit=s; 

      statQ=mean; source=mea)}

«gaStep»

{hostDemand=

      (value=70.1; unit=s; 

      statQ=mean; source=mea)}

«gaStep»

{hostDemand=

      (value=0.5; unit=ms; 

      statQ=mean; source=mea)}

«gaStep»

{hostDemand=

      (value=$tOut; unit=ms; 

      statQ=mean; source=est)}

Spare replicas

Alive replica?

When not reply, switch to
other replica
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Performance Analysis

1 Motivation
2 Security and FTTs Modelling

Security Modelling
Fault-Tolerant Techniques Modelling

3 Performance Analysis
Some Background. . .
Regrowing Strategy for SMGs
Regrowing Strategy for PPNs

4 Data-Throttling in Scientific Workflows
The Slack Concept
Automating Data-Throttling Analysis
Experiments and Results

5 Resource Optimisation
A heuristics
Initial marking maintaining thr.
Guaranteeing minimum cost

6 Case Study: A Packet-Routing Algorithm
Problem Description
Performance Analysis
Resource Optimisation

7 Conclusions
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Performance Analysis Some Background. . .

Performance Analysis (I): Some background. . . (1)

Petri nets subclasses

State Machine: ∀t ∈ T , |t•| = |•t| = 1

Marked Graph: ∀p ∈ P , |•p| = |p•| = 1
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Performance Analysis Some Background. . .

Performance Analysis (I): Some background. . . (1)

Petri nets subclasses

State Machine: ∀t ∈ T , |t•| = |•t| = 1

Marked Graph: ∀p ∈ P , |•p| = |p•| = 1

Process Petri nets (PPNs): a (really) interesting subclass

Shared resources systems

Any process which involves resource usage to complete

Different jobs with dissimilar handling

Examples: Assembly lines, Service-Oriented-Architecture systems. . .

Tricas F., Deadlock Analysis, Prevention and Avoidance in Sequential Resource Allocation Systems.

Ph.D. Dissertation, Universidad de Zaragoza, 2003

R.J. Rodŕıguez Ph.D. Dissertation June 24th, 2013 36 / 69



Performance Analysis Some Background. . .

Performance Analysis (I): Some background. . . (2)
Informal definition of a PPN – an example
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Performance Analysis Some Background. . .

Performance Analysis (I): Some background. . . (2)
Informal definition of a PPN – an example

Places can be divided in three subsets: P = P0 ∪ PS ∪ PR

Process-idle place, P0 = {p0}
Process-activity places, PS 6= ∅,PS ∩ P0 = ∅,PS ∩ PR = ∅
Resources places, PR = {r1, . . . , rn}, n > 0,PR ∩ P0 = ∅
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Performance Analysis Some Background. . .

Performance Analysis (I): Some background. . . (2)
Informal definition of a PPN – an example

When removing PR places, we get a strongly connected state
machine, s.t. every cycle contains p0
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Performance Analysis Some Background. . .

Performance Analysis (I): Some background. . . (2)
Informal definition of a PPN – an example

For each r ∈ PR , there exists a unique minimal p-semiflow associated
to r , yr ∈ N

|P| s.t. it contains on its support just the resource r and
does not contains p0
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Performance Analysis Some Background. . .

Performance Analysis (I): Some background. . . (2)
Informal definition of a PPN – an example

Activity places set PS does not contain neither resource places, nor
process-idle place
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Performance Analysis Some Background. . .

Performance Analysis (I): Some background. . . (3)
A LPP for a lower bound for the average inter-firing time of transition ti

Little’s law: L = λ ·W (queue length, arrival rate, waiting time)
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Performance Analysis (I): Some background. . . (3)
A LPP for a lower bound for the average inter-firing time of transition ti

Little’s law: L = λ ·W (queue length, arrival rate, waiting time)

m ≥ Pre ·D ·Θ
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Performance Analysis Some Background. . .

Performance Analysis (I): Some background. . . (3)
A LPP for a lower bound for the average inter-firing time of transition ti

Little’s law: L = λ ·W (queue length, arrival rate, waiting time)

m ≥ Pre ·D ·Θ

Maximize Θ :

m ≥ Pre ·D ·Θ

m = m0 + C · σ

σ ≥ 0
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Performance Analysis Some Background. . .

Performance Analysis (I): Some background. . . (3)
A LPP for a lower bound for the average inter-firing time of transition ti

Little’s law: L = λ ·W (queue length, arrival rate, waiting time)

m ≥ Pre ·D ·Θ

Maximize Θ :

m ≥ Pre ·D ·Θ

m = m0 + C · σ

σ ≥ 0

maximum y · Pre ·D

subject to y · C = 0

y ·m0 = 1

y ≥ 0

y is the slowest p-semiflow of the system (bottleneck)

Our aim: Find next constraining p-semiflow

Campos, J. & Silva, M., Structural Techniques and Performance Bounds of Stochastic Petri Net Models. Advances in PNs, 1992
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (1)
Algorithm 1 in the Dissertation

Input data: SMG, accuracy

Output data: sharp performance bound, bottleneck
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (1)
Algorithm 1 in the Dissertation

Input data: SMG, accuracy

Output data: sharp performance bound, bottleneck

Algorithm steps

1 Calculate initial upper throughput bound and initial bottleneck cycle

2 Calculate tight marking and slacks

Computed by a LPP (Carmona et al., Scheduling Synchronous Elastic Designs. ACSD, 2009)
The lower the slack, the higher the probability that place will constrain

3 Iterate until no significant improvement is achieved

1 Look for place with minimum slack and add it
2 Calculate new throughput bound
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

P1 P2

P3 P4

P5 P6

P9

P7

P13

P8 P12

P15
P11

P10 P14

T1

T2 T3

T4

T7 T9

T6

T5

T8

Consider an ǫ = 0.01
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 - - 0.3704 - -
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 p1, p14 - 0.3704 - -
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 p1, p14 p1 0.3704 - -
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 p1, p14 p1 0.3704 - -
1 - - 0.322581 12.9% 12.9%
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 p1, p14 p1 0.3704 - -
1 p10, p14 - 0.322581 12.9% 12.9%
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 p1, p14 p1 0.3704 - -
1 p10, p14 p10 0.322581 12.9% 12.9%
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 p1, p14 p1 0.3704 - -
1 p10, p14 p10 0.322581 12.9% 12.9%
2 - - 0.297914 7.647% 19.563%
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 p1, p14 p1 0.3704 - -
1 p10, p14 p10 0.322581 12.9% 12.9%
2 p5, p11, - 0.297914 7.647% 19.563%

p14, p15
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 p1, p14 p1 0.3704 - -
1 p10, p14 p10 0.322581 12.9% 12.9%
2 p5, p11, p5 0.297914 7.647% 19.563%

p14, p15
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 p1, p14 p1 0.3704 - -
1 p10, p14 p10 0.322581 12.91% 12.91%
2 p5, p11 p5 0.297914 7.647% 19.563%

p14, p15
3 - - 0.288401 3.193% 22.137%
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 p1, p14 p1 0.3704 - -
1 p10, p14 p10 0.322581 12.9% 12.9%
2 p5, p11, p5 0.297914 7.647% 19.563%

p14, p15
3 p11, p14, - 0.288401 3.193% 22.137%

p15
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 p1, p14 p1 0.3704 - -
1 p10, p14 p10 0.322581 12.9% 12.9%
2 p5, p11, p5 0.297914 7.647% 19.563%

p14, p15
3 p11, p14, p11 0.288401 3.193% 22.137%

p15
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (2)
A running example for easy understanding

Consider an ǫ = 0.01
Iteration Candidates

Added Θ %last %initialstep places

0 p1, p14 p1 0.3704 - -
1 p10, p14 p10 0.322581 12.9% 12.9%
2 p5, p11, p5 0.297914 7.647% 19.563%

p14, p15
3 p11, p14, p11 0.288401 3.193% 22.137%

p15
4 - - 0.288401 0% 22.137%
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (3)
Experiments and Discussion (1)

Benchmarking and used tools

ISCAS benchmark

Strongly connected components of the ISCAS graphs
Initial marking randomly selected in [1 . . . 10]
Delay of transitions randomly selected in [0.1 . . . 1]

Strategy implemented in MATLAB (linprog)

Simulation tool: GreatSPN

Confidence level 99%; accuracy 1%

Host: Pentium IV 3.6GHz, 2GB DDR2 533MHz RAM
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (3)
Experiments and Discussion (2)

Graph
Size % Size Regrowing Initial

Θ
|P| |T | |P′| (%) |T ′| (%) steps thr. bound

s1423 1107 792 79 (7.13%) 76 (9.59%) 3 0.236010 0.235213 (0.34%)
s1488 1567 1128 91 (5.8%) 86 (7.62%) 6 0.201300 0.173127 (13.99%)
s208 27 24 27 (100%) 24 (100%) 3 0.409390 0.377683 (7.75%)
s27 54 44 19 (35.18%) 18 (40.9%) 1 0.305960 0.304987 (0.31%)
s349 187 146 26 (13.9%) 24 (16.44%) 2 0.340320 0.327867 (3.66%)
s444 92 68 14 (15.21%) 12 (17.64%) 2 0.181670 0.181260 (0.22%)
s510 1038 734 45 (4.33%) 40 (5.45%) 5 0.133030 0.117819 (11.43%)
s526 113 92 18 (15.93%) 16 (17.39%) 2 0.313490 0.305860 (2.43%)
s713 271 208 11 (4.06%) 10 (4.8%) 1 0.428720 0.427840 (0.2%)
s820 1162 848 40 (3.44%) 38 (4.48%) 2 0.161060 0.147483 (8.43%)
s832 1293 948 84 (6.5%) 78 (12.04%) 5 0.239429 0.208798 (12.79%)
s953 415 312 88 (11.36%) 82 (26.28%) 6 0.369214 0.337811 (8.50%)

Sharp upper bound in few regrowing steps

Improvement varies from 0.2% to 14%

Uses a very low percentage of the size of the original graph

Lower than 10% (in most of cases)
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Performance Analysis (II): SMGs Regrowing Strategy (3)
Experiments and Discussion (2)

Graph
Size % Size Regrowing Initial

Θ
|P| |T | |P′| (%) |T ′| (%) steps thr. bound

s1423 1107 792 79 (7.13%) 76 (9.59%) 3 0.236010 0.235213 (0.34%)
s1488 1567 1128 91 (5.8%) 86 (7.62%) 6 0.201300 0.173127 (13.99%)
s208 27 24 27 (100%) 24 (100%) 3 0.409390 0.377683 (7.75%)
s27 54 44 19 (35.18%) 18 (40.9%) 1 0.305960 0.304987 (0.31%)
s349 187 146 26 (13.9%) 24 (16.44%) 2 0.340320 0.327867 (3.66%)
s444 92 68 14 (15.21%) 12 (17.64%) 2 0.181670 0.181260 (0.22%)
s510 1038 734 45 (4.33%) 40 (5.45%) 5 0.133030 0.117819 (11.43%)
s526 113 92 18 (15.93%) 16 (17.39%) 2 0.313490 0.305860 (2.43%)
s713 271 208 11 (4.06%) 10 (4.8%) 1 0.428720 0.427840 (0.2%)
s820 1162 848 40 (3.44%) 38 (4.48%) 2 0.161060 0.147483 (8.43%)
s832 1293 948 84 (6.5%) 78 (12.04%) 5 0.239429 0.208798 (12.79%)
s953 415 312 88 (11.36%) 82 (26.28%) 6 0.369214 0.337811 (8.50%)

Sharp upper bound in few regrowing steps

Improvement varies from 0.2% to 14%

Uses a very low percentage of the size of the original graph

Lower than 10% (in most of cases)
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Performance Analysis Regrowing Strategy for SMGs

Performance Analysis (II): SMGs Regrowing Strategy (3)
Experiments and Discussion (3)

Graph
Original graph thr. Θ Original graph

Θ
%

CPU time (s) CPU time (s) thr. thr.

s1423 59948.980 8.283 0.222720 0.235270 5.63%
s1488 36717.156 7.165 0.168760 0.172154 2.01%
s208 0.492 0.492 0.376892 0.376892 0%
s27 2166.002 0.954 0.305082 0.306166 0.35%
s349 141.210 0.441 0.328340 0.327398 −0.28%
s444 2278.231 0.205 0.181069 0.181260 0.11%
s510 13669.814 1.358 0.117500 0.118040 0.46%
s526 129.181 0.344 0.270010 0.305860 13.27%
s713 628.503 0.405 0.411630 0.427840 3.94%
s820 20775.811 0.788 0.144770 0.147699 2.02%
s832 16165.863 1.914 0.196920 0.208873 6.07%
s953 453.850 19.155 0.327910 0.338644 3.27%

Θ CPU time insignificant respect to original thr CPU time

Improvement varies from very close value to 13% over the real thr

Slow cycles far away from critical cycle?

Negative relative error caused by simulation confidence interval
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Performance Analysis (II): SMGs Regrowing Strategy (3)
Experiments and Discussion (3)

Graph
Original graph thr. Θ Original graph

Θ
%

CPU time (s) CPU time (s) thr. thr.
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s832 16165.863 1.914 0.196920 0.208873 6.07%
s953 453.850 19.155 0.327910 0.338644 3.27%

Θ CPU time insignificant respect to original thr CPU time

Improvement varies from very close value to 13% over the real thr

Slow cycles far away from critical cycle?

Negative relative error caused by simulation confidence interval
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Performance Analysis Regrowing Strategy for PPNs

Performance Analysis (III): PPNs Regrowing Strategy (1)
Which is the next p-semiflow constraining?

Generalising from SMGs to PPNs

Previous method not longer valid

Need other technique for next p-semiflow more likely to constrain
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Performance Analysis (III): PPNs Regrowing Strategy (1)
Which is the next p-semiflow constraining?

Generalising from SMGs to PPNs

Previous method not longer valid

Need other technique for next p-semiflow more likely to constrain

maximum y′ · Pre ·D

subject to y′ · C = 0

y′ ·m0 = 1

y′(p) ≥ h, ∀p ∈ Q
∑

p∈V

y′(p) ≥ h

where V = {v |v ∈ •(‖y∗‖•) \ ‖y∗‖}

Q = {q ∈ P , q ∈ ‖y∗‖}

Value h strictly positive and
arbitrarily small

Avoid numerical problems
(h = 0) and LP feasible
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Performance Analysis (III): PPNs Regrowing Strategy (1)
Which is the next p-semiflow constraining?

Generalising from SMGs to PPNs

Previous method not longer valid

Need other technique for next p-semiflow more likely to constrain

maximum y′ · Pre ·D

subject to y′ · C = 0

y′ ·m0 = 1

y′(p) ≥ h, ∀p ∈ Q
∑

p∈V

y′(p) ≥ h

where V = {v |v ∈ •(‖y∗‖•) \ ‖y∗‖}

Q = {q ∈ P , q ∈ ‖y∗‖}

Value h strictly positive and
arbitrarily small

Avoid numerical problems
(h = 0) and LP feasible

maximum h

subject to y · C = 0

y ·m0 = 1

y ≥ h · 1

h > 0
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Performance Analysis Regrowing Strategy for PPNs

Performance Analysis (III): PPNs Regrowing Strategy (2)
Algorithm 2 in the Dissertation

Input data: PPN, accuracy

Output data: sharp performance bound, bottleneck
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Performance Analysis Regrowing Strategy for PPNs

Performance Analysis (III): PPNs Regrowing Strategy (2)
Algorithm 2 in the Dissertation

Input data: PPN, accuracy

Output data: sharp performance bound, bottleneck

Algorithm steps

1 Calculate initial upper
throughput bound and initial
bottleneck cycle

2 Calculate value h

3 Iterate until no significant
improvement is achieved or all
places are considered

1 Compute the next constraining
p-semiflow

2 Calculate new thr. bound

maximum y′ · Pre ·D

subject to y′ · C = 0

y′ ·m0 = 1

y′(p) ≥ h, ∀p ∈ Q
∑

p∈V

y′(p) ≥ h

where V = {v |v ∈ •(‖y∗‖•) \ ‖y∗‖}

Q = {q ∈ P , q ∈ ‖y∗‖}
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Data-Throttling in Scientific Workflows (I)
An intuitive idea: The slack concept
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Data-Throttling in Scientific Workflows The Slack Concept

Data-Throttling in Scientific Workflows (I)
An intuitive idea: The slack concept

slacks

appear

here

δ execution time; tx = 1 transmission

time

Assume tx = 1

Slowest path:

Θ =
1∑

(δ + tx)
=

1

6
(Θ: inverse of execution time of
slowest path)

Slack: how much faster is a
path w.r.t. another until a
synchronisation point

µ1,4 =
2− 1.5

6
=

0.5

6

µ4,6 =
5− 3.5

6
=

1.5

6

µ3,6 =
5− 3

6
=

1

3

R.J. Rodŕıguez Ph.D. Dissertation June 24th, 2013 47 / 69



Data-Throttling in Scientific Workflows Automating Data-Throttling Analysis

Data-Throttling in Scientific Workflows (II)
Automating Data-Throttling Analysis: An algorithm

Inputs: Performance estimation
(i.e., DAX annotations) +
PN-based model

Outputs: Data-throttling values
+ Analysis results
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Data-Throttling in Scientific Workflows (II)
Automating Data-Throttling Analysis: An algorithm

Inputs: Performance estimation
(i.e., DAX annotations) +
PN-based model

Outputs: Data-throttling values
+ Analysis results

4 steps
1 Compute slack values
2 Cluster slacks
3 Compute data-throttling

values
4 Performance analysis

With and w/out
data-throttling
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Data-Throttling in Scientific Workflows Automating Data-Throttling Analysis

Data-Throttling in Scientific Workflows (III)
Applying the algorithm to an example

Recall: slacks on synchronisation points

Assumptions

Bandwidth=100Mbps

Data-sets equal to 10MiB

Dedicated network topology
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Applying the algorithm to an example

Recall: slacks on synchronisation points

Makespan: 5.6779 seconds

Assumptions

Bandwidth=100Mbps

Data-sets equal to 10MiB

Dedicated network topology

Slowest path: 2 → 5 → 6

Slacks: µ1,4, µ3,6, µ4,6
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Applying the algorithm to an example

Recall: slacks on synchronisation points

Makespan: 5.6779 seconds

Assumptions

Bandwidth=100Mbps

Data-sets equal to 10MiB

Dedicated network topology

Slowest path: 2 → 5 → 6

Slacks: µ1,4, µ3,6, µ4,6

1 → 4 adjust to 28.57%
3 → 6 adjust to 35.15%
4 → 6 adjust to 44.55%
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Data-Throttling in Scientific Workflows Automating Data-Throttling Analysis

Data-Throttling in Scientific Workflows (III)
Applying the algorithm to an example

Recall: slacks on synchronisation points

Makespan: 5.7750 seconds

(negligent impact on makespan BUT

input buffer waiting times reduced)

Assumptions

Bandwidth=100Mbps

Data-sets equal to 10MiB

Dedicated network topology

Slowest path: 2 → 5 → 6

Slacks: µ1,4, µ3,6, µ4,6

1 → 4 adjust to 28.57%
3 → 6 adjust to 35.15%
4 → 6 adjust to 44.55%
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Data-Throttling in Scientific Workflows Experiments and Results

Data-Throttling in Scientific Workflows (IV)
Input Buffers Usage – some plots of Montage workflow tasks
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(a) Workflow task mImgTbl (b) Workflow task mConcatFit

Data-throttling has great
impact on input buffers

Outperforms both other
topologies
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Resource Optimisation

Resource Optimisation (I)

Recall: FT systems with shared resources

Can we add more resources to compensate throughput degradation?
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Resource Optimisation

Resource Optimisation (I)

Recall: FT systems with shared resources

Can we add more resources to compensate throughput degradation?

Yes, we can (some restrictions apply. . . )

Considered approaches

Budget limited while compensating a throughput degradation

Budget unlimited while maintaining a given throughput
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Resource Optimisation A heuristics

Resource Optimisation (II): A heuristics
Algorithm 3 in the Dissertation – budget limited

Input data: PPN, budget, resource costs

Output data: Resource increments
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Resource Optimisation A heuristics

Resource Optimisation (II): A heuristics
Algorithm 3 in the Dissertation – budget limited

Input data: PPN, budget, resource costs

Output data: Resource increments

Algorithm steps

1 Initial bottleneck

2 Iterate until no enough budget or next
resource is process-idle place

Compute next constraining
p-semiflow, and its associated resource
(LPP in right column)
How much is this new increment?

3 When all resources are incremented and
still enough budget → assign it

minimum
k

∑

j=1

αj

subject to yk+1 · Pre · D = y1 · Pre · D

yk+1 · C = 0

yk+1 · m
∆
0 = yj · m

∆
0 , ∀j ∈ {1 . . . k}

m0
∆

=

{

m0(p) + αj , p ∈ A

m0(p), otherwise

yk+1(p) = 0, p ∈ A

yk+1, αj ≥ 0, ∀j ∈ {1 . . . k}
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Resource Optimisation Initial marking maintaining thr.

Resource Optimisation (III): Initial marking maintaining

thr.
Algorithm 4 in the dissertation – budget unlimited

Input data: PPN with some FT added, Θ, Set of p-semiflows
added/modified when adding FTs

Output data: Resource increments
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Resource Optimisation Initial marking maintaining thr.

Resource Optimisation (III): Initial marking maintaining

thr.
Algorithm 4 in the dissertation – budget unlimited

Input data: PPN with some FT added, Θ, Set of p-semiflows
added/modified when adding FTs

Output data: Resource increments

Algorithm steps

1 Iterate for each p-semiflow modified/added by the FT technique

Get maximum between current initial resource instances and the
resources needed for maintaining giving Θ
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Resource Optimisation Guaranteeing minimum cost

Resource Optimisation (IV): Guaranteeing minimum cost

minimum





n
∑

i=1

c
r
i · αi +

m
∑

j=1

(

c
d
j · β

d
j + c

c
j · β

c
j + c

rm
j · β

rm
j

)



 subject to

m0(ri ) + αi ≥ Θ · yi · Pre · D
′

δ
′
(T

j
detect

) = δ(T
j
detect

) − β
d
j

δ
′
(T

j
c ) = δ(T

j
c ) − β

c
j (1)

δ
′
(T

j
rec ) = δ(T

j
rec ) − β

rm
j

δ
′
(t) ≥ δmin(t),∀t ∈ T

αi , β
d
j , β

c
j , β

rm
j ≥ 0, αi ∈ N, ∀i ∈ [1 . . . n], ∀j ∈ [1 . . .m]

Integer-Linear Programming Problem (ILPP)

Minimum cost that guarantees a compensation of the throughput
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αi , β
d
j , β

c
j , β

rm
j ≥ 0, αi ∈ N, ∀i ∈ [1 . . . n], ∀j ∈ [1 . . .m]

Integer-Linear Programming Problem (ILPP)

Minimum cost that guarantees a compensation of the throughput

Why an ILPP instead of a LPP?

Resource instances are natural numbers
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Case Study: A Packet-Routing Algorithm Problem Description

Case Study (I): Problem Description (1)
A packet-routing algorithm
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Case Study: A Packet-Routing Algorithm Problem Description

Case Study (I): Problem Description (2)
A packet-routing algorithm: adding FT capabilities – reconfiguration with rollbackward
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Case Study: A Packet-Routing Algorithm Performance Analysis

Case Study (II): Performance Analysis (1)
A packet-routing algorithm with FT capabilities – reconfiguration with rollbackward

nP = 10, nT = 2 and nS = 2
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Case Study: A Packet-Routing Algorithm Performance Analysis

Case Study (II): Performance Analysis (1)
A packet-routing algorithm with FT capabilities – reconfiguration with rollbackward

nP = 10, nT = 2 and nS = 2

Reconfiguration with rollbackward

20% of errors, and 5% of solid faults

Before FT: y = {p2, p3, p4, p5, p6|safe , p8|rtn, p9, p10, p11},
Θ = 0.470588

After FT:

New PN semiflows are known
y′1, y

′

2 and y′3. Θ1 = 1.073825, Θ2 = 0.463768 and Θ3 = 0.304762

New slowest: Θ′ = 0.304762 → a degradation of 35.23%
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Case Study: A Packet-Routing Algorithm Performance Analysis

Case Study (II): Performance Analysis (2)
A packet-routing algorithm with FT capabilities: sensitive analysis
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Θ1,Θ2 and Θ3 w.r.t. re , re ∈ [0 . . . 1]

Θ2 < Θ for low probabilities of error

Holds until re = 0.14. From that point, Θ3 becomes slowest
Moreover, it exponentially decreases

re ≈ 0.8 → Θ1,Θ2 and Θ3 quickly decrease and tend to zero
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Case Study: A Packet-Routing Algorithm Resource Optimisation

Case Study (III): Resource optimisation (1)
A packet-routing algorithm with FT capabilities: maintaining a given throughput

nP = 10, nT = 2 and nS = 2
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Case Study: A Packet-Routing Algorithm Resource Optimisation

Case Study (III): Resource optimisation (1)
A packet-routing algorithm with FT capabilities: maintaining a given throughput

nP = 10, nT = 2 and nS = 2

Reconfiguration with rollbackward

20% of errors, and 5% of solid faults

Before FT: y = {p2, p3, p4, p5, p6|safe , p8|rtn, p9, p10, p11},
Θ = 0.470588

Interest in maintaining Θ while FT capabilities are present

m′
0(p0) = m0(p0) = 10,m′

0(p2) = 3,m′
0(p7) = 4

Add another thread and two more filtering-threads to compensate a
20% of errors (and a 5% of them deriving in solid faults) using
reconfiguration as FT technique
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Case Study: A Packet-Routing Algorithm Resource Optimisation

Case Study (III): Resource optimisation (2)
A packet-routing algorithm with FT capabilities: maintaining a given throughput
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Case Study: A Packet-Routing Algorithm Resource Optimisation

Case Study (III): Resource optimisation (2)
A packet-routing algorithm with FT capabilities: maintaining a given throughput
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Initial marking nS

Initial resources to maintain Θ = 0.470588, re ∈ [0 . . . 1], steps of 0.01

No. packets and threads: remain equal

No. filtering-threads: increases rapidly w.r.t. re
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Conclusions

Conclusions (I)
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FT systems (sharing resources) modelled by PNs
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Conclusions (I)

Security must be considered from the (early) beginning

Be careful with the impact of adding security → trade-off analysis

FT systems (sharing resources) modelled by PNs

Contributions of this Dissertation – a Summary

SecAM: A UML Security Analysis and Modelling profile

FTTs models (UML + PNs) helping to choose best suitable solution

Model-based methodology for performance prediction

Performance estimation based on upper thr. bounds computation

Data-throttling in scientific workflows: improvement of input buffer
and network bandwidth usage

Resource optimisation: increase no. resources while fulfilling
requirements
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Conclusions

Conclusions (II)

http://webdiis.unizar.es/GISED/?q=tool/peabrain

Contribution: the PeabraiN tool

PeabraiN: a tool for performance
estimation and resource optimisation
computation in Petri nets

GPL v3
JAVA-based
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Conclusions (II)
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