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directory

C1 Enc(gx1y1,Enc(gx2y2,  Enc(gx3y3,[Establish RP, Cookie]))) 

Ref

OR1 ­ ORi (Default 2) OP

Create & Extend Circuit

C1 Enc(gx1y1,Enc(gx2y2, Enc(gx3y3,RP Established))) 

Ref
Begin

RP IP HS

Ref
Data exchange

Ref Create & Extend Circuit

C2 Enc(gx3y3,[Establish RP, Cookie])

C2 Enc(gx3y3, RP Established) 

Ref
Create & Extend Circuit

C3 Enc(gx1y1,Enc(gx2y2,  Enc(gx3y3,[Introduce1, Block]))) 

C1 Enc(gx1y1,Enc(gx2y2,  Enc(gx3y3,[Introduce, ACK]))) 

C4 Enc(gx3y3,[Introduce1, Block]) 

Ref

OR1 ­ ORi (Default 2) 

C5 Enc(gx3y3,[Introduce2, Block]))) C6 Enc(gx1y1,Enc(gx2y2,  Enc(gx3y3,[Introduce1, Block]))) 

Create & Extend circuits

C4 Enc(gx3y3,[Introduce, ACK]) 

Ref
Create & Extend circuits

C6 Enc(gx1y1,Enc(gx2y2,  Enc(gx3y3,[Rendezvous1, Cookie]))) 
C5 Enc(gx3y3,[Rendezvous1, Cookie]) 

C2 Enc(gx3y3,Rendezvous2)
C1 Enc(gx1y1,Enc(gx2y2,  Enc(gx3y3,Rendezvous2))) 

Ref

Data exchange
Ref

Internal_begin

sd: Hidden Service Connection


